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Recap question:

Feb. 20, 2025

A disease in the SIR model is estimated to have 
parameter values           and          . What is the herd 
immunity threshold for the disease?  

<latexit sha1_base64="BB1AXGBbaSWmlBUp5Vgde7Bpsa0=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKewGXxch6MVjBPOQZAmzk0kyZHZ2mekVwpKv8OJBEa9+jjf/xkmyB00saCiquunuCmIpDLrut5NbWV1b38hvFra2d3b3ivsHDRMlmvE6i2SkWwE1XArF6yhQ8lasOQ0DyZvB6HbqN5+4NiJSDziOuR/SgRJ9wSha6bETcKTkmlS6xZJbdmcgy8TLSAky1LrFr04vYknIFTJJjWl7box+SjUKJvmk0EkMjykb0QFvW6poyI2fzg6ekBOr9Eg/0rYUkpn6eyKloTHjMLCdIcWhWfSm4n9eO8H+lZ8KFSfIFZsv6ieSYESm35Oe0JyhHFtCmRb2VsKGVFOGNqOCDcFbfHmZNCpl76J8fn9Wqt5kceThCI7hFDy4hCrcQQ3qwCCEZ3iFN0c7L8678zFvzTnZzCH8gfP5A20Gj4U=</latexit>

� = 2
<latexit sha1_base64="kYBrG1gywUWYdF/JwfAR/9Aqg4Q=">AAAB8XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidhGCXjxGMAsmQ6jp9CRNunuG7h4hhPyFFw+KePVvvPk3dpaDRh8UPN6roqpelApurO9/ebml5ZXVtfx6YWNza3unuLtXN0mmKavRRCS6GaFhgitWs9wK1kw1QxkJ1ogGNxO/8ci04Ym6t8OUhRJ7iseconXSQ7uHUiK5IkGnWPLL/hTkLwnmpARzVDvFz3Y3oZlkylKBxrQCP7XhCLXlVLBxoZ0ZliIdYI+1HFUomQlH04vH5MgpXRIn2pWyZKr+nBihNGYoI9cp0fbNojcR//NamY0vwxFXaWaZorNFcSaITcjkfdLlmlErho4g1dzdSmgfNVLrQiq4EILFl/+S+kk5OC+f3Z2WKtfzOPJwAIdwDAFcQAVuoQo1oKDgCV7g1TPes/fmvc9ac958Zh9+wfv4BjA7j/U=</latexit>

� = 1
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The herd immunity threshold is 
<latexit sha1_base64="QsJG0734yTh/3eUZoS703BJ8P9E=">AAACAXicbVDLSsNAFL3xWesr6kZwM1gEN4ZEfG2EohuXVewD2hAm00k7dPJgZiKUEDf+ihsXirj1L9z5N07bLLT1wIXDOfdy7z1+wplUtv1tzM0vLC4tl1bKq2vrG5vm1nZDxqkgtE5iHouWjyXlLKJ1xRSnrURQHPqcNv3B9chvPlAhWRzdq2FC3RD3IhYwgpWWPHM38Qi6RM4R6gQCk8zJszvPzpHlmRXbssdAs8QpSAUK1Dzzq9ONSRrSSBGOpWw7dqLcDAvFCKd5uZNKmmAywD3a1jTCIZVuNv4gRwda6aIgFroihcbq74kMh1IOQ193hlj15bQ3Ev/z2qkKLtyMRUmqaEQmi4KUIxWjURyoywQlig81wUQwfSsifayTUDq0sg7BmX55ljSOLefMOr09qVSvijhKsAf7cAgOnEMVbqAGdSDwCM/wCm/Gk/FivBsfk9Y5o5jZgT8wPn8AoSCVGg==</latexit>

pc = 1� 1

R0
.

To compute this, we need to find the value of      . We use the 
definition of      : 

<latexit sha1_base64="jAbbZKBLqChkKEwaC+F0Sqlrea4=">AAAB6nicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx68RiXLJAMoadTkzTp6Rm6e4Qw5BO8eFDEq1/kzb+xk8xBow8KHu9VUVUvSATXxnW/nMLS8srqWnG9tLG5tb1T3t1r6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0PfVbj6g0j+WDGSfoR3QgecgZNVa6v+u5vXLFrbozkL/Ey0kFctR75c9uP2ZphNIwQbXueG5i/Iwqw5nASambakwoG9EBdiyVNELtZ7NTJ+TIKn0SxsqWNGSm/pzIaKT1OApsZ0TNUC96U/E/r5Oa8NLPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadkg3BW3z5L2meVL3z6tntaaV2lcdRhAM4hGPw4AJqcAN1aACDATzBC7w6wnl23pz3eWvByWf24Recj2/TeY2D</latexit>

R0
<latexit sha1_base64="jAbbZKBLqChkKEwaC+F0Sqlrea4=">AAAB6nicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx68RiXLJAMoadTkzTp6Rm6e4Qw5BO8eFDEq1/kzb+xk8xBow8KHu9VUVUvSATXxnW/nMLS8srqWnG9tLG5tb1T3t1r6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0PfVbj6g0j+WDGSfoR3QgecgZNVa6v+u5vXLFrbozkL/Ey0kFctR75c9uP2ZphNIwQbXueG5i/Iwqw5nASambakwoG9EBdiyVNELtZ7NTJ+TIKn0SxsqWNGSm/pzIaKT1OApsZ0TNUC96U/E/r5Oa8NLPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadkg3BW3z5L2meVL3z6tntaaV2lcdRhAM4hGPw4AJqcAN1aACDATzBC7w6wnl23pz3eWvByWf24Recj2/TeY2D</latexit>

R0

so <latexit sha1_base64="fpjKp1dNgHhvlRI3VrDTLDUh5bk=">AAACIXicbZBNS8MwGMdTX+d8q3r0EhyCF0s7fNlFGHrxOMW9wFZKmqVbWJqWJBVG6Vfx4lfx4kGR3cQvY7r1MDf/EPjn9zwPyfP3Y0alsu1vY2V1bX1js7RV3t7Z3ds3Dw5bMkoEJk0csUh0fCQJo5w0FVWMdGJBUOgz0vZHd3m9/UyEpBF/UuOYuCEacBpQjJRGnlmLPQxvoAPPYS8QCKdOlj56dpazOVTNwfzN8syKbdlTwWXjFKYCCjU8c9LrRzgJCVeYISm7jh0rN0VCUcxIVu4lksQIj9CAdLXlKCTSTacbZvBUkz4MIqEPV3BK5ydSFEo5Dn3dGSI1lIu1HP5X6yYqqLkp5XGiCMezh4KEQRXBPC7Yp4JgxcbaICyo/ivEQ6RzUDrUsg7BWVx52bSqlnNlXT5cVOq3RRwlcAxOwBlwwDWog3vQAE2AwQt4Ax/g03g13o0vYzJrXTGKmSPwR8bPLzvVoIg=</latexit>

pc = 1� 1

R0
= 1� 1

2
=

1

2
.

<latexit sha1_base64="6uz8YJGIqZHHE7X/RuF5m6uIkXc=">AAACFXicbVDLSgMxFM3UV62vqks3wSK4kDJTfG2EohuXVewDOqXcSTNtaDIzJBmhDPMTbvwVNy4UcSu482/MtEW09cCFk3PuJfceL+JMadv+snILi0vLK/nVwtr6xuZWcXunocJYElonIQ9lywNFOQtoXTPNaSuSFITHadMbXmV+855KxcLgTo8i2hHQD5jPCGgjdYtHt10bX2DXl0AS16Ma0sTtgxCQ/siVNHGyV6VbLNlleww8T5wpKaEpat3ip9sLSSxooAkHpdqOHelOAlIzwmlacGNFIyBD6NO2oQEIqjrJ+KoUHxilh/1Qmgo0Hqu/JxIQSo2EZzoF6IGa9TLxP68da/+8k7AgijUNyOQjP+ZYhziLCPeYpETzkSFAJDO7YjIAk4Q2QRZMCM7syfOkUSk7p+WTm+NS9XIaRx7toX10iBx0hqroGtVQHRH0gJ7QC3q1Hq1n6816n7TmrOnMLvoD6+MbDXadgQ==</latexit>

R0 =
�

�
=

2

1
= 2
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Cryptography - Part 1

Feb. 20, 2025

By the end of this lecture, you will be able to: 

1. Define substitution ciphers and Caesar 
ciphers 

2. Decrypt Caesar ciphers using the brute-
force method 

3. Decrypt substitution ciphers using 
frequency analysis



Cryptography is “the art of writing in secret 
characters”. A cryptographer encodes messages 
before they are transmitted so that even if the 
encrypted message is intercepted by a hostile 
party, its meaning will still remain secret.



Cryptography is “the art of writing in secret 
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Secret message

Alice Bob
Eve

Eavesdropping



Alice Bob
Eve

Eavesdropping

Hello



Hello

Alice Bob
Eve

Eavesdropping

xcppr

Alice Bob
Eve

Eavesdropping

Encrypt Decrypt
Helloxcppr

Hello

xcppr

?



In principle, only “friends” of the original 
cryptographer, who knows the secret recipe for 
decoding or decrypting, can decode the encrypted 
message to the original plain text.

A “code breaker” seeks to detect patterns in the 
encrypted messages that will lead to sufficient 
understanding of the encryption scheme to enable 
the discovery of a decryption method.



Where is cryptography used?



1500 BC: encrypted clay tablets to keep 
valuable information (recipe for pottery 
glaze) secret
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Where is cryptography used?



1500 BC: encrypted clay tablets to keep 
valuable information (recipe for pottery 
glaze) secret
50 BC: Julius Caesar encrypted letters to 
generals at the frontlines

1940-1942 AD: British intelligence 
cracked the most secure German cipher 
(“Enigma”), contributing to the end of the 
war 

<latexit sha1_base64="J3Zn6LPhorrZQUDu7FXxnKUFcaA=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68RjBPCBZwuzsbDJmdmeZ6Q2EkH/w4kERr/6PN//GSbIHTSxoKKq66e4KUikMuu63s7K6tr6xWdgqbu/s7u2XDg4bRmWa8TpTUulWQA2XIuF1FCh5K9WcxoHkzWBwN/WbQ66NUMkjjlLux7SXiEgwilZqdIahQtMtld2KOwNZJl5OypCj1i19dULFspgnyCQ1pu25KfpjqlEwySfFTmZ4StmA9njb0oTG3Pjj2bUTcmqVkERK20qQzNTfE2MaGzOKA9sZU+ybRW8q/ue1M4xu/LFI0gx5wuaLokwSVGT6OgmF5gzlyBLKtLC3EtanmjK0ARVtCN7iy8ukcV7xriqXDxfl6m0eRwGO4QTOwINrqMI91KAODJ7gGV7hzVHOi/PufMxbV5x85gj+wPn8Ac6vj0w=</latexit>...

https://en.wikipedia.org/wiki/File:Turing_Plaque.jpg

Where is cryptography used?



1500 BC: encrypted clay tablets to keep 
valuable information (recipe for pottery 
glaze) secret
50 BC: Julius Caesar encrypted letters to 
generals at the frontlines

1940-1942 AD: British intelligence 
cracked the most secure German cipher 
(“Enigma”), contributing to the end of the 
war 

<latexit sha1_base64="J3Zn6LPhorrZQUDu7FXxnKUFcaA=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68RjBPCBZwuzsbDJmdmeZ6Q2EkH/w4kERr/6PN//GSbIHTSxoKKq66e4KUikMuu63s7K6tr6xWdgqbu/s7u2XDg4bRmWa8TpTUulWQA2XIuF1FCh5K9WcxoHkzWBwN/WbQ66NUMkjjlLux7SXiEgwilZqdIahQtMtld2KOwNZJl5OypCj1i19dULFspgnyCQ1pu25KfpjqlEwySfFTmZ4StmA9njb0oTG3Pjj2bUTcmqVkERK20qQzNTfE2MaGzOKA9sZU+ybRW8q/ue1M4xu/LFI0gx5wuaLokwSVGT6OgmF5gzlyBLKtLC3EtanmjK0ARVtCN7iy8ukcV7xriqXDxfl6m0eRwGO4QTOwINrqMI91KAODJ7gGV7hzVHOi/PufMxbV5x85gj+wPn8Ac6vj0w=</latexit>...

https://en.wikipedia.org/wiki/File:Turing_Plaque.jpg

Today: logging into websites, sending 
emails, WhatsApp, verifying credit card 
information, cloud storage of pictures, …

Where is cryptography used?



Unsolved historical encryption techniques

https://commons.wikimedia.org/wiki/File:Beale_1.svg



Unsolved historical encryption techniques

Letter written by composer 
Edward Elgar to Dora Penny

https://commons.wikimedia.org/wiki/File:Edward_Elgar.jpg

https://en.wikipedia.org/wiki/File:Dorabella-cipher-image.png



Some (not very good) encryption techniques:

1. Ehay isay eryvay illysay 
This is pig latin. The decrypted message is: 

          “He is very silly” 
2. noitpyrcne eruces yreV 

This message is just written backwards. The 
decrypted message is: 

          “Very secure encryption”
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Some (not very good) encryption techniques:

1. Ehay isay eryvay illysay 
This is pig latin. The decrypted message is: 

          “He is very silly” 
2. noitpyrcne eruces yreV 

This message is just written backwards. The 
decrypted message is: 

          “Very secure encryption”

For the rest of today, we will discuss better techniques!



Old standards: substitution ciphers

The oldest schemes replace the letters in the 
message one by one, following a fixed recipe.

Alice Bob
Eve

Eavesdropping

Encrypt



Old standards: substitution ciphers

The oldest schemes replace the letters in the 
message one by one, following a fixed recipe.

How do we encrypt “Math alive”?

For example,



Old standards: substitution ciphers

Math alive
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Old standards: substitution ciphers

Math alive

L



Old standards: substitution ciphers

Math alive

Lg



Old standards: substitution ciphers

Math alive

Lgx



Old standards: substitution ciphers

Math alive
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Old standards: substitution ciphers

Math alive

Lgxu g



Old standards: substitution ciphers

Math alive

Lgxu gt



Old standards: substitution ciphers

Math alive

Lgxu gty



Old standards: substitution ciphers

Math alive

Lgxu gtyr



Old standards: substitution ciphers

Math alive

Lgxu gtyra



To decrypt, go the other way!

Old standards: substitution ciphers

Alice Bob
Eve

Eavesdropping

Decrypt



To decrypt, go the other way!

What does “QYMGNNAYVSATTHI” mean?

For example,

Old standards: substitution ciphers



What does “QYMGNNAYVSATTHI” mean?



What does “QYMGNNAYVSATTHI” mean?
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What does “QYMGNNAYVSATTHI” mean?

GI



What does “QYMGNNAYVSATTHI” mean?
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What does “QYMGNNAYVSATTHI” mean?

GIRA
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What does “QYMGNNAYVSATTHI” mean?
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What does “QYMGNNAYVSATTHI” mean?
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What does “QYMGNNAYVSATTHI” mean?

GIRAFFEISY



What does “QYMGNNAYVSATTHI” mean?

GIRAFFEISYE



What does “QYMGNNAYVSATTHI” mean?

GIRAFFEISYEL



What does “QYMGNNAYVSATTHI” mean?

GIRAFFEISYELL



What does “QYMGNNAYVSATTHI” mean?

GIRAFFEISYELLO



What does “QYMGNNAYVSATTHI” mean?

GIRAFFEISYELLOW



Special substitution cipher used by Julius Caesar

Caesar ciphers (circular shift of alphabets):

Shift by one step

A B C D E F G H I J K L MN O P Q R S T U VWX Y Z
B C D E F G H I J K L MN O P Q R S T U VWX Y Z A

1



Substitution cipher used by Julius Caesar

Caesar ciphers (circular shift of alphabets):

Shift by one step

Shift by two steps

A B C D E F G H I J K L MN O P Q R S T U VWX Y Z
B C D E F G H I J K L MN O P Q R S T U VWX Y Z A

1

A B C D E F G H I J K L MN O P Q R S T U VWX Y Z
C D E F G H I J K L MN O P Q R S T U VWX Y Z A B

1



Substitution cipher used by Julius Caesar

Caesar ciphers (circular shift of alphabets):

Shift by one step

Shift by two steps

Shift by 25 steps

<latexit sha1_base64="J3Zn6LPhorrZQUDu7FXxnKUFcaA=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68RjBPCBZwuzsbDJmdmeZ6Q2EkH/w4kERr/6PN//GSbIHTSxoKKq66e4KUikMuu63s7K6tr6xWdgqbu/s7u2XDg4bRmWa8TpTUulWQA2XIuF1FCh5K9WcxoHkzWBwN/WbQ66NUMkjjlLux7SXiEgwilZqdIahQtMtld2KOwNZJl5OypCj1i19dULFspgnyCQ1pu25KfpjqlEwySfFTmZ4StmA9njb0oTG3Pjj2bUTcmqVkERK20qQzNTfE2MaGzOKA9sZU+ybRW8q/ue1M4xu/LFI0gx5wuaLokwSVGT6OgmF5gzlyBLKtLC3EtanmjK0ARVtCN7iy8ukcV7xriqXDxfl6m0eRwGO4QTOwINrqMI91KAODJ7gGV7hzVHOi/PufMxbV5x85gj+wPn8Ac6vj0w=</latexit>...

We choose a value for the shift (the “key”) between 1 and 25 
and get one cipher

A B C D E F G H I J K L MN O P Q R S T U VWX Y Z
B C D E F G H I J K L MN O P Q R S T U VWX Y Z A

1

A B C D E F G H I J K L MN O P Q R S T U VWX Y Z
C D E F G H I J K L MN O P Q R S T U VWX Y Z A B

1

A B C D E F G H I J K L MN O P Q R S T U VWX Y Z
Z A B C D E F G H I J K L MN O P Q R S T U VWX Y

1



Example: the following was encrypted with a 
Caesar cipher, but we do not know the key that 
was used. Decrypt it anyways!

nqpiecnewncvkqpu

Alice Bob
Eve

Eavesdropping



Example: the following was encrypted with a 
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Using shift 1 in the Caesar cipher:

mpohdbmdvmbujpot
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Example: the following was encrypted with a 
Caesar cipher, but we do not know the key that 
was used. Decrypt it anyways!

nqpiecnewncvkqpu

mpohdbmdvmbujpot

Using shift 2 in the Caesar cipher:

longcalculations

Using shift 1 in the Caesar cipher:



Example: the following was encrypted with a 
Caesar cipher, but we do not know the key that 
was used. Decrypt it anyways!

nqpiecnewncvkqpu

mpohdbmdvmbujpot

longcalculations

Using shift 1 in the Caesar cipher:

Using shift 2 in the Caesar cipher:



Brute force decryption: try every possible key. 
Feasible for Caesar cipher (25 possible keys), but 
not for general substitution ciphers, since there 
are a total of
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<latexit sha1_base64="L8EQ0uygtnQ2h9m/AUZC6n5TAkQ=">AAACKHicbVBNS8MwGE79nPOr6tFLcAieRlu26c2hF48T3AesdaRpuoWlTUlScZT9HC/+FS8iiuzqLzHbKujmA0mePM/7kryPnzAqlWVNjJXVtfWNzcJWcXtnd2/fPDhsSZ4KTJqYMy46PpKE0Zg0FVWMdBJBUOQz0vaH11O//UCEpDy+U6OEeBHqxzSkGCkt9cxLp+bigCvoVOGcuEzvMr84+WlDFyWJ4I+w8qNY95lTG/fMklW2ZoDLxM5JCeRo9Mw3N+A4jUisMENSdm0rUV6GhKKYkXHRTSVJEB6iPulqGqOISC+bDTqGp1oJYMiFXrGCM/V3R4YiKUeRrysjpAZy0ZuK/3ndVIUXXkbjJFUkxvOHwpRBxeE0NRhQQbBiI00QFlT/FeIBEggrnW1Rh2AvjrxMWk7ZrpWrt5VS/SqPowCOwQk4AzY4B3VwAxqgCTB4Ai/gHXwYz8ar8WlM5qUrRt5zBP7A+PoGN2Gjpg==</latexit>

26 · 25 · . . . · 2 · 1 ⇡ 4 · 1026

keys. Trying them all would take around 317 years 
on Earth’s currently largest supercomputer.



Brute force decryption: try every possible key. 
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are a total of

<latexit sha1_base64="L8EQ0uygtnQ2h9m/AUZC6n5TAkQ=">AAACKHicbVBNS8MwGE79nPOr6tFLcAieRlu26c2hF48T3AesdaRpuoWlTUlScZT9HC/+FS8iiuzqLzHbKujmA0mePM/7kryPnzAqlWVNjJXVtfWNzcJWcXtnd2/fPDhsSZ4KTJqYMy46PpKE0Zg0FVWMdBJBUOQz0vaH11O//UCEpDy+U6OEeBHqxzSkGCkt9cxLp+bigCvoVOGcuEzvMr84+WlDFyWJ4I+w8qNY95lTG/fMklW2ZoDLxM5JCeRo9Mw3N+A4jUisMENSdm0rUV6GhKKYkXHRTSVJEB6iPulqGqOISC+bDTqGp1oJYMiFXrGCM/V3R4YiKUeRrysjpAZy0ZuK/3ndVIUXXkbjJFUkxvOHwpRBxeE0NRhQQbBiI00QFlT/FeIBEggrnW1Rh2AvjrxMWk7ZrpWrt5VS/SqPowCOwQk4AzY4B3VwAxqgCTB4Ai/gHXwYz8ar8WlM5qUrRt5zBP7A+PoGN2Gjpg==</latexit>
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zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilqlvkolqhrkpbkhduwlwe
uhdnvhyhubvwhswkdwlwdnhexwlpkrslqjwkdwwkhjdwhvwkhboowhoop
hwkdwbrxuhplqhzdonlqjwkurxjkwkhflwbvwuhhwvlvlwebplvwdnhrughv
ljqlihhovrdorqhrqdiulgdbqljkwfdqbrxpdnhlwihhoolnhkrphlilwhoobrxbrx
uhplqhlwvolnhlwrogbrxkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwlph
voryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodx
jkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphf
rphwdnhdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhorvwexwqrzldpirxqglfdqvhhexwrqfhlzdveolqglz
dvvrfrqixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwvfduhgwkdwlf
rxogqwilqgdoowkhdqvzhuvkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwl
phvoryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjpho
dxjkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwl
phfrphwdnhdzdonrqwkhzlogvlghfrphnlvvphkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhzhzhuheruqwrglhzhzhuheruqwrglhfrphdqgwdn
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxuj
luovlqvdqhgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlvqrwhqrxjkd
qgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodxjkohwvjrjhwkljkwk
hurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdnhdzdonrqw
khzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxujluovlqvdqh
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzhuheruqwrg
lhzhzhuheruqwrglh



zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilqlvkolqhrkpbkhduwlwe
uhdnvhyhubvwhswkdwlwdnhexwlpkrslqjwkdwwkhjdwhvwkhboowhoop
hwkdwbrxuhplqhzdonlqjwkurxjkwkhflwbvwuhhwvlvlwebplvwdnhrughv
ljqlihhovrdorqhrqdiulgdbqljkwfdqbrxpdnhlwihhoolnhkrphlilwhoobrxbrx
uhplqhlwvolnhlwrogbrxkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwlph
voryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodx
jkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphf
rphwdnhdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhorvwexwqrzldpirxqglfdqvhhexwrqfhlzdveolqglz
dvvrfrqixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwvfduhgwkdwlf
rxogqwilqgdoowkhdqvzhuvkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwl
phvoryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjpho
dxjkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwl
phfrphwdnhdzdonrqwkhzlogvlghfrphnlvvphkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhzhzhuheruqwrglhzhzhuheruqwrglhfrphdqgwdn
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxuj
luovlqvdqhgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlvqrwhqrxjkd
qgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodxjkohwvjrjhwkljkwk
hurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdnhdzdonrqw
khzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxujluovlqvdqh
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzhuheruqwrg
lhzhzhuheruqwrglh



zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilqlvkolqhrkpbkhduwlwe
uhdnvhyhubvwhswkdwlwdnhexwlpkrslqjwkdwwkhjdwhvwkhboowhoop
hwkdwbrxuhplqhzdonlqjwkurxjkwkhfwbvwuhhwvlvlwebplvwdnhrughv
ljqlihhovrdorqhrqdiulgdbqljkwfdqbrxpdnhlwihhoolnhkrphlilwhoobrxbrx
uhplqhlwvolnhlwrogbrxkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwlph
voryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodx
jkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphf
rphwdnhdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhorvwexwqrzldpirxqglfdqvhhexwrqfhlzdveolqglz
dvvrfrqixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwvfduhgwkdwlf
rxogqwilqgdoowkhdqvzhuvkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwl
phvoryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjpho
dxjkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwl
phfrphwdnhdzdonrqwkhzlogvlghfrphnlvvphkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhzhzhuheruqwrglhzhzhuheruqwrglhfrphdqgwdn
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxuj
luovlqvdqhgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlvqrwhqrxjkd
qgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodxjkohwvjrjhwkljkwk
hurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdnhdzdonrqw
khzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxujluovlqvdqh
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzhuheruqwrg
lhzhzhuheruqwrglh
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Decryption example using frequency analysis:
zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilqlvkolqhrkpbkhduwlwe
uhdnvhyhubvwhswkdwlwdnhexwlpkrslqjwkdwwkhjdwhvwkhboowhoop
hwkdwbrxuhplqhzdonlqjwkurxjkwkhflwbvwuhhwvlvlwebplvwdnhrughv
ljqlihhovrdorqhrqdiulgdbqljkwfdqbrxpdnhlwihhoolnhkrphlilwhoobrxbrx
uhplqhlwvolnhlwrogbrxkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwlph
voryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodx
jkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphf
rphwdnhdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhorvwexwqrzldpirxqglfdqvhhexwrqfhlzdveolqglz
dvvrfrqixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwvfduhgwkdwlf
rxogqwilqgdoowkhdqvzhuvkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwl
phvoryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjpho
dxjkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwl
phfrphwdnhdzdonrqwkhzlogvlghfrphnlvvphkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhzhzhuheruqwrglhzhzhuheruqwrglhfrphdqgwdn
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxuj
luovlqvdqhgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlvqrwhqrxjkd
qgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodxjkohwvjrjhwkljkwk
hurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdnhdzdonrqw
khzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxujluovlqvdqh
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzhuheruqwrg
lhzhzhuheruqwrglh



Decryption example using frequency analysis:
zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilqlvkolqhrkpbkhduwlwe
uhdnvhyhubvwhswkdwlwdnhexwlpkrslqjwkdwwkhjdwhvwkhboowhoop
hwkdwbrxuhplqhzdonlqjwkurxjkwkhflwbvwuhhwvlvlwebplvwdnhrughv
ljqlihhovrdorqhrqdiulgdbqljkwfdqbrxpdnhlwihhoolnhkrphlilwhoobrxbrx
uhplqhlwvolnhlwrogbrxkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwlph
voryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodx
jkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphf
rphwdnhdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhorvwexwqrzldpirxqglfdqvhhexwrqfhlzdveolqglz
dvvrfrqixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwvfduhgwkdwlf
rxogqwilqgdoowkhdqvzhuvkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwl
phvoryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjpho
dxjkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwl
phfrphwdnhdzdonrqwkhzlogvlghfrphnlvvphkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhzhzhuheruqwrglhzhzhuheruqwrglhfrphdqgwdn
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxuj
luovlqvdqhgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlvqrwhqrxjkd
qgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodxjkohwvjrjhwkljkwk
hurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdnhdzdonrqw
khzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxujluovlqvdqh
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzhuheruqwrg
lhzhzhuheruqwrglh



Decryption example using frequency analysis:
zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilqlvkolqhrkpbkhduwlwe
uhdnvhyhubvwhswkdwlwdnhexwlpkrslqjwkdwwkhjdwhvwkhboowhoop
hwkdwbrxuhplqhzdonlqjwkurxjkwkhflwbvwuhhwvlvlwebplvwdnhrughv
ljqlihhovrdorqhrqdiulgdbqljkwfdqbrxpdnhlwihhoolnhkrphlilwhoobrxbrx
uhplqhlwvolnhlwrogbrxkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwlph
voryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodx
jkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphf
rphwdnhdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhorvwexwqrzldpirxqglfdqvhhexwrqfhlzdveolqglz
dvvrfrqixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwvfduhgwkdwlf
rxogqwilqgdoowkhdqvzhuvkrqhbgrqwpdnhphvdggrqwpdnhphfubvrphwl
phvoryhlvqrwhqrxjkdqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjpho
dxjkohwvjrjhwkljkwkhurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwl
phfrphwdnhdzdonrqwkhzlogvlghfrphnlvvphkduglqwkhsrxulqjudlqbrxol
nhbrxujluovlqvdqhvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqglzhzhuheruqwrglhzhzhuheruqwrglhzhzhuheruqwrglhfrphdqgwdn
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxuj
luovlqvdqhgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlvqrwhqrxjkd
qgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqjphodxjkohwvjrjhwkljkwk
hurdglvorqjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdnhdzdonrqw
khzlogvlghohwphnlvvbrxkduglqwkhsrxulqjudlqbrxolnhbrxujluovlqvdqh
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzhuheruqwrg
lhzhzhuheruqwrglh

whywhomewhyfeetdontfailmenowtakemetoyourfinishlineohmyheartitbreakseverystepthatitake… 
— Lana Del Rey



Decryption example using frequency analysis:

zkbzkrphzkbihhwgrqwidlo

etoetihaetonaasridsnlcu

“decrypts” to:

The first part of the message: 



Decryption example using frequency analysis:

zkbzkrphzkbihhwgrqwidlo

etoetihaetonaasridsnlcu

“decrypts” to:

Does not work when message is too short!

The first part of the message: 



Decryption example using frequency analysis:

https://commons.wikimedia.org/wiki/File:Frequenze-alf_it.png

English text Italian text



Decryption example using frequency analysis:

https://commons.wikimedia.org/wiki/File:Frequenze-alf_it.png

English text Italian text

Does not work if message is in the wrong language!


