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Recap question:

Feb. 20, 2025

A disease in the SIR model is estimated to have
parameter values =2 and v = 1. What is the herd
immunity threshold for the disease?



The herd immunity threshold is

1
Ry

pe =1

To compute this, we need to find the value of Ry . We use the
definition of Ry :
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By the end of this lecture, you will be able to:

1. Define substitution ciphers and Caesar
ciphers

2. Decrypt Caesar ciphers using the brute-

force method

3. Decrypt substitution ciphers using

frequency analysis




Cryptography is “the art of writing In secret
characters”™. A cryptographer encodes messages
before they are transmitted so that even if the
encrypted message Is Intercepted by a hostile
party, its meaning will still remain secret.
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In principle, only “friends” of the original
cryptographer, who knows the secret recipe for

decoding or decrypting, can decode the encrypted
message to the original plain text.

A “code breaker® seeks to detect patterns in the
encrypted messages that will lead to sufficient

understanding of the encryption scheme to enable
the discovery of a decryption method.
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Where is cryptography used?

1500 BC: encrypted clay tablets to keep
valuable information (recipe for pottery
glaze) secret

50 BC: Julius Caesar encrypted letters to
generals at the frontlines

1940-1942 AD: British intelligence
cracked the most secure German cipher

(“Enigma”), contributing to the end of the
war

5 1912 -1954
Today: logging into websites, sending °| Founder of computer science
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Unsolved historical encryption techniques
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Unsolved historical encryption techniques

Letter written by composer
Edward Elgar to Dora Penny
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Some (not very good) encryption techniques:

1. Ehay isay eryvay lillysay

This is pig latin. The decrypted message Is:
"He Is very silly”

2. noitpyrcne eruces yreV

This message is just written backwards. The
decrypted message Is:

“Very secure encryption”

For the rest of today, we will discuss better techniques!



Old standards: substitution ciphers

The oldest schemes replace the letters in the
message one by one, following a fixed recipe.
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Substitution cipher used by Julius Caesar

Caesar ciphers (circular shitt of alphabets):

ABCDEFGHI JKLMNOPQRSTUVWXY Z
BCDEFGHI JKLMNOPQRSTUVWXYZA

Shift by one step

ABCDEFGHI JKLMNOPQRSTUVWXY 7%
CDEFGHI JKLMNOPQRSTUVWXYZARB

Shift by two steps

ABCDEFGHI JKLMNOPQRSTUVWXY Z
ZABCDEFGHI JKLMNOPQRSTUVWXY

Shift by 25 steps

We choose a value for the shift (the “key”) between 1 and 25
and get one cipher



Example: the following was encrypted with a
Caesar cipher, but we do not know the key that
was used. Decrypt it anyways!
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Brute force decryption: try every possible key.
—easible for Caesar cipher (25 possible keys), but
not for general substitution ciphers, since there
are a total of

26-25....-2.1~4-10%

keys. Trying them all would take around 317 years
on Earth’s currently largest supercomputer.
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50Q = 0 A0 T D

f the language in which the plain text is written is

STANDARD

0761
0154
0311
0395
1262
0234
0195
09591

QY OB B o R

0734
0015
0065
0411
0254
0711
0765
0203
.0010

N < X E < g w A

Known to the code-breaker, and if the messages
contain a few sentences of text,

0615
06350
0933
0272
.0099
0189
.0019
0172
.0009



f the language In which the plain text is written is

Known "~ 3ages
contair o12-
ST 0.1 —

LETTER FR 0615
a e 0650
b .0933
c . 0272
d .0099
o 0.04 0189
f .0019
o . 0172
h .0009

abcdefghijklImnopgrstuvwxyz



Decryption example using frequency analysis:

zkbzkrphzkbihhwgrqwidlophgrzwdnhphwrbrxuilglvkolghrkpbkhduwlwe
uhdnvhyhubvwhswkdwlwdnhexwlpkrslgjwkdwwkhjdwhvwkhboowhoop
hwkdwbrxuhplghzdonlgjwkurxjkwkhflwbvwuhhwvlvlwebplvwdnhrughv
ljqlihhovrdorghrqdiulgdbqljkwfdgbrxpdnhlwihhoolnhkrphlilwhoobrxbrx
uhplghlwvolnhlwrogbrxkrqghbgrqwpdnhphvdggrqwpdnhphfubvrphwlph
voryhlvgrwhqgrxjkdggwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlgjphodx
jkohwvjrjihwkljkwkhurdglvorqgjzhfduubrqwubwrkdyhixqlgwkhphdqwlphf
rphwdnhdzdonrqwkhzlogvighohwphnlvvbrxkduglqwkhsrxulgjudlgbrxol
nhbrxujluovlgvdghvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqgglzhzhuherugwrglhorvwexwqrzldpirxqgglfdgvhhexwrqfhlzdveolqglz
dvvrfrqixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjihwviduhgwkdwlf
rxogqwilggdoowkhdqgvzhuvkrghbgrqwpdnhphvdggrqwpdnhphfubvrphwl
phvoryhlvgrwhqrxjkdggwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlgjpho
dxjkohwvjrjhwkljkwkhurdglvorgjzhfduubrqwubwrkdyhixqlgwkhphdqwl
phfrphwdnhdzdonrqwkhzlogvlghfrphnlvvphkduglgwkhsrxulgjudlgbrxol
nhbrxujluovlgvdghvrfkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhb
rxdqgglzhzhuherugwrglhzhzhuherugwrglhzhzhuherugwrglhfrphdggwdn
hdzdonrqwkhzlogvighohwphnlvvbrxkduglqwkhsrxulgjudlgbrxolnhbrxuj
luovlgvdghgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlvgrwhqrxjkd
ggswkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlgjphodxjkohwvjrjhwkljkwk
hurdglvorgjzhfduubrqwubwrkdyhixqlgwkhphdqwlphfrphwdnhdzdonrqw
khzlogvighohwphnlvvbrxkduglgqwkhsrxulgjudlgbrxolnhbrxujluovligvdgh
fkrrvhbrxuodvwzrugvwklvlviwwkhodvwwlphfdxvhbrxdgglzhzhuheruqwrg
Ihzhzhuherugwrglh



Decryption example using frequency analysis:

zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilglvkolghrkp
uhdnvhyhubvwhswkdwlwdnhexwlpkrslgjwkdwwkhjdwhvwkl
hwkdwbrxuhplghzdonlgjwkurxjkwkhflwbvwuhhwvlviwebplv
ljqlihhovrdorghrqdiulgdbqljkwfdgbrxpdnhlwihhoolnhkrphlilwn
uhplghlwvolnhlwrogbrxkrqghbgrqwpdnhphvdggrqwpdnhphful
voryhlvgrwhqrxjkdggwkhurdgjhwvwrxjklgrqwnqrzzkbnhhsy
jkohwvjrihwkljkwkhurdglvorgjzhfduubrqgwubwrkdyhixqlqwk]
rphwdnhdzdonrqwkhzlogvighohwphnlvvbrxkduglgwkhsrxul
nhbrxujluovlgvdghvrfkrrvhbrxuodvwzrugvwklvlvwkhodvww
rxdqgglzhzhuherugwrglhorvwexwqrzldpirxqgglfdgvhhexwrqfh
dvvrfrqgixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwwvic
rxogqwilggdoowkhdqgvzhuvkrghbgrqwpdnhphvdggrqwpdnhp.
phvoryhlvqrwhqrxjkdggwkhurdgjhwvwrxjklgrqwnqrzzkbnhl
dxjkohwvjrjhwkljkwkhurdglvorgjzhfduubrqwubwrkdyhixqlqv
phfrphwdnhdzdonrqwkhzlogvlighfrphnlvvphkduglgwkhsrxulc
nhbrxujluovlgvdghvrfkrrvhbrxuodvwzrugvwklvlvwkhodvww
rxdqgglzhzhuherugwrglhzhzhuherugwrglhzhzhuherugwrglhifl
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulgjudlgbr
luovlgvdghgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlve
gqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqgjphodxjkohwvj:
hurdglvorgjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdn
khzlogvlighohwphnlvvbrxkduglqwkhsrxulgjudlgbrxolnhbrxuj
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzl
lhzhzhuherugwrglh

Frequency

0.12 A

0.10 A

o

o

(o8]
]

o

o

(&)}
!

0.04 -

0.02 -

B Alphabet frequency
| Message frequency

0.00

Letter




Decryption example using frequency analysis:

zkbzkrphzkbihhwgrqwidlophqrzwdnhphwrbrxuilglvkolghrkp
uhdnvhyhubvwhswkdwlwdnhexwlpkrslgjwkdwwkhjdwhvwkl
hwkdwbrxuhplghzdonlgjwkurxjkwkhflwbvwuhhwvlviwebplv
ljqlihhovrdorghrqdiulgdbqljkwfdgbrxpdnhlwihhoolnhkrphlilwn
uhplghlwvolnhlwrogbrxkrqghbgrqwpdnhphvdggrqwpdnhphful
voryhlvgrwhqrxjkdggwkhurdgjhwvwrxjklgrqwnqrzzkbnhhsy
jkohwvjrihwkljkwkhurdglvorgjzhfduubrqgwubwrkdyhixqlqwk]
rphwdnhdzdonrqwkhzlogvighohwphnlvvbrxkduglgwkhsrxul
nhbrxujluovlgvdghvrfkrrvhbrxuodvwzrugvwklvlvwkhodvww
rxdqgglzhzhuherugwrglhorvwexwqrzldpirxqgglfdgvhhexwrqfh
dvvrfrqgixvhgdvdolwwohfklogwulhgwrwdnhzkdwlfrxogjhwwvic
rxogqwilggdoowkhdqgvzhuvkrghbgrqwpdnhphvdggrqwpdnhp.
phvoryhlvqrwhqrxjkdggwkhurdgjhwvwrxjklgrqwnqrzzkbnhl
dxjkohwvjrjhwkljkwkhurdglvorgjzhfduubrqwubwrkdyhixqlqv
phfrphwdnhdzdonrqwkhzlogvlighfrphnlvvphkduglgwkhsrxulc
nhbrxujluovlgvdghvrfkrrvhbrxuodvwzrugvwklvlvwkhodvww
rxdqgglzhzhuherugwrglhzhzhuherugwrglhzhzhuherugwrglhifl
hdzdonrqwkhzlogvlghohwphnlvvbrxkduglqwkhsrxulgjudlgbr
luovlgvdghgrqwpdnhphvdggrqwpdnhphfubvrphwlphvoryhlve
gqgwkhurdgjhwvwrxjklgrqwnqrzzkbnhhspdnlqgjphodxjkohwvj:
hurdglvorgjzhfduubrqwubwrkdyhixqlqwkhphdqwlphfrphwdn
khzlogvlighohwphnlvvbrxkduglqwkhsrxulgjudlgbrxolnhbrxuj
fkrrvhbrxuodvwzrugvwklvlvwkhodvwwlphfdxvhbrxdqglzhzl
lhzhzhuherugwrglh

0.12 A

0.10 A

o

o

(o8]
]

Frequency
o
o
(o))

0.04 -

0.02 -

B Alphabet frequency
| Message frequency

0.00

Letter

whywhomewhyfeetdontfailmenowtakemetoyourfinishlineohmyheartitbreakseverystepthatitake...

— Lana Del Rey




Decryption example using frequency analysis:

he first part of the message: —
] mmm Message frequency
zkbzkrphzkbihhwgrqwidlo o
0.10 -
decrypts” to:
. 0.08
etoetihaetonaasridsnlcu 5
§ 0.06
0.04 -
0.02 - |
o0 ‘ ,,,,,, N [

Letter



Decryption example using frequency analysis:

he first part of the message: =
] mam Message frequency
zkbzkrphzkbihhwgrqwidlo o
0.10 -
decrypts” to:
-, 0.08
etoetihaetonaasridsnlcu 5
§ 0.06
0.04 -
0.02 - ‘
oo L ——4t 1 AL 1 L 1 - e | .

Letter

Does not work when message Is too short!



Decryption example using frequency analysis:

0.14 - English text ltalian text

—
[ o]

0.12

—_—
—

—_—
o

0.1 -

0.08

0.06

0.04

0.02

O - N W A O DO N 0 ©

abcdefghijklmnopgrstuvwxyz

https://commons.wikimedia.org/wiki/File:Frequenze-alf_it.png



Frequency

0.16 A

0.14 -

0.12 -

o
[
o

o
o
(o3

o
o
o

0.04 -

0.02 -

0.00

Decryption example using frequency analysis:

—

ltalian text
B Alphabet frequency
B Message frequency
‘ ‘ | H e fghi lmnopgqrstuwvsz
I 1 I I l' —

abcdefghijklImnopgrstuvwxyz
Letter

https://commons.wikimedia.org/wiki/File:Frequenze-alf_it.png

Does not work it message is in the wrong language!



