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Recap question:

March 18, 2025

You want to encrypt the message 

using a one-time pad. Explain why either of the 
following keys would be a bad choice: 

a) 7,8,4 
b) 1,1,1,1,1,1,1,1 

GoTigers 
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Recap question:

March 18, 2025

Recall that a one-time pad encrypts a message by 
shifting each letter of the message by the 
corresponding key value. 

The key in a) is too short, so not every letter gets a shift. 
The key in b) shifts every letter by one, so it becomes a 
Caesar cipher with shift 1, which is easy to break (for 
instance by frequency analysis). 
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Cryptography - Part 3

March 18, 2025

By the end of this lecture, you will be able to: 

1. Define and give examples of pseudo-
random number generators 

2. Define and give examples of true random 
number generators 

3. Give examples of tests used to determine 
if a sequence of numbers is truly random



One-time pad encryption is unbreakable if the key: 
1. is at least as long as the message 
2. is generated randomly 
3. is kept secret 
4. is never reused

Random numbers
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Why is this important? 
Example 1: ANC used one-time pads when building a 
resistance network against the apartheid regime in 
South Africa, with one-time pads smuggled by a Belgian 
airline stewardess 
Example 2: Many programs can suggest randomly 
generated passwords, e.g., Google chrome. How do we 
make sure they are secure?

Random numbers
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Random numbers

Example 3: In WW2, German one-time pads were 
generated by an Enigma-like machine (“GEE”) that 
produced keys that were not completely random. This 
produced patterns in the encrypted text which allowed 
US cryptographers to break the encryption.



Random numbers
Example 3: In WW2, German one-time pads were 
generated by an Enigma-like machine (“GEE”) that 
produced keys that were not completely random. This 
produced patterns in the encrypted text which allowed 
US cryptographers to read most diplomatic traffic 
between Berlin and Tokyo.



Example 4: Simulation of real-world phenomena. A 
bank that operates a network of ATM machines 
may wish to stress-test its software by simulating 
the actions of customers accessing their accounts 
at random times through random machines.



Example 5:  Approximations to problems that 
may be too difficult to solve exactly. Estimate the 
value of     by uniformly throwing darts on a 
square containing an inscribed circle.



m: # of samples in the circle 
n: # of samples dropped

m = 798, n = 1000



The generation of random numbers is too 
important to be left to chance. 
                                             —Robert Coveyou



Random numbers

What does “random” mean? 
1. Uniform distribution: each possibility is  
  equally likely

Example: 

{2, 3, 5, 1, 4, 4, 1, 1, 6, 6, …}



Random numbers

What does “random” mean? 
1. Uniform distribution: each possibility is  
  equally likely

2. Random numbers should be unpredictable. 
1,2,3,4,5,6 is not a good sequence, just like 
p,a,s,s,w,o,r,d is not a good sequence when 
generating passwords  



How to generate random numbers?

1. Use a complex machine like GEE? 
2. Throw dice (or similar)? 
3. Ask people to come up with a number between 

0 and 25? 
4. Use a computer?



How to generate random numbers?

1. Use a complex machine like GEE? 
2. Throw dice (or similar)? 
3. Ask people to come up with a number between 

0 and 25? 
4. Use a computer?

creates patterns

slow



How to generate random numbers?
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How to generate random numbers?





How to generate random numbers?

How do we test if this is a random sequence or not? 

Hypothesis testing!  

Example: If the numbers are random, there should 
be 50% chance of getting a number smaller than 12.5.

<latexit sha1_base64="pVq+6uqH8Mu831vrn0StxNYoUdU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQS44RzQOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aLSgoajqprsrSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuTaiFg94CThfkSHSoSCUbTSfb3v9ssVt+rOQf4SLycVyNHolz97g5ilEVfIJDWm67kJ+hnVKJjk01IvNTyhbEyHvGupohE3fjY/dUpOrDIgYaxtKSRz9edERiNjJlFgOyOKI7PszcT/vG6K4bWfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tOyYbgLb/8l7TOqt5l9eLuvFK7yeMowhEcwyl4cAU1qEMDmsBgCE/wAq+OdJ6dN+d90Vpw8plD+AXn4xvEPY15</latexit>

H0 : the chance of getting a number < 12.5 is 0.5

Compute the confidence interval and check if the data 
falls inside it!
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How to generate random numbers?

How do we test if this is a random sequence or not? 

Hypothesis testing!  

Example: If the numbers are random, there should 
be 50% chance of getting a number smaller than 12.5.
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H0 : the chance of getting a number < 12.5 is 0.5

Compute the 95% confidence interval and check if the 
data falls inside it!



<latexit sha1_base64="pVq+6uqH8Mu831vrn0StxNYoUdU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQS44RzQOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aLSgoajqprsrSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuTaiFg94CThfkSHSoSCUbTSfb3v9ssVt+rOQf4SLycVyNHolz97g5ilEVfIJDWm67kJ+hnVKJjk01IvNTyhbEyHvGupohE3fjY/dUpOrDIgYaxtKSRz9edERiNjJlFgOyOKI7PszcT/vG6K4bWfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tOyYbgLb/8l7TOqt5l9eLuvFK7yeMowhEcwyl4cAU1qEMDmsBgCE/wAq+OdJ6dN+d90Vpw8plD+AXn4xvEPY15</latexit>

H0 : the chance of getting a number < 12.5 is 0.5
<latexit sha1_base64="B+WV2WKBgLZip1N3xuQbZs4DQv8="></latexit>

s =
p
p⇥ (1� p)/n =

p
0.5⇥ (1� 0.5)/37 ⇡ 0.08

<latexit sha1_base64="Fv7ud3xhbD15WPg1bhs5fhO+jdE=">AAACDXicbVDLSsNAFJ34rPUVdelmsAquQtJq60YounFZwT6gCWUynbRDJ8kwMxFLyA+48VfcuFDErXt3/o3TNgttPXDhcM693HuPzxmVyra/jaXlldW19cJGcXNre2fX3NtvyTgRmDRxzGLR8ZEkjEakqahipMMFQaHPSNsfXU/89j0RksbRnRpz4oVoENGAYqS01DOP3SFSKc/gJXQDgXBarmRppZZBF3Eu4gdoW9VyzyzZlj0FXCROTkogR6Nnfrn9GCchiRRmSMquY3PlpUgoihnJim4iCUd4hAakq2mEQiK9dPpNBk+00odBLHRFCk7V3xMpCqUch77uDJEaynlvIv7ndRMVXHgpjXiiSIRni4KEQRXDSTSwTwXBio01QVhQfSvEQ6RDUTrAog7BmX95kbTKllO1zm/PSvWrPI4COARH4BQ4oAbq4AY0QBNg8AiewSt4M56MF+Pd+Ji1Lhn5zAH4A+PzBxsEmk4=</latexit>

p̂ =
23

37
⇡ 0.62

The confidence interval is
<latexit sha1_base64="IpP6l2mPPO9UXVGeqoStlXDmhzo=">AAACCnicbZDLSsNAFIYn9VbrLerSzWgRWtSQ1La6EYpuXFawF2hDmUwn7dDJhZmJUELXbnwVNy4UcesTuPNtnLRZaOsPAz/fOYcz53dCRoU0zW8ts7S8srqWXc9tbG5t7+i7e00RRByTBg5YwNsOEoRRnzQklYy0Q06Q5zDSckY3Sb31QLiggX8vxyGxPTTwqUsxkgr19MOCaVTgGSyJU6jcSUkU4RVU8LycgGq12NPzpmFOBReNlZo8SFXv6V/dfoAjj/gSMyRExzJDaceIS4oZmeS6kSAhwiM0IB1lfeQRYcfTUybwWJE+dAOuni/hlP6eiJEnxNhzVKeH5FDM1xL4X60TSffSjqkfRpL4eLbIjRiUAUxygX3KCZZsrAzCnKq/QjxEHGGp0supEKz5kxdNs2RYVaNyV87XrtM4suAAHIECsMAFqIFbUAcNgMEjeAav4E170l60d+1j1prR0pl98Efa5w9ClJRN</latexit>

(0.5� 2s, 0.5 + 2s) = (0.34, 0.66)

The data



<latexit sha1_base64="pVq+6uqH8Mu831vrn0StxNYoUdU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQS44RzQOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aLSgoajqprsrSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuTaiFg94CThfkSHSoSCUbTSfb3v9ssVt+rOQf4SLycVyNHolz97g5ilEVfIJDWm67kJ+hnVKJjk01IvNTyhbEyHvGupohE3fjY/dUpOrDIgYaxtKSRz9edERiNjJlFgOyOKI7PszcT/vG6K4bWfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tOyYbgLb/8l7TOqt5l9eLuvFK7yeMowhEcwyl4cAU1qEMDmsBgCE/wAq+OdJ6dN+d90Vpw8plD+AXn4xvEPY15</latexit>

H0 : the chance of getting a number < 12.5 is 0.5
<latexit sha1_base64="B+WV2WKBgLZip1N3xuQbZs4DQv8="></latexit>

s =
p
p⇥ (1� p)/n =

p
0.5⇥ (1� 0.5)/37 ⇡ 0.08

<latexit sha1_base64="Fv7ud3xhbD15WPg1bhs5fhO+jdE=">AAACDXicbVDLSsNAFJ34rPUVdelmsAquQtJq60YounFZwT6gCWUynbRDJ8kwMxFLyA+48VfcuFDErXt3/o3TNgttPXDhcM693HuPzxmVyra/jaXlldW19cJGcXNre2fX3NtvyTgRmDRxzGLR8ZEkjEakqahipMMFQaHPSNsfXU/89j0RksbRnRpz4oVoENGAYqS01DOP3SFSKc/gJXQDgXBarmRppZZBF3Eu4gdoW9VyzyzZlj0FXCROTkogR6Nnfrn9GCchiRRmSMquY3PlpUgoihnJim4iCUd4hAakq2mEQiK9dPpNBk+00odBLHRFCk7V3xMpCqUch77uDJEaynlvIv7ndRMVXHgpjXiiSIRni4KEQRXDSTSwTwXBio01QVhQfSvEQ6RDUTrAog7BmX95kbTKllO1zm/PSvWrPI4COARH4BQ4oAbq4AY0QBNg8AiewSt4M56MF+Pd+Ji1Lhn5zAH4A+PzBxsEmk4=</latexit>

p̂ =
23

37
⇡ 0.62

The confidence interval is
<latexit sha1_base64="IpP6l2mPPO9UXVGeqoStlXDmhzo=">AAACCnicbZDLSsNAFIYn9VbrLerSzWgRWtSQ1La6EYpuXFawF2hDmUwn7dDJhZmJUELXbnwVNy4UcesTuPNtnLRZaOsPAz/fOYcz53dCRoU0zW8ts7S8srqWXc9tbG5t7+i7e00RRByTBg5YwNsOEoRRnzQklYy0Q06Q5zDSckY3Sb31QLiggX8vxyGxPTTwqUsxkgr19MOCaVTgGSyJU6jcSUkU4RVU8LycgGq12NPzpmFOBReNlZo8SFXv6V/dfoAjj/gSMyRExzJDaceIS4oZmeS6kSAhwiM0IB1lfeQRYcfTUybwWJE+dAOuni/hlP6eiJEnxNhzVKeH5FDM1xL4X60TSffSjqkfRpL4eLbIjRiUAUxygX3KCZZsrAzCnKq/QjxEHGGp0supEKz5kxdNs2RYVaNyV87XrtM4suAAHIECsMAFqIFbUAcNgMEjeAav4E170l60d+1j1prR0pl98Efa5w9ClJRN</latexit>

(0.5� 2s, 0.5 + 2s) = (0.34, 0.66)

The data



<latexit sha1_base64="pVq+6uqH8Mu831vrn0StxNYoUdU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQS44RzQOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aLSgoajqprsrSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuTaiFg94CThfkSHSoSCUbTSfb3v9ssVt+rOQf4SLycVyNHolz97g5ilEVfIJDWm67kJ+hnVKJjk01IvNTyhbEyHvGupohE3fjY/dUpOrDIgYaxtKSRz9edERiNjJlFgOyOKI7PszcT/vG6K4bWfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tOyYbgLb/8l7TOqt5l9eLuvFK7yeMowhEcwyl4cAU1qEMDmsBgCE/wAq+OdJ6dN+d90Vpw8plD+AXn4xvEPY15</latexit>

H0 : the chance of getting a number < 12.5 is 0.5

<latexit sha1_base64="Fv7ud3xhbD15WPg1bhs5fhO+jdE=">AAACDXicbVDLSsNAFJ34rPUVdelmsAquQtJq60YounFZwT6gCWUynbRDJ8kwMxFLyA+48VfcuFDErXt3/o3TNgttPXDhcM693HuPzxmVyra/jaXlldW19cJGcXNre2fX3NtvyTgRmDRxzGLR8ZEkjEakqahipMMFQaHPSNsfXU/89j0RksbRnRpz4oVoENGAYqS01DOP3SFSKc/gJXQDgXBarmRppZZBF3Eu4gdoW9VyzyzZlj0FXCROTkogR6Nnfrn9GCchiRRmSMquY3PlpUgoihnJim4iCUd4hAakq2mEQiK9dPpNBk+00odBLHRFCk7V3xMpCqUch77uDJEaynlvIv7ndRMVXHgpjXiiSIRni4KEQRXDSTSwTwXBio01QVhQfSvEQ6RDUTrAog7BmX95kbTKllO1zm/PSvWrPI4COARH4BQ4oAbq4AY0QBNg8AiewSt4M56MF+Pd+Ji1Lhn5zAH4A+PzBxsEmk4=</latexit>

p̂ =
23

37
⇡ 0.62

The confidence interval is
<latexit sha1_base64="IpP6l2mPPO9UXVGeqoStlXDmhzo=">AAACCnicbZDLSsNAFIYn9VbrLerSzWgRWtSQ1La6EYpuXFawF2hDmUwn7dDJhZmJUELXbnwVNy4UcesTuPNtnLRZaOsPAz/fOYcz53dCRoU0zW8ts7S8srqWXc9tbG5t7+i7e00RRByTBg5YwNsOEoRRnzQklYy0Q06Q5zDSckY3Sb31QLiggX8vxyGxPTTwqUsxkgr19MOCaVTgGSyJU6jcSUkU4RVU8LycgGq12NPzpmFOBReNlZo8SFXv6V/dfoAjj/gSMyRExzJDaceIS4oZmeS6kSAhwiM0IB1lfeQRYcfTUybwWJE+dAOuni/hlP6eiJEnxNhzVKeH5FDM1xL4X60TSffSjqkfRpL4eLbIjRiUAUxygX3KCZZsrAzCnKq/QjxEHGGp0supEKz5kxdNs2RYVaNyV87XrtM4suAAHIECsMAFqIFbUAcNgMEjeAav4E170l60d+1j1prR0pl98Efa5w9ClJRN</latexit>

(0.5� 2s, 0.5 + 2s) = (0.34, 0.66)

The data

s = p(1 − p)/n = 0.5 × 0.5/44 ≈ 0.075



<latexit sha1_base64="pVq+6uqH8Mu831vrn0StxNYoUdU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQS44RzQOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aLSgoajqprsrSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuTaiFg94CThfkSHSoSCUbTSfb3v9ssVt+rOQf4SLycVyNHolz97g5ilEVfIJDWm67kJ+hnVKJjk01IvNTyhbEyHvGupohE3fjY/dUpOrDIgYaxtKSRz9edERiNjJlFgOyOKI7PszcT/vG6K4bWfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tOyYbgLb/8l7TOqt5l9eLuvFK7yeMowhEcwyl4cAU1qEMDmsBgCE/wAq+OdJ6dN+d90Vpw8plD+AXn4xvEPY15</latexit>

H0 : the chance of getting a number < 12.5 is 0.5

<latexit sha1_base64="Fv7ud3xhbD15WPg1bhs5fhO+jdE=">AAACDXicbVDLSsNAFJ34rPUVdelmsAquQtJq60YounFZwT6gCWUynbRDJ8kwMxFLyA+48VfcuFDErXt3/o3TNgttPXDhcM693HuPzxmVyra/jaXlldW19cJGcXNre2fX3NtvyTgRmDRxzGLR8ZEkjEakqahipMMFQaHPSNsfXU/89j0RksbRnRpz4oVoENGAYqS01DOP3SFSKc/gJXQDgXBarmRppZZBF3Eu4gdoW9VyzyzZlj0FXCROTkogR6Nnfrn9GCchiRRmSMquY3PlpUgoihnJim4iCUd4hAakq2mEQiK9dPpNBk+00odBLHRFCk7V3xMpCqUch77uDJEaynlvIv7ndRMVXHgpjXiiSIRni4KEQRXDSTSwTwXBio01QVhQfSvEQ6RDUTrAog7BmX95kbTKllO1zm/PSvWrPI4COARH4BQ4oAbq4AY0QBNg8AiewSt4M56MF+Pd+Ji1Lhn5zAH4A+PzBxsEmk4=</latexit>

p̂ =
23

37
⇡ 0.62

The confidence interval is

The data

s = p(1 − p)/n = 0.5 × 0.5/44 ≈ 0.075
(0.5 − 2s,0.5 + 2s) = (0.35,0.65)



<latexit sha1_base64="pVq+6uqH8Mu831vrn0StxNYoUdU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQS44RzQOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aLSgoajqprsrSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuTaiFg94CThfkSHSoSCUbTSfb3v9ssVt+rOQf4SLycVyNHolz97g5ilEVfIJDWm67kJ+hnVKJjk01IvNTyhbEyHvGupohE3fjY/dUpOrDIgYaxtKSRz9edERiNjJlFgOyOKI7PszcT/vG6K4bWfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tOyYbgLb/8l7TOqt5l9eLuvFK7yeMowhEcwyl4cAU1qEMDmsBgCE/wAq+OdJ6dN+d90Vpw8plD+AXn4xvEPY15</latexit>

H0 : the chance of getting a number < 12.5 is 0.5

The confidence interval is

The data

(0.5 − 2s,0.5 + 2s) = (0.35,0.65)

s = p(1 − p)/n = 0.5 × 0.5/44 ≈ 0.075

̂p = 16/44 ≈ 0.36



<latexit sha1_base64="pVq+6uqH8Mu831vrn0StxNYoUdU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQS44RzQOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aLSgoajqprsrSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfj25nffuTaiFg94CThfkSHSoSCUbTSfb3v9ssVt+rOQf4SLycVyNHolz97g5ilEVfIJDWm67kJ+hnVKJjk01IvNTyhbEyHvGupohE3fjY/dUpOrDIgYaxtKSRz9edERiNjJlFgOyOKI7PszcT/vG6K4bWfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tOyYbgLb/8l7TOqt5l9eLuvFK7yeMowhEcwyl4cAU1qEMDmsBgCE/wAq+OdJ6dN+d90Vpw8plD+AXn4xvEPY15</latexit>

H0 : the chance of getting a number < 12.5 is 0.5

The confidence interval is

falls inside the confidence interval so we cannot reject the null 
hypothesis, i.e., we cannot from this test conclude that the 
numbers are not random.

The data

s = p(1 − p)/n = 0.5 × 0.5/44 ≈ 0.075
(0.5 − 2s,0.5 + 2s) = (0.35,0.65)

̂p = 16/44 ≈ 0.36



How to generate random numbers?

We could do more tests than seeing if 50% of picked 
numbers are lower than the midpoint, for instance test if 
50% of picked numbers are even. 

If a sequence of numbers passes a number of these tests, 
then it can be said to behave like random numbers. 

The mathematical community has a number of collections 
of tests that can be used, see for instance 

https://en.wikipedia.org/wiki/Diehard_tests
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Pseudo-random Number Generators (PRNGs)

Many applications require generating random 
numbers efficiently on a computer. This is not truly 
random, because the settings of a computer 
determine the output deterministically (i.e., not 
randomly).
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Many applications require generating random 
numbers efficiently on a computer. This is not truly 
random, because the settings of a computer 
determine the output deterministically (i.e., not 
randomly).



Pseudo-random Number Generators (PRNGs)

1. Approximately uniform 
2. Hard to predict: All PRNGs will repeat eventually, 
while a good one does not for a very long time

If someone could predict the output of the PRNG, 
they could predict the key and break in!

Still, there are algorithms (PRNGs) that generate 
numbers that behave very close to being random. 
These numbers should be
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If someone could predict the output of the PRNG, 
they could predict the key and break in!

Example 1: In 2010, a U.S. lottery draw was 
rigged by the information security director of the 
Multi-State Lottery Association. He programmed 
a flaw into the PRNG used by the lottery which 
made the numbers not truly random. He was 
then able to predict the correct numbers a few 
times in a year. He won a total of $16,500,000.



If someone could predict the output of the PRNG, 
they could predict the key and break in!

Example 1: In 2010, a U.S. lottery draw was 
rigged by the information security director of the 
Multi-State Lottery Association. He programmed 
a flaw into the PRNG used by the lottery which 
made the numbers not truly random. He was 
then able to predict the correct numbers a few 
times in a year. He won a total of $16,500,000.



If someone could predict the output of the PRNG, 
they could predict the key and break in!

Example 2: NSA funds covert program to build 
secret flaws into PRNGs that they (and only they) 
can use to predict the output and therefore the 
key

New York Times, Sept. 5, 2013



Say that we want to randomly generate an 8-digit 
pseudo-random number. We can do the following 
procedure: 

1. Start with an 8-digit number, say  
2. Square it to get 
3. Let       be the 8 middle digits of       , i.e., 

4. Continue in the same way by squaring  
    and keeping the 8 middle digits 

Example of a PRNG

<latexit sha1_base64="g120QEVyAw5k3AZzqswbOt7sAos=">AAAB9XicbVBNT8JAEJ3iF+IX6tHLRmLiibQiiAcTohePmMhHApVsly1s2G6b3a2GNPwPLx40xqv/xZv/xgV6UPAlk7y8N5OZeV7EmdK2/W1lVlbX1jeym7mt7Z3dvfz+QVOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhm6rceqVQsFPd6HFE3wAPBfEawNtJDu2ejK1Qql6rlS7vSyxfsoj0DWiZOSgqQot7Lf3X7IYkDKjThWKmOY0faTbDUjHA6yXVjRSNMRnhAO4YKHFDlJrOrJ+jEKH3kh9KU0Gim/p5IcKDUOPBMZ4D1UC16U/E/rxNrv+omTESxpoLMF/kxRzpE0whQn0lKNB8bgolk5lZEhlhiok1QOROCs/jyMmmeFZ1KsXx3Xqhdp3Fk4QiO4RQcuIAa3EIdGkBAwjO8wpv1ZL1Y79bHvDVjpTOH8AfW5w/F85Ab</latexit>

X0 = 35385906
<latexit sha1_base64="x6/8x+bgDq+xg6KkR0T3U0UM1y4=">AAACAXicbVDLSsNAFJ34rPUVdSO4GSyCq5Kkae1GKLpxWcE+oI1hMp20QyeTMDMRSqgbf8WNC0Xc+hfu/Bunj4W2HrhwOOde7r0nSBiVyrK+jZXVtfWNzdxWfntnd2/fPDhsyjgVmDRwzGLRDpAkjHLSUFQx0k4EQVHASCsYXk/81gMRksb8To0S4kWoz2lIMVJa8s3jtm/dO/AS2k7ZsStOyS25rlUtVXyzYBWtKeAyseekAOao++ZXtxfjNCJcYYak7NhWorwMCUUxI+N8N5UkQXiI+qSjKUcRkV42/WAMz7TSg2EsdHEFp+rviQxFUo6iQHdGSA3kojcR//M6qQqrXkZ5kirC8WxRmDKoYjiJA/aoIFixkSYIC6pvhXiABMJKh5bXIdiLLy+TplO0K8XyrVuoXc3jyIETcArOgQ0uQA3cgDpoAAwewTN4BW/Gk/FivBsfs9YVYz5zBP7A+PwBEm6Szw==</latexit>

X2
0 = 1252162343440836

<latexit sha1_base64="CieYHEoWEkHhlg7x5rtgzZffj7U=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ6aPe8XrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndZvbg/r9Ru8jiKcATHcAoeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxby04+cwh/IHz+QPeIY2K</latexit>

X1

<latexit sha1_base64="IWQbZkvMigWm5WSTZ5fnreBrjvk=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4Kknx61j04rGCaQttLJvtpF262YTdjVBKf4MXD4p49Qd589+4bXPQ1gcDj/dmmJkXpoJr47rfzsrq2vrGZmGruL2zu7dfOjhs6CRTDH2WiES1QqpRcIm+4UZgK1VI41BgMxzeTv3mEyrNE/lgRikGMe1LHnFGjZX8Vtd9rHZLZbfizkCWiZeTMuSod0tfnV7CshilYYJq3fbc1ARjqgxnAifFTqYxpWxI+9i2VNIYdTCeHTshp1bpkShRtqQhM/X3xJjGWo/i0HbG1Az0ojcV//PamYmugzGXaWZQsvmiKBPEJGT6OelxhcyIkSWUKW5vJWxAFWXG5lO0IXiLLy+TRrXiXVYu7s/LtZs8jgIcwwmcgQdXUIM7qIMPDDg8wyu8OdJ5cd6dj3nripPPHMEfOJ8/AvmOLQ==</latexit>

X2
0

<latexit sha1_base64="CDWVneb77DojF28qSOaP/mD241c=">AAAB9XicbVBNS8NAEJ34WetX1aOXxSJ4Kkkbqxeh6MVjBfsBbSyb7aZdutmE3Y1SQv+HFw+KePW/ePPfuG1z0NYHA4/3ZpiZ58ecKW3b39bK6tr6xmZuK7+9s7u3Xzg4bKookYQ2SMQj2faxopwJ2tBMc9qOJcWhz2nLH91M/dYjlYpF4l6PY+qFeCBYwAjWRnpo9xx0hZxqueJWXLdXKNolewa0TJyMFCFDvVf46vYjkoRUaMKxUh3HjrWXYqkZ4XSS7yaKxpiM8IB2DBU4pMpLZ1dP0KlR+iiIpCmh0Uz9PZHiUKlx6JvOEOuhWvSm4n9eJ9HBpZcyESeaCjJfFCQc6QhNI0B9JinRfGwIJpKZWxEZYomJNkHlTQjO4svLpFkuOdXS+Z1brF1nceTgGE7gDBy4gBrcQh0aQEDCM7zCm/VkvVjv1se8dcXKZo7gD6zPH7UmkBA=</latexit>

X1 = 16234344
<latexit sha1_base64="CieYHEoWEkHhlg7x5rtgzZffj7U=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ6aPe8XrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPYzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndZvbg/r9Ru8jiKcATHcAoeXEEN7qAODWAwgGd4hTdHOC/Ou/Mxby04+cwh/IHz+QPeIY2K</latexit>

X1



Continuing in the same way by squaring and 
keeping the 8 middle digits gives the numbers:

Example of a PRNG

<latexit sha1_base64="jqks2FQicd4CPUJjZGL4Anp6Bbw="></latexit>

X0 = 35385906

X1 = 16234344

X2 = 55392511

X3 = 33027488

X4 = 81496359

<latexit sha1_base64="OJc0brbeWxtJdA76ytaAbQpUlWY="></latexit>

X5 = 65653025

X6 = 31969165

X7 = 02751079

X8 = 56843566

X9 = 19099559

X10 = 79315399



Example of a PRNG

<latexit sha1_base64="jqks2FQicd4CPUJjZGL4Anp6Bbw="></latexit>

X0 = 35385906

X1 = 16234344

X2 = 55392511

X3 = 33027488

X4 = 81496359

<latexit sha1_base64="OJc0brbeWxtJdA76ytaAbQpUlWY="></latexit>

X5 = 65653025

X6 = 31969165

X7 = 02751079

X8 = 56843566

X9 = 19099559

X10 = 79315399

The numbers look pretty random, but the PRNG is 
flawed. For some starting numbers      the sequence of 
numbers will start repeating after only  numbers, so 
we can only use this to generate  keys/passwords.

<latexit sha1_base64="4STOtDUweBCNR/kDWRTp2AY7aa4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68Fy3V664VXcGsky8nFQgR71X/ur2Y5ZGKA0TVOuO5ybGz6gynAmclLqpxoSyER1gx1JJI9R+Njt1Qk6s0idhrGxJQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/2MyyQ1KNl8UZgKYmIy/Zv0uUJmxNgSyhS3txI2pIoyY9Mp2RC8xZeXSfOs6l1WL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBZyI0z</latexit>

100
<latexit sha1_base64="4STOtDUweBCNR/kDWRTp2AY7aa4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68Fy3V664VXcGsky8nFQgR71X/ur2Y5ZGKA0TVOuO5ybGz6gynAmclLqpxoSyER1gx1JJI9R+Njt1Qk6s0idhrGxJQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/2MyyQ1KNl8UZgKYmIy/Zv0uUJmxNgSyhS3txI2pIoyY9Mp2RC8xZeXSfOs6l1WL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBZyI0z</latexit>

100

<latexit sha1_base64="K22stGvNI0PRGlWcBk46c1YqzeM=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYns8mQ2dllplcISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWj26nfeuLaiFg94jjhfkQHSoSCUbTSQ7vn9soVt+rOQJaJl5MK5Kj3yl/dfszSiCtkkhrT8dwE/YxqFEzySambGp5QNqID3rFU0YgbP5udOiEnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8NrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2nZEPwFl9eJs2zqndZvbg/r9Ru8jiKcATHcAoeXEEN7qAODWAwgGd4hTdHOi/Ou/Mxby04+cwh/IHz+QPcnY2J</latexit>

X0
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X1 = 16234344
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X3 = 33027488

X4 = 81496359

<latexit sha1_base64="OJc0brbeWxtJdA76ytaAbQpUlWY="></latexit>

X5 = 65653025

X6 = 31969165

X7 = 02751079

X8 = 56843566

X9 = 19099559

X10 = 79315399

The numbers look pretty random, but the PRNG is 
flawed. For some starting numbers      the sequence of 
numbers will start repeating after only  numbers, so 
we can only use this to generate  keys/passwords.

<latexit sha1_base64="4STOtDUweBCNR/kDWRTp2AY7aa4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68Fy3V664VXcGsky8nFQgR71X/ur2Y5ZGKA0TVOuO5ybGz6gynAmclLqpxoSyER1gx1JJI9R+Njt1Qk6s0idhrGxJQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/2MyyQ1KNl8UZgKYmIy/Zv0uUJmxNgSyhS3txI2pIoyY9Mp2RC8xZeXSfOs6l1WL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBZyI0z</latexit>

100
<latexit sha1_base64="4STOtDUweBCNR/kDWRTp2AY7aa4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68Fy3V664VXcGsky8nFQgR71X/ur2Y5ZGKA0TVOuO5ybGz6gynAmclLqpxoSyER1gx1JJI9R+Njt1Qk6s0idhrGxJQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/2MyyQ1KNl8UZgKYmIy/Zv0uUJmxNgSyhS3txI2pIoyY9Mp2RC8xZeXSfOs6l1WL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBZyI0z</latexit>

100

<latexit sha1_base64="K22stGvNI0PRGlWcBk46c1YqzeM=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYns8mQ2dllplcISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWj26nfeuLaiFg94jjhfkQHSoSCUbTSQ7vn9soVt+rOQJaJl5MK5Kj3yl/dfszSiCtkkhrT8dwE/YxqFEzySambGp5QNqID3rFU0YgbP5udOiEnVumTMNa2FJKZ+nsio5Ex4yiwnRHFoVn0puJ/XifF8NrPhEpS5IrNF4WpJBiT6d+kLzRnKMeWUKaFvZWwIdWUoU2nZEPwFl9eJs2zqndZvbg/r9Ru8jiKcATHcAoeXEEN7qAODWAwgGd4hTdHOi/Ou/Mxby04+cwh/IHz+QPcnY2J</latexit>

X0

The terminology for this is that this PRNG has period .
<latexit sha1_base64="4STOtDUweBCNR/kDWRTp2AY7aa4=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYnvcmQ2dllZlYISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0O/VbT6g0j+WjGSfoR3QgecgZNVZ68Fy3V664VXcGsky8nFQgR71X/ur2Y5ZGKA0TVOuO5ybGz6gynAmclLqpxoSyER1gx1JJI9R+Njt1Qk6s0idhrGxJQ2bq74mMRlqPo8B2RtQM9aI3Ff/zOqkJr/2MyyQ1KNl8UZgKYmIy/Zv0uUJmxNgSyhS3txI2pIoyY9Mp2RC8xZeXSfOs6l1WL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c0Rzovz7nzMWwtOPnMIf+B8/gBZyI0z</latexit>

100



In 1997, Makoto Matsumoto and Takuji Nishimura 
found a new random number generator, which they 
named the Mersenne Twister, with the phenomenally 
large period

Example of a PRNG



Seeding the PRNGs

Sometimes it’s useful to be able to repeat the program 
exactly, with the same sequence of random numbers.
1. Reproducible simulations (like when throwing 
darts for ) 

2. Cryptography: sender and receiver might need 
the same numbers

<latexit sha1_base64="DELtbWNarnRNLOxIHNyKKQwD8ms=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYns8mQ2dllplcISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWj26nfeuLaiFg94jjhfkQHSoSCUbTSQzcRvXLFrbozkGXi5aQCOeq98le3H7M04gqZpMZ0PDdBP6MaBZN8UuqmhieUjeiAdyxVNOLGz2anTsiJVfokjLUthWSm/p7IaGTMOApsZ0RxaBa9qfif10kxvPYzoZIUuWLzRWEqCcZk+jfpC80ZyrEllGlhbyVsSDVlaNMp2RC8xZeXSfOs6l1WL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gBS/Y3X</latexit>⇡

Even when two seeds are only slightly different, a 
good PRNG would produce two completely 
different random number sequences.



Example: Generating 10 random integers in (0, 20)

Seed = 42:  
{7, 15, 11,  8,  7, 19, 11, 11,  4,  8}

Seed = 43:  
{5,  1, 18, 17, 18,  3, 15,  1,  4, 19}

Seed = 42:  
{7, 15, 11,  8,  7, 19, 11, 11,  4,  8}



True Random Number Generators (TRNGs)

A TRNG measures some physical phenomenon that 
is truly random.

Radioactive decays are completely 
unpredictable, and they can be 
detected quite easily and fed into a 
computer

Example 1:



Record the time between two decays and compare 
to the time between the next two. If the first time is 
shorter than the second, output a “0”. If the first time 
is longer than the second, output a “1”. This 
produces a sequence of random bits (0’s and 1’s), 
which can be concatenated to form random 
integers.

TimeRadiation 
emitted

Radiation 
emitted

Radiation 
emitted

Outputs “0”



Record the time between two decays and compare 
to the time between the next two. If the first time is 
shorter than the second, output a “0”. If the first time 
is longer than the second, output a “1”. This 
produces a sequence of random bits (0’s and 1’s), 
which can be concatenated to form random 
integers.

TimeRadiation 
emitted

Radiation 
emitted

Radiation 
emitted

Outputs “0”



The HotBits service (http://www.fourmilab.ch/hotbits/) 

“HotBits is an Internet resource that brings genuine  
random numbers generated by timing successive 
pairs of radioactive decays. You order by specifying 
how many random bytes you want. Once the random 
bytes are delivered to you, they are immediately 
discarded — the same data will never be sent to any 
other user and no records are kept of the data at this 
or any other site.”

http://www.fourmilab.ch/hotbits/


Example 2:

RANDOM.ORG offers  true  random numbers to anyone 
on the Internet. The randomness comes from 
atmospheric noise, which is radio noise caused by 
natural atmospheric processes, primarily lightning 
discharges in thunderstorms. People use RANDOM.ORG 
for holding drawings or lotteries, to drive online games, 
for scientific applications and for art and music.



Example 3:

Numerical evidence, based on looking at trillions of 
digits of , suggests that they form a random sequence, 
but not enough is known at this time to say definitively.

<latexit sha1_base64="DELtbWNarnRNLOxIHNyKKQwD8ms=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8eI5gHJEmYns8mQ2dllplcISz7BiwdFvPpF3vwbJ8keNLGgoajqprsrSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWj26nfeuLaiFg94jjhfkQHSoSCUbTSQzcRvXLFrbozkGXi5aQCOeq98le3H7M04gqZpMZ0PDdBP6MaBZN8UuqmhieUjeiAdyxVNOLGz2anTsiJVfokjLUthWSm/p7IaGTMOApsZ0RxaBa9qfif10kxvPYzoZIUuWLzRWEqCcZk+jfpC80ZyrEllGlhbyVsSDVlaNMp2RC8xZeXSfOs6l1WL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gBS/Y3X</latexit>⇡



PRNGs TRNGs

Efficiency Good Poor

Determination Deterministic Non-deterministic

Periodicity Periodic Aperiodic



References

1. http://www.ams.org/publicoutreach/feature-
column/fcarc-random 

2. https://www.random.org/randomness

http://www.ams.org/publicoutreach/feature-column/fcarc-random
http://www.ams.org/publicoutreach/feature-column/fcarc-random
http://www.ams.org/publicoutreach/feature-column/fcarc-random
https://www.random.org/randomness

