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Bob has come up with two pseudo-random number 
generators to give random numbers between 1 and 6. 
When he tests the first one, it gives the output 

1,1,1,1,1,1,1,1,1,1,1,1,… 

When he tests the second one, it gives the output 

1,2,3,1,2,3,1,2,3,1,2,3,1,… 

Are these good random number generators? Why/why 
not? 

Recap question:

March 20, 2025



Both the number generators show very strong patterns 
so they do not seem random at all! It is easy to predict 
what the next generated “random” number will be, so 
they are both very bad random number generators. 

Recap question:

March 20, 2025
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By the end of this lecture, you will be able to: 

1. Define symmetric-key encryption and 
asymmetric-key encryption 

2. Compute with modular arithmetic 
3. Perform RSA-encryption



Symmetric-key encryption

Symmetric-key encryption  is a type of encryption 
that uses the same key to encrypt and decrypt data. 
Both the sender and the recipient have identical 
copies of the key, which they keep secret and do not 
share with anyone. 
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1. Substitution ciphers 
2. One-time pads 
3. Hagelin/Enigma machines 
4. Banking: encrypting credit card information or 
other personally identifiable information required for 
transactions. 

5. Data storage: encrypting data stored on a device 
when that data is not being transferred, for instance, 
Microsoft Azure uses symmetric encryption to 
encrypt and decrypt large quantities of data quickly.

Examples



Example 1: Imagine that you are a journalist 
who wants tips from whistleblowers whom you 
have never met and who live far away.

Could these scenarios use any of the encryption 
schemes we have talked about so far?

Example 2: WhatsApp (and other messenger 
apps) use encryption to secure messages 
between phones on different continents.
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Problems with symmetric-key encryption:
1. How does the journalist give the key to the 
whistleblower? She cannot send it over an 
insecure channel, because if the key is 
intercepted, the encrypted messages can be 
read. 

2. The journalist will need to keep track of one 
key per whistleblower. If she would use the 
same key for everyone, the different 
whistleblowers could read each other’s 
messages.



With asymmetric-key encryption, the encryption 
procedure can be made public without compromising 
security: knowing how to encrypt does not enable you 
to decrypt for these public key systems. 

Asymmetric-key encryption
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1. Bob displays his public key on his website. 
2. Anyone wishing to send him a message encrypts 

the message with the public key. 
3. Bob keeps his private key secret. Using the private 

key is the only way to decrypt a message that is 
encrypted with the public key.

Asymmetric-key encryption
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Symmetric-key encryption Asymmetric-key encryption



Symmetric-key encryption Asymmetric-key encryption

Question: how do we implement this mathematically?



ASCII Table 
(American standard code for information interchange)



Example: Integer division of 9 by 4.

Mathematical notation to make it easier to talk about divisors 
and remainders when performing integer division.

<latexit sha1_base64="LlIVPaW3SVVgGbiIa24tX7z01YM=">AAAB+XicbVDLSsNAFJ34rPUVdelmsAiCUJJSXwuh6MZlBfuANpTJZNIOnWTCzE2hhP6JGxeKuPVP3Pk3TtsstPXAhcM593LvPX4iuAbH+bZWVtfWNzYLW8Xtnd29ffvgsKllqihrUCmkavtEM8Fj1gAOgrUTxUjkC9byh/dTvzViSnMZP8E4YV5E+jEPOSVgpJ5t3+BbXOnSQAKu4nPs9uySU3ZmwMvEzUkJ5aj37K9uIGkasRioIFp3XCcBLyMKOBVsUuymmiWEDkmfdQyNScS0l80un+BTowQ4lMpUDHim/p7ISKT1OPJNZ0RgoBe9qfif10khvPYyHicpsJjOF4WpwCDxNAYccMUoiLEhhCpubsV0QBShYMIqmhDcxZeXSbNSdi/LF4/VUu0uj6OAjtEJOkMuukI19IDqqIEoGqFn9IrerMx6sd6tj3nripXPHKE/sD5/ANCbkTM=</latexit>

9 = 2 · 4 + 1

Modular arithmetic



Example: Integer division of 9 by 4.

Mathematical notation to make it easier to talk about divisors 
and remainders when performing integer division.

<latexit sha1_base64="LlIVPaW3SVVgGbiIa24tX7z01YM=">AAAB+XicbVDLSsNAFJ34rPUVdelmsAiCUJJSXwuh6MZlBfuANpTJZNIOnWTCzE2hhP6JGxeKuPVP3Pk3TtsstPXAhcM593LvPX4iuAbH+bZWVtfWNzYLW8Xtnd29ffvgsKllqihrUCmkavtEM8Fj1gAOgrUTxUjkC9byh/dTvzViSnMZP8E4YV5E+jEPOSVgpJ5t3+BbXOnSQAKu4nPs9uySU3ZmwMvEzUkJ5aj37K9uIGkasRioIFp3XCcBLyMKOBVsUuymmiWEDkmfdQyNScS0l80un+BTowQ4lMpUDHim/p7ISKT1OPJNZ0RgoBe9qfif10khvPYyHicpsJjOF4WpwCDxNAYccMUoiLEhhCpubsV0QBShYMIqmhDcxZeXSbNSdi/LF4/VUu0uj6OAjtEJOkMuukI19IDqqIEoGqFn9IrerMx6sd6tj3nripXPHKE/sD5/ANCbkTM=</latexit>

9 = 2 · 4 + 1

dividend
divisor

Modular arithmetic



Example: Integer division of 9 by 4.

Mathematical notation to make it easier to talk about divisors 
and remainders when performing integer division.

<latexit sha1_base64="LlIVPaW3SVVgGbiIa24tX7z01YM=">AAAB+XicbVDLSsNAFJ34rPUVdelmsAiCUJJSXwuh6MZlBfuANpTJZNIOnWTCzE2hhP6JGxeKuPVP3Pk3TtsstPXAhcM593LvPX4iuAbH+bZWVtfWNzYLW8Xtnd29ffvgsKllqihrUCmkavtEM8Fj1gAOgrUTxUjkC9byh/dTvzViSnMZP8E4YV5E+jEPOSVgpJ5t3+BbXOnSQAKu4nPs9uySU3ZmwMvEzUkJ5aj37K9uIGkasRioIFp3XCcBLyMKOBVsUuymmiWEDkmfdQyNScS0l80un+BTowQ4lMpUDHim/p7ISKT1OPJNZ0RgoBe9qfif10khvPYyHicpsJjOF4WpwCDxNAYccMUoiLEhhCpubsV0QBShYMIqmhDcxZeXSbNSdi/LF4/VUu0uj6OAjtEJOkMuukI19IDqqIEoGqFn9IrerMx6sd6tj3nripXPHKE/sD5/ANCbkTM=</latexit>

9 = 2 · 4 + 1

dividend
quotient divisor

remainder

Modular arithmetic



Example: Integer division of 9 by 4.

Mathematical notation to make it easier to talk about divisors 
and remainders when performing integer division.

<latexit sha1_base64="LlIVPaW3SVVgGbiIa24tX7z01YM=">AAAB+XicbVDLSsNAFJ34rPUVdelmsAiCUJJSXwuh6MZlBfuANpTJZNIOnWTCzE2hhP6JGxeKuPVP3Pk3TtsstPXAhcM593LvPX4iuAbH+bZWVtfWNzYLW8Xtnd29ffvgsKllqihrUCmkavtEM8Fj1gAOgrUTxUjkC9byh/dTvzViSnMZP8E4YV5E+jEPOSVgpJ5t3+BbXOnSQAKu4nPs9uySU3ZmwMvEzUkJ5aj37K9uIGkasRioIFp3XCcBLyMKOBVsUuymmiWEDkmfdQyNScS0l80un+BTowQ4lMpUDHim/p7ISKT1OPJNZ0RgoBe9qfif10khvPYyHicpsJjOF4WpwCDxNAYccMUoiLEhhCpubsV0QBShYMIqmhDcxZeXSbNSdi/LF4/VUu0uj6OAjtEJOkMuukI19IDqqIEoGqFn9IrerMx6sd6tj3nripXPHKE/sD5/ANCbkTM=</latexit>

9 = 2 · 4 + 1

We introduce new symbols and write this as
<latexit sha1_base64="is8Oc+MfZlGIRDIr5TxCJQMb27E=">AAAB/XicbVDLSsNAFJ34rPUVHzs3Q4sgCCURn7ugG5cV7AOaUCaTSTt0Mokzk0IMxZ/wA9y4UMSt/+Guf+P0sdDWAxcO59zLvff4CaNSWdbQWFhcWl5ZLawV1zc2t7bNnd26jFOBSQ3HLBZNH0nCKCc1RRUjzUQQFPmMNPzezchv9ImQNOb3KkuIF6EOpyHFSGmpbe5fQeiSh5T2oQ3dJIqD/HTQNstWxRoDzhN7SspOyT1+HjpZtW1+u0GM04hwhRmSsmVbifJyJBTFjAyKbipJgnAPdUhLU44iIr18fP0AHmolgGEsdHEFx+rviRxFUmaRrzsjpLpy1huJ/3mtVIWXXk55kirC8WRRmDKoYjiKAgZUEKxYpgnCgupbIe4igbDSgRV1CPbsy/OkflKxzytnd3bZuQYTFMABKIEjYIML4IBbUAU1gMEjeAFv4N14Ml6ND+Nz0rpgTGf2wB8YXz/WOpcx</latexit>

9 ⌘ 1 (mod 4)

Modular arithmetic



Example: Integer division of 9 by 4.

Mathematical notation to make it easier to talk about divisors 
and remainders when performing integer division.

<latexit sha1_base64="LlIVPaW3SVVgGbiIa24tX7z01YM=">AAAB+XicbVDLSsNAFJ34rPUVdelmsAiCUJJSXwuh6MZlBfuANpTJZNIOnWTCzE2hhP6JGxeKuPVP3Pk3TtsstPXAhcM593LvPX4iuAbH+bZWVtfWNzYLW8Xtnd29ffvgsKllqihrUCmkavtEM8Fj1gAOgrUTxUjkC9byh/dTvzViSnMZP8E4YV5E+jEPOSVgpJ5t3+BbXOnSQAKu4nPs9uySU3ZmwMvEzUkJ5aj37K9uIGkasRioIFp3XCcBLyMKOBVsUuymmiWEDkmfdQyNScS0l80un+BTowQ4lMpUDHim/p7ISKT1OPJNZ0RgoBe9qfif10khvPYyHicpsJjOF4WpwCDxNAYccMUoiLEhhCpubsV0QBShYMIqmhDcxZeXSbNSdi/LF4/VUu0uj6OAjtEJOkMuukI19IDqqIEoGqFn9IrerMx6sd6tj3nripXPHKE/sD5/ANCbkTM=</latexit>

9 = 2 · 4 + 1

We introduce new symbols and write this as
<latexit sha1_base64="is8Oc+MfZlGIRDIr5TxCJQMb27E=">AAAB/XicbVDLSsNAFJ34rPUVHzs3Q4sgCCURn7ugG5cV7AOaUCaTSTt0Mokzk0IMxZ/wA9y4UMSt/+Guf+P0sdDWAxcO59zLvff4CaNSWdbQWFhcWl5ZLawV1zc2t7bNnd26jFOBSQ3HLBZNH0nCKCc1RRUjzUQQFPmMNPzezchv9ImQNOb3KkuIF6EOpyHFSGmpbe5fQeiSh5T2oQ3dJIqD/HTQNstWxRoDzhN7SspOyT1+HjpZtW1+u0GM04hwhRmSsmVbifJyJBTFjAyKbipJgnAPdUhLU44iIr18fP0AHmolgGEsdHEFx+rviRxFUmaRrzsjpLpy1huJ/3mtVIWXXk55kirC8WRRmDKoYjiKAgZUEKxYpgnCgupbIe4igbDSgRV1CPbsy/OkflKxzytnd3bZuQYTFMABKIEjYIML4IBbUAU1gMEjeAFv4N14Ml6ND+Nz0rpgTGf2wB8YXz/WOpcx</latexit>

9 ⌘ 1 (mod 4)

dividend
remainder divisor

and the quotient 
is not written out

Modular arithmetic



Example: Integer division of 9 by 4.

Mathematical notation to make it easier to talk about divisors 
and remainders when performing integer division.

<latexit sha1_base64="LlIVPaW3SVVgGbiIa24tX7z01YM=">AAAB+XicbVDLSsNAFJ34rPUVdelmsAiCUJJSXwuh6MZlBfuANpTJZNIOnWTCzE2hhP6JGxeKuPVP3Pk3TtsstPXAhcM593LvPX4iuAbH+bZWVtfWNzYLW8Xtnd29ffvgsKllqihrUCmkavtEM8Fj1gAOgrUTxUjkC9byh/dTvzViSnMZP8E4YV5E+jEPOSVgpJ5t3+BbXOnSQAKu4nPs9uySU3ZmwMvEzUkJ5aj37K9uIGkasRioIFp3XCcBLyMKOBVsUuymmiWEDkmfdQyNScS0l80un+BTowQ4lMpUDHim/p7ISKT1OPJNZ0RgoBe9qfif10khvPYyHicpsJjOF4WpwCDxNAYccMUoiLEhhCpubsV0QBShYMIqmhDcxZeXSbNSdi/LF4/VUu0uj6OAjtEJOkMuukI19IDqqIEoGqFn9IrerMx6sd6tj3nripXPHKE/sD5/ANCbkTM=</latexit>

9 = 2 · 4 + 1

We introduce new symbols and write this as
<latexit sha1_base64="is8Oc+MfZlGIRDIr5TxCJQMb27E=">AAAB/XicbVDLSsNAFJ34rPUVHzs3Q4sgCCURn7ugG5cV7AOaUCaTSTt0Mokzk0IMxZ/wA9y4UMSt/+Guf+P0sdDWAxcO59zLvff4CaNSWdbQWFhcWl5ZLawV1zc2t7bNnd26jFOBSQ3HLBZNH0nCKCc1RRUjzUQQFPmMNPzezchv9ImQNOb3KkuIF6EOpyHFSGmpbe5fQeiSh5T2oQ3dJIqD/HTQNstWxRoDzhN7SspOyT1+HjpZtW1+u0GM04hwhRmSsmVbifJyJBTFjAyKbipJgnAPdUhLU44iIr18fP0AHmolgGEsdHEFx+rviRxFUmaRrzsjpLpy1huJ/3mtVIWXXk55kirC8WRRmDKoYjiKAgZUEKxYpgnCgupbIe4igbDSgRV1CPbsy/OkflKxzytnd3bZuQYTFMABKIEjYIML4IBbUAU1gMEjeAFv4N14Ml6ND+Nz0rpgTGf2wB8YXz/WOpcx</latexit>

9 ⌘ 1 (mod 4)

Modular arithmetic

“9 is equivalent to 1 modulo 4”



Example: Integer division of 9 by 4.

Mathematical notation to make it easier to talk about divisors 
and remainders when performing integer division.

<latexit sha1_base64="LlIVPaW3SVVgGbiIa24tX7z01YM=">AAAB+XicbVDLSsNAFJ34rPUVdelmsAiCUJJSXwuh6MZlBfuANpTJZNIOnWTCzE2hhP6JGxeKuPVP3Pk3TtsstPXAhcM593LvPX4iuAbH+bZWVtfWNzYLW8Xtnd29ffvgsKllqihrUCmkavtEM8Fj1gAOgrUTxUjkC9byh/dTvzViSnMZP8E4YV5E+jEPOSVgpJ5t3+BbXOnSQAKu4nPs9uySU3ZmwMvEzUkJ5aj37K9uIGkasRioIFp3XCcBLyMKOBVsUuymmiWEDkmfdQyNScS0l80un+BTowQ4lMpUDHim/p7ISKT1OPJNZ0RgoBe9qfif10khvPYyHicpsJjOF4WpwCDxNAYccMUoiLEhhCpubsV0QBShYMIqmhDcxZeXSbNSdi/LF4/VUu0uj6OAjtEJOkMuukI19IDqqIEoGqFn9IrerMx6sd6tj3nripXPHKE/sD5/ANCbkTM=</latexit>

9 = 2 · 4 + 1

We introduce new symbols and write this as
<latexit sha1_base64="is8Oc+MfZlGIRDIr5TxCJQMb27E=">AAAB/XicbVDLSsNAFJ34rPUVHzs3Q4sgCCURn7ugG5cV7AOaUCaTSTt0Mokzk0IMxZ/wA9y4UMSt/+Guf+P0sdDWAxcO59zLvff4CaNSWdbQWFhcWl5ZLawV1zc2t7bNnd26jFOBSQ3HLBZNH0nCKCc1RRUjzUQQFPmMNPzezchv9ImQNOb3KkuIF6EOpyHFSGmpbe5fQeiSh5T2oQ3dJIqD/HTQNstWxRoDzhN7SspOyT1+HjpZtW1+u0GM04hwhRmSsmVbifJyJBTFjAyKbipJgnAPdUhLU44iIr18fP0AHmolgGEsdHEFx+rviRxFUmaRrzsjpLpy1huJ/3mtVIWXXk55kirC8WRRmDKoYjiKAgZUEKxYpgnCgupbIe4igbDSgRV1CPbsy/OkflKxzytnd3bZuQYTFMABKIEjYIML4IBbUAU1gMEjeAFv4N14Ml6ND+Nz0rpgTGf2wB8YXz/WOpcx</latexit>

9 ⌘ 1 (mod 4)

Modular arithmetic

“9 and 1 differ by a multiple of 4”



Definition: the number  is equivalent to the number  
modulo , or in shorthand notation 
                         

if  differs from  by a multiple of . This can be written in 
either order, so we also write

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b
<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="haEFvyUfrk48nFnNRcIwS2XFL10=">AAAB/HicbVDLSsNAFJ3UV62vaJduhhZBEEoi+FgG3bisYB/QhDKZTNuhk5k4MymEUL/CvRsXirj1Q9z1b5w+Ftp64MLhnHu5954wYVRpx5lYhbX1jc2t4nZpZ3dv/8A+PGoqkUpMGlgwIdshUoRRThqaakbaiSQoDhlphcPbqd8aEamo4A86S0gQoz6nPYqRNlLXLofQJ48pHUEE/SQWUc7HXbvq1JwZ4CpxF6TqVfyz54mX1bv2tx8JnMaEa8yQUh3XSXSQI6kpZmRc8lNFEoSHqE86hnIUExXks+PH8MQoEewJaYprOFN/T+QoViqLQ9MZIz1Qy95U/M/rpLp3HeSUJ6kmHM8X9VIGtYDTJGBEJcGaZYYgLKm5FeIBkghrk1fJhOAuv7xKmuc197J2ce9WvRswRxEcgwo4BS64Ah64A3XQABhk4AW8gXfryXq1PqzPeWvBWsyUwR9YXz9hwZea</latexit>

b ⌘ a (mod n)

Examples: 
What is                   ? The remainder when dividing 35 by 
10 is 5 so

<latexit sha1_base64="PRH+5O6E53aIY2uLbNmgmHqfCzk=">AAAB83icbVDLSgMxFM3UV62vqks3oUUQhDKjVF0OunFZwT6gM5RMJm1DM0lIMsIw9C/EjQtF3Poz7vo3po+Fth64cDjnXu69J5KMauO6E6ewtr6xuVXcLu3s7u0flA+PWlqkCpMmFkyoToQ0YZSTpqGGkY5UBCURI+1odDf1209EaSr4o8kkCRM04LRPMTJWCi7rMJCJiHPPHffKVbfmzgBXibcgVb8SnD9P/KzRK38HscBpQrjBDGnd9VxpwhwpQzEj41KQaiIRHqEB6VrKUUJ0mM9uHsNTq8SwL5QtbuBM/T2Ro0TrLIlsZ4LMUC97U/E/r5ua/k2YUy5TQzieL+qnDBoBpwHAmCqCDcssQVhReyvEQ6QQNjamkg3BW355lbQuat5Vrf7gVf1bMEcRnIAKOAMeuAY+uAcN0AQYSPAC3sC7kzqvzofzOW8tOIuZY/AHztcP7AiT9Q==</latexit>

35 (mod 10)

<latexit sha1_base64="ctl5r3f2RqkkaykCkFiAMwLC/uo=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM7QIglASpeoy6MZlBfuAJpTJZNIOnUzizKQQQsGP8AfcuFDErd/hrn/j9LHQ1gMXDufcy733+AmjUlnW2CisrK6tbxQ3S1vbO7t75v5BU8apwKSBYxaLto8kYZSThqKKkXYiCIp8Rlr+4Hbit4ZESBrzB5UlxItQj9OQYqS01DWPLmrQTaI4yG1rBF3ymNIhrHXNilW1poDLxJ6TilN2z57HTlbvmt9uEOM0IlxhhqTs2FaivBwJRTEjo5KbSpIgPEA90tGUo4hIL5+eP4InWglgGAtdXMGp+nsiR5GUWeTrzgipvlz0JuJ/XidV4bWXU56kinA8WxSmDKoYTrKAARUEK5ZpgrCg+laI+0ggrHRiJR2CvfjyMmmeV+3Lau3erjg3YIYiOAZlcApscAUccAfqoAEwyMELeAPvxpPxanwYn7PWgjGfOQR/YHz9AGXll3s=</latexit>

35 (mod 10) ⌘ 5



Definition: the number  is equivalent to the number  
modulo , or in shorthand notation 
                         

if  differs from  by a multiple of . This can be written in 
either order, so we also write

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b
<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="haEFvyUfrk48nFnNRcIwS2XFL10=">AAAB/HicbVDLSsNAFJ3UV62vaJduhhZBEEoi+FgG3bisYB/QhDKZTNuhk5k4MymEUL/CvRsXirj1Q9z1b5w+Ftp64MLhnHu5954wYVRpx5lYhbX1jc2t4nZpZ3dv/8A+PGoqkUpMGlgwIdshUoRRThqaakbaiSQoDhlphcPbqd8aEamo4A86S0gQoz6nPYqRNlLXLofQJ48pHUEE/SQWUc7HXbvq1JwZ4CpxF6TqVfyz54mX1bv2tx8JnMaEa8yQUh3XSXSQI6kpZmRc8lNFEoSHqE86hnIUExXks+PH8MQoEewJaYprOFN/T+QoViqLQ9MZIz1Qy95U/M/rpLp3HeSUJ6kmHM8X9VIGtYDTJGBEJcGaZYYgLKm5FeIBkghrk1fJhOAuv7xKmuc197J2ce9WvRswRxEcgwo4BS64Ah64A3XQABhk4AW8gXfryXq1PqzPeWvBWsyUwR9YXz9hwZea</latexit>

b ⌘ a (mod n)

Example: 
What is                   ? The remainder when dividing 35 by 
10 is 5 so

<latexit sha1_base64="PRH+5O6E53aIY2uLbNmgmHqfCzk=">AAAB83icbVDLSgMxFM3UV62vqks3oUUQhDKjVF0OunFZwT6gM5RMJm1DM0lIMsIw9C/EjQtF3Poz7vo3po+Fth64cDjnXu69J5KMauO6E6ewtr6xuVXcLu3s7u0flA+PWlqkCpMmFkyoToQ0YZSTpqGGkY5UBCURI+1odDf1209EaSr4o8kkCRM04LRPMTJWCi7rMJCJiHPPHffKVbfmzgBXibcgVb8SnD9P/KzRK38HscBpQrjBDGnd9VxpwhwpQzEj41KQaiIRHqEB6VrKUUJ0mM9uHsNTq8SwL5QtbuBM/T2Ro0TrLIlsZ4LMUC97U/E/r5ua/k2YUy5TQzieL+qnDBoBpwHAmCqCDcssQVhReyvEQ6QQNjamkg3BW355lbQuat5Vrf7gVf1bMEcRnIAKOAMeuAY+uAcN0AQYSPAC3sC7kzqvzofzOW8tOIuZY/AHztcP7AiT9Q==</latexit>

35 (mod 10)

<latexit sha1_base64="ctl5r3f2RqkkaykCkFiAMwLC/uo=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM7QIglASpeoy6MZlBfuAJpTJZNIOnUzizKQQQsGP8AfcuFDErd/hrn/j9LHQ1gMXDufcy733+AmjUlnW2CisrK6tbxQ3S1vbO7t75v5BU8apwKSBYxaLto8kYZSThqKKkXYiCIp8Rlr+4Hbit4ZESBrzB5UlxItQj9OQYqS01DWPLmrQTaI4yG1rBF3ymNIhrHXNilW1poDLxJ6TilN2z57HTlbvmt9uEOM0IlxhhqTs2FaivBwJRTEjo5KbSpIgPEA90tGUo4hIL5+eP4InWglgGAtdXMGp+nsiR5GUWeTrzgipvlz0JuJ/XidV4bWXU56kinA8WxSmDKoYTrKAARUEK5ZpgrCg+laI+0ggrHRiJR2CvfjyMmmeV+3Lau3erjg3YIYiOAZlcApscAUccAfqoAEwyMELeAPvxpPxanwYn7PWgjGfOQR/YHz9AGXll3s=</latexit>

35 (mod 10) ⌘ 5



Definition: the number  is equivalent to the number  
modulo , or in shorthand notation 
                         

if  differs from  by a multiple of . This can be written in 
either order, so we also write

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b
<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="haEFvyUfrk48nFnNRcIwS2XFL10=">AAAB/HicbVDLSsNAFJ3UV62vaJduhhZBEEoi+FgG3bisYB/QhDKZTNuhk5k4MymEUL/CvRsXirj1Q9z1b5w+Ftp64MLhnHu5954wYVRpx5lYhbX1jc2t4nZpZ3dv/8A+PGoqkUpMGlgwIdshUoRRThqaakbaiSQoDhlphcPbqd8aEamo4A86S0gQoz6nPYqRNlLXLofQJ48pHUEE/SQWUc7HXbvq1JwZ4CpxF6TqVfyz54mX1bv2tx8JnMaEa8yQUh3XSXSQI6kpZmRc8lNFEoSHqE86hnIUExXks+PH8MQoEewJaYprOFN/T+QoViqLQ9MZIz1Qy95U/M/rpLp3HeSUJ6kmHM8X9VIGtYDTJGBEJcGaZYYgLKm5FeIBkghrk1fJhOAuv7xKmuc197J2ce9WvRswRxEcgwo4BS64Ah64A3XQABhk4AW8gXfryXq1PqzPeWvBWsyUwR9YXz9hwZea</latexit>

b ⌘ a (mod n)

Example: 
What is                   ? The remainder when dividing 35 by 
10 is 5 so

<latexit sha1_base64="PRH+5O6E53aIY2uLbNmgmHqfCzk=">AAAB83icbVDLSgMxFM3UV62vqks3oUUQhDKjVF0OunFZwT6gM5RMJm1DM0lIMsIw9C/EjQtF3Poz7vo3po+Fth64cDjnXu69J5KMauO6E6ewtr6xuVXcLu3s7u0flA+PWlqkCpMmFkyoToQ0YZSTpqGGkY5UBCURI+1odDf1209EaSr4o8kkCRM04LRPMTJWCi7rMJCJiHPPHffKVbfmzgBXibcgVb8SnD9P/KzRK38HscBpQrjBDGnd9VxpwhwpQzEj41KQaiIRHqEB6VrKUUJ0mM9uHsNTq8SwL5QtbuBM/T2Ro0TrLIlsZ4LMUC97U/E/r5ua/k2YUy5TQzieL+qnDBoBpwHAmCqCDcssQVhReyvEQ6QQNjamkg3BW355lbQuat5Vrf7gVf1bMEcRnIAKOAMeuAY+uAcN0AQYSPAC3sC7kzqvzofzOW8tOIuZY/AHztcP7AiT9Q==</latexit>

35 (mod 10)

<latexit sha1_base64="ctl5r3f2RqkkaykCkFiAMwLC/uo=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM7QIglASpeoy6MZlBfuAJpTJZNIOnUzizKQQQsGP8AfcuFDErd/hrn/j9LHQ1gMXDufcy733+AmjUlnW2CisrK6tbxQ3S1vbO7t75v5BU8apwKSBYxaLto8kYZSThqKKkXYiCIp8Rlr+4Hbit4ZESBrzB5UlxItQj9OQYqS01DWPLmrQTaI4yG1rBF3ymNIhrHXNilW1poDLxJ6TilN2z57HTlbvmt9uEOM0IlxhhqTs2FaivBwJRTEjo5KbSpIgPEA90tGUo4hIL5+eP4InWglgGAtdXMGp+nsiR5GUWeTrzgipvlz0JuJ/XidV4bWXU56kinA8WxSmDKoYTrKAARUEK5ZpgrCg+laI+0ggrHRiJR2CvfjyMmmeV+3Lau3erjg3YIYiOAZlcApscAUccAfqoAEwyMELeAPvxpPxanwYn7PWgjGfOQR/YHz9AGXll3s=</latexit>

35 (mod 10) ⌘ 5



Definition: the number  is equivalent to the number  
modulo , or in shorthand notation 
                         

if  differs from  by a multiple of . This can be written in 
either order, so we also write

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b
<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="UKfDgYSSNNicvHA0DMe8hqzbMww=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdopFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvJoOQLQ==</latexit>a
<latexit sha1_base64="StVDe1A6UEzk8uWZ8Ugo5647/+E=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVb9TKDolZyIyD+4PFC/e7fPk7dOudAof7W7M0hAjzQRVquU6ifYyKjVnAkd2O1WYUDagPWwZjGiIyssmg47IgXG6JIileZEmE/d3R0ZDpYahbypDqvtqNhub/2WtVAdnXsajJNUYselHQSqIjsl4a9LlEpkWQwOUSW5mJaxPJWXa3MY2R3BnV56H+lHJPSkdV91i+RKmysMe7MMhuHAKZbiGCtSAAcI9PMKTdWs9WM/Wy7Q0Z/307MIfWa/fKAeQLg==</latexit>

b <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="haEFvyUfrk48nFnNRcIwS2XFL10=">AAAB/HicbVDLSsNAFJ3UV62vaJduhhZBEEoi+FgG3bisYB/QhDKZTNuhk5k4MymEUL/CvRsXirj1Q9z1b5w+Ftp64MLhnHu5954wYVRpx5lYhbX1jc2t4nZpZ3dv/8A+PGoqkUpMGlgwIdshUoRRThqaakbaiSQoDhlphcPbqd8aEamo4A86S0gQoz6nPYqRNlLXLofQJ48pHUEE/SQWUc7HXbvq1JwZ4CpxF6TqVfyz54mX1bv2tx8JnMaEa8yQUh3XSXSQI6kpZmRc8lNFEoSHqE86hnIUExXks+PH8MQoEewJaYprOFN/T+QoViqLQ9MZIz1Qy95U/M/rpLp3HeSUJ6kmHM8X9VIGtYDTJGBEJcGaZYYgLKm5FeIBkghrk1fJhOAuv7xKmuc197J2ce9WvRswRxEcgwo4BS64Ah64A3XQABhk4AW8gXfryXq1PqzPeWvBWsyUwR9YXz9hwZea</latexit>

b ⌘ a (mod n)

Example: 
What is                   ? The remainder when dividing 35 by 
10 is 5 so

<latexit sha1_base64="PRH+5O6E53aIY2uLbNmgmHqfCzk=">AAAB83icbVDLSgMxFM3UV62vqks3oUUQhDKjVF0OunFZwT6gM5RMJm1DM0lIMsIw9C/EjQtF3Poz7vo3po+Fth64cDjnXu69J5KMauO6E6ewtr6xuVXcLu3s7u0flA+PWlqkCpMmFkyoToQ0YZSTpqGGkY5UBCURI+1odDf1209EaSr4o8kkCRM04LRPMTJWCi7rMJCJiHPPHffKVbfmzgBXibcgVb8SnD9P/KzRK38HscBpQrjBDGnd9VxpwhwpQzEj41KQaiIRHqEB6VrKUUJ0mM9uHsNTq8SwL5QtbuBM/T2Ro0TrLIlsZ4LMUC97U/E/r5ua/k2YUy5TQzieL+qnDBoBpwHAmCqCDcssQVhReyvEQ6QQNjamkg3BW355lbQuat5Vrf7gVf1bMEcRnIAKOAMeuAY+uAcN0AQYSPAC3sC7kzqvzofzOW8tOIuZY/AHztcP7AiT9Q==</latexit>

35 (mod 10)

<latexit sha1_base64="ctl5r3f2RqkkaykCkFiAMwLC/uo=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM7QIglASpeoy6MZlBfuAJpTJZNIOnUzizKQQQsGP8AfcuFDErd/hrn/j9LHQ1gMXDufcy733+AmjUlnW2CisrK6tbxQ3S1vbO7t75v5BU8apwKSBYxaLto8kYZSThqKKkXYiCIp8Rlr+4Hbit4ZESBrzB5UlxItQj9OQYqS01DWPLmrQTaI4yG1rBF3ymNIhrHXNilW1poDLxJ6TilN2z57HTlbvmt9uEOM0IlxhhqTs2FaivBwJRTEjo5KbSpIgPEA90tGUo4hIL5+eP4InWglgGAtdXMGp+nsiR5GUWeTrzgipvlz0JuJ/XidV4bWXU56kinA8WxSmDKoYTrKAARUEK5ZpgrCg+laI+0ggrHRiJR2CvfjyMmmeV+3Lau3erjg3YIYiOAZlcApscAUccAfqoAEwyMELeAPvxpPxanwYn7PWgjGfOQR/YHz9AGXll3s=</latexit>

35 (mod 10) ⌘ 5

We can also write
<latexit sha1_base64="mMUrYr7qQY9PIBCN03dliGJselY=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM7QIglASpeoy6MZlBfuAJpTJZNIOnUzizKQQQsGP8AfcuFDErd/hrn/j9LHQ1gMXDufcy733+AmjUlnW2CisrK6tbxQ3S1vbO7t75v5BU8apwKSBYxaLto8kYZSThqKKkXYiCIp8Rlr+4Hbit4ZESBrzB5UlxItQj9OQYqS01DWPatBNojjIbWsEXfKY0iG8qHXNilW1poDLxJ6TilN2z57HTlbvmt9uEOM0IlxhhqTs2FaivBwJRTEjo5KbSpIgPEA90tGUo4hIL5+eP4InWglgGAtdXMGp+nsiR5GUWeTrzgipvlz0JuJ/XidV4bWXU56kinA8WxSmDKoYTrKAARUEK5ZpgrCg+laI+0ggrHRiJR2CvfjyMmmeV+3Lau3erjg3YIYiOAZlcApscAUccAfqoAEwyMELeAPvxpPxanwYn7PWgjGfOQR/YHz9AGicl3s=</latexit>

5 (mod 10) ⌘ 35



Examples: 
1. Integer division of 6 by 2.

Modular arithmetic

<latexit sha1_base64="JN6c//OZUiHdSsUEDWOzf9qiwwA=">AAAB/HicbVDLSsNAFJ3UV62vaJduhhZBEEpSsLoMunFZwT6gCWUymbRDZ5I4MymEUL/CvRsXirj1Q9z1b5w+Ftp64MLhnHu59x4/YVQqy5oahY3Nre2d4m5pb//g8Mg8PmnLOBWYtHDMYtH1kSSMRqSlqGKkmwiCuM9Ixx/dzvzOmAhJ4+hBZQnxOBpENKQYKS31zXIDuuQxpWNoQTfhcZDXJ32zatWsOeA6sZek6lTci+epkzX75rcbxDjlJFKYISl7tpUoL0dCUczIpOSmkiQIj9CA9DSNECfSy+fHT+CZVgIYxkJXpOBc/T2RIy5lxn3dyZEaylVvJv7n9VIVXns5jZJUkQgvFoUpgyqGsyRgQAXBimWaICyovhXiIRIIK51XSYdgr768Ttr1mt2oXd7bVecGLFAEp6ACzoENroAD7kATtAAGGXgBb+DdeDJejQ/jc9FaMJYzZfAHxtcPdMGXAQ==</latexit>

6 ⌘ 0 (mod 2)

<latexit sha1_base64="FsdHK5eNrYRldyYtRq7FlJnkdfY=">AAAB+nicbVDLSgMxFM3UV1tfU126CRZBEMpMxepGKLpxWcE+sB1KJpNpQzPJkGTUUvshLty4UMSFG7/EnV+j6WOhrQcuHM65l3vv8WNGlXacLyu1sLi0vJLOZFfX1jc27dxWTYlEYlLFggnZ8JEijHJS1VQz0oglQZHPSN3vnY/8+g2Rigp+pfsx8SLU4TSkGGkjte1cCZ7CQ9jCgdCwCA+g07bzTsEZA84Td0ry5Uz8cP1+911p25+tQOAkIlxjhpRquk6svQGSmmJGhtlWokiMcA91SNNQjiKivMH49CHcM0oAQyFNcQ3H6u+JAYqU6ke+6YyQ7qpZbyT+5zUTHZ54A8rjRBOOJ4vChEEt4CgHGFBJsGZ9QxCW1NwKcRdJhLVJK2tCcGdfnie1YsEtFY4u3Xz5DEyQBjtgF+wDFxyDMrgAFVAFGNyCR/AMXqx768l6td4mrSlrOrMN/sD6+AFAVpUn</latexit>

6 = 3 · 2 + 0

so

<latexit sha1_base64="Q37ER92rmnEqa7/xCYJg+Fa2Rco=">AAAB+nicbVDLSgMxFM3UV1tfU126CRZBEMpM0epGKLpxWcE+sB1KJpO2oZlkSDJqGfshLty4UMSFG7/EnV+j6WOhrQcuHM65l3vv8SNGlXacLyu1sLi0vJLOZFfX1jc27dxWTYlYYlLFggnZ8JEijHJS1VQz0ogkQaHPSN3vn4/8+g2Rigp+pQcR8ULU5bRDMdJGats59xCewmILB0LDEjyAxbaddwrOGHCeuFOSL2eih+v3u+9K2/5sBQLHIeEaM6RU03Ui7SVIaooZGWZbsSIRwn3UJU1DOQqJ8pLx6UO4Z5QAdoQ0xTUcq78nEhQqNQh90xki3VOz3kj8z2vGunPiJZRHsSYcTxZ1Yga1gKMcYEAlwZoNDEFYUnMrxD0kEdYmrawJwZ19eZ7UigW3VDi6dPPlMzBBGuyAXbAPXHAMyuACVEAVYHALHsEzeLHurSfr1XqbtKas6cw2+APr4wdfV5U7</latexit>

14 = 2 · 6 + 2

2. Integer division of 14 by 6 

so
<latexit sha1_base64="0xZz26P982l1vZ8a3YUsJvDJF8s=">AAAB/nicbVDLSsNAFJ34rPUVFVduhhZBEEpStLoMunFZwT6gCWUymbRDJ5M4MymEUPAj/AE3LhRx63e46984fSy09cCFwzn3cu89fsKoVJY1NlZW19Y3Ngtbxe2d3b198+CwKeNUYNLAMYtF20eSMMpJQ1HFSDsRBEU+Iy1/cDvxW0MiJI35g8oS4kWox2lIMVJa6prHVeiSx5QOoX0B3SSKg7w2gl2zbFWsKeAyseek7JTc8+exk9W75rcbxDiNCFeYISk7tpUoL0dCUczIqOimkiQID1CPdDTlKCLSy6fnj+CpVgIYxkIXV3Cq/p7IUSRlFvm6M0KqLxe9ifif10lVeO3llCepIhzPFoUpgyqGkyxgQAXBimWaICyovhXiPhIIK51YUYdgL768TJrVil2rXN7bZecGzFAAJ6AEzoANroAD7kAdNAAGOXgBb+DdeDJejQ/jc9a6YsxnjsAfGF8/S22Xag==</latexit>

2 ⌘ 14 (mod 6)



Examples: 
1. Integer division of 6 by 2.

Modular arithmetic

<latexit sha1_base64="JN6c//OZUiHdSsUEDWOzf9qiwwA=">AAAB/HicbVDLSsNAFJ3UV62vaJduhhZBEEpSsLoMunFZwT6gCWUymbRDZ5I4MymEUL/CvRsXirj1Q9z1b5w+Ftp64MLhnHu59x4/YVQqy5oahY3Nre2d4m5pb//g8Mg8PmnLOBWYtHDMYtH1kSSMRqSlqGKkmwiCuM9Ixx/dzvzOmAhJ4+hBZQnxOBpENKQYKS31zXIDuuQxpWNoQTfhcZDXJ32zatWsOeA6sZek6lTci+epkzX75rcbxDjlJFKYISl7tpUoL0dCUczIpOSmkiQIj9CA9DSNECfSy+fHT+CZVgIYxkJXpOBc/T2RIy5lxn3dyZEaylVvJv7n9VIVXns5jZJUkQgvFoUpgyqGsyRgQAXBimWaICyovhXiIRIIK51XSYdgr768Ttr1mt2oXd7bVecGLFAEp6ACzoENroAD7kATtAAGGXgBb+DdeDJejQ/jc9FaMJYzZfAHxtcPdMGXAQ==</latexit>

6 ⌘ 0 (mod 2)

<latexit sha1_base64="FsdHK5eNrYRldyYtRq7FlJnkdfY=">AAAB+nicbVDLSgMxFM3UV1tfU126CRZBEMpMxepGKLpxWcE+sB1KJpNpQzPJkGTUUvshLty4UMSFG7/EnV+j6WOhrQcuHM65l3vv8WNGlXacLyu1sLi0vJLOZFfX1jc27dxWTYlEYlLFggnZ8JEijHJS1VQz0oglQZHPSN3vnY/8+g2Rigp+pfsx8SLU4TSkGGkjte1cCZ7CQ9jCgdCwCA+g07bzTsEZA84Td0ry5Uz8cP1+911p25+tQOAkIlxjhpRquk6svQGSmmJGhtlWokiMcA91SNNQjiKivMH49CHcM0oAQyFNcQ3H6u+JAYqU6ke+6YyQ7qpZbyT+5zUTHZ54A8rjRBOOJ4vChEEt4CgHGFBJsGZ9QxCW1NwKcRdJhLVJK2tCcGdfnie1YsEtFY4u3Xz5DEyQBjtgF+wDFxyDMrgAFVAFGNyCR/AMXqx768l6td4mrSlrOrMN/sD6+AFAVpUn</latexit>

6 = 3 · 2 + 0

so

<latexit sha1_base64="Q37ER92rmnEqa7/xCYJg+Fa2Rco=">AAAB+nicbVDLSgMxFM3UV1tfU126CRZBEMpM0epGKLpxWcE+sB1KJpO2oZlkSDJqGfshLty4UMSFG7/EnV+j6WOhrQcuHM65l3vv8SNGlXacLyu1sLi0vJLOZFfX1jc27dxWTYlYYlLFggnZ8JEijHJS1VQz0ogkQaHPSN3vn4/8+g2Rigp+pQcR8ULU5bRDMdJGats59xCewmILB0LDEjyAxbaddwrOGHCeuFOSL2eih+v3u+9K2/5sBQLHIeEaM6RU03Ui7SVIaooZGWZbsSIRwn3UJU1DOQqJ8pLx6UO4Z5QAdoQ0xTUcq78nEhQqNQh90xki3VOz3kj8z2vGunPiJZRHsSYcTxZ1Yga1gKMcYEAlwZoNDEFYUnMrxD0kEdYmrawJwZ19eZ7UigW3VDi6dPPlMzBBGuyAXbAPXHAMyuACVEAVYHALHsEzeLHurSfr1XqbtKas6cw2+APr4wdfV5U7</latexit>

14 = 2 · 6 + 2

2. Integer division of 14 by 6 

so
<latexit sha1_base64="0xZz26P982l1vZ8a3YUsJvDJF8s=">AAAB/nicbVDLSsNAFJ34rPUVFVduhhZBEEpStLoMunFZwT6gCWUymbRDJ5M4MymEUPAj/AE3LhRx63e46984fSy09cCFwzn3cu89fsKoVJY1NlZW19Y3Ngtbxe2d3b198+CwKeNUYNLAMYtF20eSMMpJQ1HFSDsRBEU+Iy1/cDvxW0MiJI35g8oS4kWox2lIMVJa6prHVeiSx5QOoX0B3SSKg7w2gl2zbFWsKeAyseek7JTc8+exk9W75rcbxDiNCFeYISk7tpUoL0dCUczIqOimkiQID1CPdDTlKCLSy6fnj+CpVgIYxkIXV3Cq/p7IUSRlFvm6M0KqLxe9ifif10lVeO3llCepIhzPFoUpgyqGkyxgQAXBimWaICyovhXiPhIIK51YUYdgL768TJrVil2rXN7bZecGzFAAJ6AEzoANroAD7kAdNAAGOXgBb+DdeDJejQ/jc9a6YsxnjsAfGF8/S22Xag==</latexit>

2 ⌘ 14 (mod 6)



                           

Let  be a message that has been converted to 
numbers. Given the pair of values  and  (the 
public key), the encrypted message  is given by

<latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x
<latexit sha1_base64="zrAoX5WZl/tVsNb6yPWAMQONjzc=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVZa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB2lGM/A==</latexit>n <latexit sha1_base64="SoIi+tikGdI+W5/sBdimPmJGRH4=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVVa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4GGNAA==</latexit>r

<latexit sha1_base64="tmEvmksfb9cWDAa5xB1ckWUhUbQ=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVx71S2a24M5Bl4uWkDDlqvdJXtx+zNEJpmKBadzw3MX5GleFM4KTYTTUmlI3oADuWShqh9rPZoRNyapU+CWNlSxoyU39PZDTSehwFtjOiZqgXvan4n9dJTXjjZ1wmqUHJ5ovCVBATk+nXpM8VMiPGllCmuL2VsCFVlBmbTdGG4C2+vEya5xXvqnJZvyhXb/M4CnAMJ3AGHlxDFe6hBg1ggPAMr/DmPDovzrvzMW9dcfKZI/gD5/MH6v2NBw==</latexit>y

RSA Algorithm  
(1977, by Rivest, Shamir, Adleman)

Given the value of  (the private key), we can 
retrieve  by

<latexit sha1_base64="NNhp4HiCDIt6HWe1guuCXXVMPqg=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVda9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4eWNAQ==</latexit>s
<latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x



                           

Example: We have the keys  
and encrypt  by computing:

<latexit sha1_base64="Uup7aXcJ5IBt0OfDOiikBBjg58E=">AAAB6nicbZDLSgMxFIbP1Fsdb1WXboJFcFVmClY3xaIblxXtBdqhZNJMG5rJDElGLEMfwY0LRVzqu7h3I76N6WWhrT8EPv7/HHLO8WPOlHacbyuztLyyupZdtzc2t7Z3crt7dRUlktAaiXgkmz5WlDNBa5ppTpuxpDj0OW34g8tx3rijUrFI3OphTL0Q9wQLGMHaWDf35WInl3cKzkRoEdwZ5M8/7HL89mVXO7nPdjciSUiFJhwr1XKdWHsplpoRTkd2O1E0xmSAe7RlUOCQKi+djDpCR8bpoiCS5gmNJu7vjhSHSg1D31SGWPfVfDY2/8taiQ7OvJSJONFUkOlHQcKRjtB4b9RlkhLNhwYwkczMikgfS0y0uY5tjuDOr7wI9WLBLRVOrt185QKmysIBHMIxuHAKFbiCKtSAQA8e4AmeLW49Wi/W67Q0Y8169uGPrPcfPKGQxw==</latexit>

x = 2

so the encrypted message is          .

Encryption:
Decryption:

<latexit sha1_base64="wDGXfOb+lIvxCbFncT41tUmqtcw=">AAAB9XicbVDLSgNBEOyNrxhfUY+KDAbBQwi7hqiXQNCLxwTMA5I1zE4myZDZ2WVmVgkhR//BiwdFvHrNd3jzG/wJJ4+DJhY0FFXddHd5IWdK2/aXFVtaXlldi68nNja3tneSu3sVFUSS0DIJeCBrHlaUM0HLmmlOa6Gk2Pc4rXq967FfvadSsUDc6n5IXR93BGszgrWR7kTeyaWRzGfTSOWzzWTKztgToEXizEiqcDgqfT8ejYrN5GejFZDIp0ITjpWqO3ao3QGWmhFOh4lGpGiISQ93aN1QgX2q3MHk6iE6MUoLtQNpSmg0UX9PDLCvVN/3TKePdVfNe2PxP68e6falO2AijDQVZLqoHXGkAzSOALWYpETzviGYSGZuRaSLJSbaBJUwITjzLy+SylnGOc/kSk6qcAVTxOEAjuEUHLiAAtxAEcpAQMITvMCr9WA9W2/W+7Q1Zs1m9uEPrI8fSyKUJg==</latexit>

n = 15, r = 3, s = 3

<latexit sha1_base64="KTxQGLHzPUc8TFpgZlg521AWAzw=">AAACEnicbZDLSsNAFIYn9VbrLerSzdAiKEJJKtUug25cVrAXaGKZTKbt0MnFmUkhhD6Dm76KGxeKuHXlrm/j9CJq6w8DP985hzPndyNGhTSMsZZZWV1b38hu5ra2d3b39P2DughjjkkNhyzkTRcJwmhAapJKRpoRJ8h3GWm4/etJvTEgXNAwuJNJRBwfdQPaoRhJhdr6aQJt8hDTASzdn0M78kMvNcvDb1j5QW29YBSNqeCyMeemYOXts9HYSqpt/dP2Qhz7JJCYISFaphFJJ0VcUszIMGfHgkQI91GXtJQNkE+Ek05PGsJjRTzYCbl6gYRT+nsiRb4Qie+qTh/JnlisTeB/tVYsOxUnpUEUSxLg2aJOzKAM4SQf6FFOsGSJMghzqv4KcQ9xhKVKMadCMBdPXjb1UtG8KJZvzYJ1BWbKgiOQByfABJfAAjegCmoAg0fwBF7AqzbSnrU37X3WmtHmM4fgj7SPLwMzn28=</latexit>

y ⌘ 23 (mod 15) ⌘ 8 (mod 15)

<latexit sha1_base64="Qu00ImkjduNFupm3DPJc1xVayL4=">AAAB7HicbZDLSsNAFIZPvNZ6q7pUZLAIrkoiqN0IRTcuWzBtoQ1lMp20QyeTMDMRQujStRsXirj1Gfoc7nwGX8LpZaGtPwx8/P85zDnHjzlT2ra/rKXlldW19dxGfnNre2e3sLdfV1EiCXVJxCPZ9LGinAnqaqY5bcaS4tDntOEPbsd544FKxSJxr9OYeiHuCRYwgrWx3BRdo3KnULRL9kRoEZwZFCtHo9r34/Go2il8trsRSUIqNOFYqZZjx9rLsNSMcDrMtxNFY0wGuEdbBgUOqfKyybBDdGqcLgoiaZ7QaOL+7shwqFQa+qYyxLqv5rOx+V/WSnRQ9jIm4kRTQaYfBQlHOkLjzVGXSUo0Tw1gIpmZFZE+lphoc5+8OYIzv/Ii1M9LzmXpouYUKzcwVQ4O4QTOwIErqMAdVMEFAgye4AVeLWE9W2/W+7R0yZr1HMAfWR8/gTiRjA==</latexit>

y = 8

To decrypt, we compute 
<latexit sha1_base64="K6fIQYexuZyUw20CB+J+0KIfshk=">AAACInicbZDLSgMxFIYz9VbrrerSTWgRBKHMVKp1IQy6cVnBXqBTSyZN29BkZkwyxWHoW7h346u4caGoq4IPY3oRausPgT/fOYfk/G7AqFSmOTQSS8srq2vJ9dTG5tb2Tnp3ryL9UGBSxj7zRc1FkjDqkbKiipFaIAjiLiNVt3c1qlf7REjqe7cqCkiDo45H2xQjpVEzff4AHXIf0j4s3p1AJ+B+K7YKg19YsPIz8ALO3JrprJkzx4KLxpqarJ1xjh+HdlRqpj+dlo9DTjyFGZKybpmBasRIKIoZGaScUJIA4R7qkLq2HuJENuLxigN4qEkLtn2hj6fgmM5OxIhLGXFXd3KkunK+NoL/1eqhahcbMfWCUBEPTx5qhwwqH47ygi0qCFYs0gZhQfVfIe4igbDSqaZ0CNb8youmks9Zp7nCjZW1L8FESXAAMuAIWOAM2OAalEAZYPAEXsAbeDeejVfjw/iatCaM6cw++CPj+wdUy6St</latexit>

x ⌘ 83 (mod 15) ⌘ 512 (mod 15) = 2 (mod 15)
<latexit sha1_base64="EhJcIZ0Ay1dbhb04Wl/bOcYTG8k=">AAAB63icbZDLSsNAFIZP6q3GW9Wlm8EiuCpJwcumWHTjsoK9QBvKZDpph04mYWYiltBXcONCEXfis7h3I76Nk7YLbf1h4OP/z2HOOX7MmdKO823llpZXVtfy6/bG5tb2TmF3r6GiRBJaJxGPZMvHinImaF0zzWkrlhSHPqdNf3iV5c07KhWLxK0exdQLcV+wgBGsM+seVcrdQtEpOROhRXBnULz4sCvx25dd6xY+O72IJCEVmnCsVNt1Yu2lWGpGOB3bnUTRGJMh7tO2QYFDqrx0MusYHRmnh4JImic0mri/O1IcKjUKfVMZYj1Q81lm/pe1Ex2ceykTcaKpINOPgoQjHaFscdRjkhLNRwYwkczMisgAS0y0OY9tjuDOr7wIjXLJPS2d3LjF6iVMlYcDOIRjcOEMqnANNagDgQE8wBM8W6H1aL1Yr9PSnDXr2Yc/st5/AJLBkPE=</latexit>

x = 2This gives which is the message, so it works!



                           

Example: We have the keys  
and encrypt  by computing:

<latexit sha1_base64="Uup7aXcJ5IBt0OfDOiikBBjg58E=">AAAB6nicbZDLSgMxFIbP1Fsdb1WXboJFcFVmClY3xaIblxXtBdqhZNJMG5rJDElGLEMfwY0LRVzqu7h3I76N6WWhrT8EPv7/HHLO8WPOlHacbyuztLyyupZdtzc2t7Z3crt7dRUlktAaiXgkmz5WlDNBa5ppTpuxpDj0OW34g8tx3rijUrFI3OphTL0Q9wQLGMHaWDf35WInl3cKzkRoEdwZ5M8/7HL89mVXO7nPdjciSUiFJhwr1XKdWHsplpoRTkd2O1E0xmSAe7RlUOCQKi+djDpCR8bpoiCS5gmNJu7vjhSHSg1D31SGWPfVfDY2/8taiQ7OvJSJONFUkOlHQcKRjtB4b9RlkhLNhwYwkczMikgfS0y0uY5tjuDOr7wI9WLBLRVOrt185QKmysIBHMIxuHAKFbiCKtSAQA8e4AmeLW49Wi/W67Q0Y8169uGPrPcfPKGQxw==</latexit>

x = 2

so the encrypted message is          .

Encryption:
Decryption:

<latexit sha1_base64="wDGXfOb+lIvxCbFncT41tUmqtcw=">AAAB9XicbVDLSgNBEOyNrxhfUY+KDAbBQwi7hqiXQNCLxwTMA5I1zE4myZDZ2WVmVgkhR//BiwdFvHrNd3jzG/wJJ4+DJhY0FFXddHd5IWdK2/aXFVtaXlldi68nNja3tneSu3sVFUSS0DIJeCBrHlaUM0HLmmlOa6Gk2Pc4rXq967FfvadSsUDc6n5IXR93BGszgrWR7kTeyaWRzGfTSOWzzWTKztgToEXizEiqcDgqfT8ejYrN5GejFZDIp0ITjpWqO3ao3QGWmhFOh4lGpGiISQ93aN1QgX2q3MHk6iE6MUoLtQNpSmg0UX9PDLCvVN/3TKePdVfNe2PxP68e6falO2AijDQVZLqoHXGkAzSOALWYpETzviGYSGZuRaSLJSbaBJUwITjzLy+SylnGOc/kSk6qcAVTxOEAjuEUHLiAAtxAEcpAQMITvMCr9WA9W2/W+7Q1Zs1m9uEPrI8fSyKUJg==</latexit>

n = 15, r = 3, s = 3

<latexit sha1_base64="KTxQGLHzPUc8TFpgZlg521AWAzw=">AAACEnicbZDLSsNAFIYn9VbrLerSzdAiKEJJKtUug25cVrAXaGKZTKbt0MnFmUkhhD6Dm76KGxeKuHXlrm/j9CJq6w8DP985hzPndyNGhTSMsZZZWV1b38hu5ra2d3b39P2DughjjkkNhyzkTRcJwmhAapJKRpoRJ8h3GWm4/etJvTEgXNAwuJNJRBwfdQPaoRhJhdr6aQJt8hDTASzdn0M78kMvNcvDb1j5QW29YBSNqeCyMeemYOXts9HYSqpt/dP2Qhz7JJCYISFaphFJJ0VcUszIMGfHgkQI91GXtJQNkE+Ek05PGsJjRTzYCbl6gYRT+nsiRb4Qie+qTh/JnlisTeB/tVYsOxUnpUEUSxLg2aJOzKAM4SQf6FFOsGSJMghzqv4KcQ9xhKVKMadCMBdPXjb1UtG8KJZvzYJ1BWbKgiOQByfABJfAAjegCmoAg0fwBF7AqzbSnrU37X3WmtHmM4fgj7SPLwMzn28=</latexit>

y ⌘ 23 (mod 15) ⌘ 8 (mod 15)

<latexit sha1_base64="Qu00ImkjduNFupm3DPJc1xVayL4=">AAAB7HicbZDLSsNAFIZPvNZ6q7pUZLAIrkoiqN0IRTcuWzBtoQ1lMp20QyeTMDMRQujStRsXirj1Gfoc7nwGX8LpZaGtPwx8/P85zDnHjzlT2ra/rKXlldW19dxGfnNre2e3sLdfV1EiCXVJxCPZ9LGinAnqaqY5bcaS4tDntOEPbsd544FKxSJxr9OYeiHuCRYwgrWx3BRdo3KnULRL9kRoEZwZFCtHo9r34/Go2il8trsRSUIqNOFYqZZjx9rLsNSMcDrMtxNFY0wGuEdbBgUOqfKyybBDdGqcLgoiaZ7QaOL+7shwqFQa+qYyxLqv5rOx+V/WSnRQ9jIm4kRTQaYfBQlHOkLjzVGXSUo0Tw1gIpmZFZE+lphoc5+8OYIzv/Ii1M9LzmXpouYUKzcwVQ4O4QTOwIErqMAdVMEFAgye4AVeLWE9W2/W+7R0yZr1HMAfWR8/gTiRjA==</latexit>

y = 8

To decrypt, we compute 
<latexit sha1_base64="K6fIQYexuZyUw20CB+J+0KIfshk=">AAACInicbZDLSgMxFIYz9VbrrerSTWgRBKHMVKp1IQy6cVnBXqBTSyZN29BkZkwyxWHoW7h346u4caGoq4IPY3oRausPgT/fOYfk/G7AqFSmOTQSS8srq2vJ9dTG5tb2Tnp3ryL9UGBSxj7zRc1FkjDqkbKiipFaIAjiLiNVt3c1qlf7REjqe7cqCkiDo45H2xQjpVEzff4AHXIf0j4s3p1AJ+B+K7YKg19YsPIz8ALO3JrprJkzx4KLxpqarJ1xjh+HdlRqpj+dlo9DTjyFGZKybpmBasRIKIoZGaScUJIA4R7qkLq2HuJENuLxigN4qEkLtn2hj6fgmM5OxIhLGXFXd3KkunK+NoL/1eqhahcbMfWCUBEPTx5qhwwqH47ygi0qCFYs0gZhQfVfIe4igbDSqaZ0CNb8youmks9Zp7nCjZW1L8FESXAAMuAIWOAM2OAalEAZYPAEXsAbeDeejVfjw/iatCaM6cw++CPj+wdUy6St</latexit>

x ⌘ 83 (mod 15) ⌘ 512 (mod 15) = 2 (mod 15)
<latexit sha1_base64="EhJcIZ0Ay1dbhb04Wl/bOcYTG8k=">AAAB63icbZDLSsNAFIZP6q3GW9Wlm8EiuCpJwcumWHTjsoK9QBvKZDpph04mYWYiltBXcONCEXfis7h3I76Nk7YLbf1h4OP/z2HOOX7MmdKO823llpZXVtfy6/bG5tb2TmF3r6GiRBJaJxGPZMvHinImaF0zzWkrlhSHPqdNf3iV5c07KhWLxK0exdQLcV+wgBGsM+seVcrdQtEpOROhRXBnULz4sCvx25dd6xY+O72IJCEVmnCsVNt1Yu2lWGpGOB3bnUTRGJMh7tO2QYFDqrx0MusYHRmnh4JImic0mri/O1IcKjUKfVMZYj1Q81lm/pe1Ex2ceykTcaKpINOPgoQjHaFscdRjkhLNRwYwkczMisgAS0y0OY9tjuDOr7wIjXLJPS2d3LjF6iVMlYcDOIRjcOEMqnANNagDgQE8wBM8W6H1aL1Yr9PSnDXr2Yc/st5/AJLBkPE=</latexit>

x = 2This gives which is the message, so it works!



                           

Example: We have the keys  
and encrypt  by computing:
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x = 2

so the encrypted message is          .

Encryption:
Decryption:

<latexit sha1_base64="wDGXfOb+lIvxCbFncT41tUmqtcw=">AAAB9XicbVDLSgNBEOyNrxhfUY+KDAbBQwi7hqiXQNCLxwTMA5I1zE4myZDZ2WVmVgkhR//BiwdFvHrNd3jzG/wJJ4+DJhY0FFXddHd5IWdK2/aXFVtaXlldi68nNja3tneSu3sVFUSS0DIJeCBrHlaUM0HLmmlOa6Gk2Pc4rXq967FfvadSsUDc6n5IXR93BGszgrWR7kTeyaWRzGfTSOWzzWTKztgToEXizEiqcDgqfT8ejYrN5GejFZDIp0ITjpWqO3ao3QGWmhFOh4lGpGiISQ93aN1QgX2q3MHk6iE6MUoLtQNpSmg0UX9PDLCvVN/3TKePdVfNe2PxP68e6falO2AijDQVZLqoHXGkAzSOALWYpETzviGYSGZuRaSLJSbaBJUwITjzLy+SylnGOc/kSk6qcAVTxOEAjuEUHLiAAtxAEcpAQMITvMCr9WA9W2/W+7Q1Zs1m9uEPrI8fSyKUJg==</latexit>

n = 15, r = 3, s = 3

<latexit sha1_base64="KTxQGLHzPUc8TFpgZlg521AWAzw=">AAACEnicbZDLSsNAFIYn9VbrLerSzdAiKEJJKtUug25cVrAXaGKZTKbt0MnFmUkhhD6Dm76KGxeKuHXlrm/j9CJq6w8DP985hzPndyNGhTSMsZZZWV1b38hu5ra2d3b39P2DughjjkkNhyzkTRcJwmhAapJKRpoRJ8h3GWm4/etJvTEgXNAwuJNJRBwfdQPaoRhJhdr6aQJt8hDTASzdn0M78kMvNcvDb1j5QW29YBSNqeCyMeemYOXts9HYSqpt/dP2Qhz7JJCYISFaphFJJ0VcUszIMGfHgkQI91GXtJQNkE+Ek05PGsJjRTzYCbl6gYRT+nsiRb4Qie+qTh/JnlisTeB/tVYsOxUnpUEUSxLg2aJOzKAM4SQf6FFOsGSJMghzqv4KcQ9xhKVKMadCMBdPXjb1UtG8KJZvzYJ1BWbKgiOQByfABJfAAjegCmoAg0fwBF7AqzbSnrU37X3WmtHmM4fgj7SPLwMzn28=</latexit>

y ⌘ 23 (mod 15) ⌘ 8 (mod 15)
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y = 8

To decrypt, we compute 

<latexit sha1_base64="EhJcIZ0Ay1dbhb04Wl/bOcYTG8k=">AAAB63icbZDLSsNAFIZP6q3GW9Wlm8EiuCpJwcumWHTjsoK9QBvKZDpph04mYWYiltBXcONCEXfis7h3I76Nk7YLbf1h4OP/z2HOOX7MmdKO823llpZXVtfy6/bG5tb2TmF3r6GiRBJaJxGPZMvHinImaF0zzWkrlhSHPqdNf3iV5c07KhWLxK0exdQLcV+wgBGsM+seVcrdQtEpOROhRXBnULz4sCvx25dd6xY+O72IJCEVmnCsVNt1Yu2lWGpGOB3bnUTRGJMh7tO2QYFDqrx0MusYHRmnh4JImic0mri/O1IcKjUKfVMZYj1Q81lm/pe1Ex2ceykTcaKpINOPgoQjHaFscdRjkhLNRwYwkczMisgAS0y0OY9tjuDOr7wIjXLJPS2d3LjF6iVMlYcDOIRjcOEMqnANNagDgQE8wBM8W6H1aL1Yr9PSnDXr2Yc/st5/AJLBkPE=</latexit>

x = 2This gives which is the message, so it works!

<latexit sha1_base64="sfYlOKMrVhPaat4ZtMbDsr2MeQc=">AAACJ3icbZDLSsNAFIYnXmu9RV26GVoEQShJpdqVBN24rGAv0NQymUzaoZOLM5NiCH0LH8GNr+JGUBG79E2cXoTa+sPAz3fO4cz5nYhRIQ1jqC0tr6yurWc2sptb2zu7+t5+TYQxx6SKQxbyhoMEYTQgVUklI42IE+Q7jNSd3tWoXu8TLmgY3MokIi0fdQLqUYykQm394gHa5D6mfVi+O4V25IduapYGv7BkFhfhDGrreaNgjAUXjTk1eStnnzwOraTS1t9sN8SxTwKJGRKiaRqRbKWIS4oZGWTtWJAI4R7qkKayAfKJaKXjOwfwSBEXeiFXL5BwTGcnUuQLkfiO6vSR7Ir52gj+V2vG0iu3UhpEsSQBnizyYgZlCEehQZdygiVLlEGYU/VXiLuIIyxVtFkVgjl/8qKpFQvmWaF0Y+atSzBRBhyCHDgGJjgHFrgGFVAFGDyBF/AOPrRn7VX71L4mrUvadOYA/JH2/QPxbaco</latexit>

x ⌘ 83 (mod 15) ⌘ 512 (mod 15) ⌘ 2 (mod 15)



                           

Example: We have the keys  
and encrypt  by computing:

<latexit sha1_base64="Uup7aXcJ5IBt0OfDOiikBBjg58E=">AAAB6nicbZDLSgMxFIbP1Fsdb1WXboJFcFVmClY3xaIblxXtBdqhZNJMG5rJDElGLEMfwY0LRVzqu7h3I76N6WWhrT8EPv7/HHLO8WPOlHacbyuztLyyupZdtzc2t7Z3crt7dRUlktAaiXgkmz5WlDNBa5ppTpuxpDj0OW34g8tx3rijUrFI3OphTL0Q9wQLGMHaWDf35WInl3cKzkRoEdwZ5M8/7HL89mVXO7nPdjciSUiFJhwr1XKdWHsplpoRTkd2O1E0xmSAe7RlUOCQKi+djDpCR8bpoiCS5gmNJu7vjhSHSg1D31SGWPfVfDY2/8taiQ7OvJSJONFUkOlHQcKRjtB4b9RlkhLNhwYwkczMikgfS0y0uY5tjuDOr7wI9WLBLRVOrt185QKmysIBHMIxuHAKFbiCKtSAQA8e4AmeLW49Wi/W67Q0Y8169uGPrPcfPKGQxw==</latexit>

x = 2

so the encrypted message is          .

Encryption:
Decryption:

<latexit sha1_base64="wDGXfOb+lIvxCbFncT41tUmqtcw=">AAAB9XicbVDLSgNBEOyNrxhfUY+KDAbBQwi7hqiXQNCLxwTMA5I1zE4myZDZ2WVmVgkhR//BiwdFvHrNd3jzG/wJJ4+DJhY0FFXddHd5IWdK2/aXFVtaXlldi68nNja3tneSu3sVFUSS0DIJeCBrHlaUM0HLmmlOa6Gk2Pc4rXq967FfvadSsUDc6n5IXR93BGszgrWR7kTeyaWRzGfTSOWzzWTKztgToEXizEiqcDgqfT8ejYrN5GejFZDIp0ITjpWqO3ao3QGWmhFOh4lGpGiISQ93aN1QgX2q3MHk6iE6MUoLtQNpSmg0UX9PDLCvVN/3TKePdVfNe2PxP68e6falO2AijDQVZLqoHXGkAzSOALWYpETzviGYSGZuRaSLJSbaBJUwITjzLy+SylnGOc/kSk6qcAVTxOEAjuEUHLiAAtxAEcpAQMITvMCr9WA9W2/W+7Q1Zs1m9uEPrI8fSyKUJg==</latexit>

n = 15, r = 3, s = 3

<latexit sha1_base64="KTxQGLHzPUc8TFpgZlg521AWAzw=">AAACEnicbZDLSsNAFIYn9VbrLerSzdAiKEJJKtUug25cVrAXaGKZTKbt0MnFmUkhhD6Dm76KGxeKuHXlrm/j9CJq6w8DP985hzPndyNGhTSMsZZZWV1b38hu5ra2d3b39P2DughjjkkNhyzkTRcJwmhAapJKRpoRJ8h3GWm4/etJvTEgXNAwuJNJRBwfdQPaoRhJhdr6aQJt8hDTASzdn0M78kMvNcvDb1j5QW29YBSNqeCyMeemYOXts9HYSqpt/dP2Qhz7JJCYISFaphFJJ0VcUszIMGfHgkQI91GXtJQNkE+Ek05PGsJjRTzYCbl6gYRT+nsiRb4Qie+qTh/JnlisTeB/tVYsOxUnpUEUSxLg2aJOzKAM4SQf6FFOsGSJMghzqv4KcQ9xhKVKMadCMBdPXjb1UtG8KJZvzYJ1BWbKgiOQByfABJfAAjegCmoAg0fwBF7AqzbSnrU37X3WmtHmM4fgj7SPLwMzn28=</latexit>

y ⌘ 23 (mod 15) ⌘ 8 (mod 15)

<latexit sha1_base64="Qu00ImkjduNFupm3DPJc1xVayL4=">AAAB7HicbZDLSsNAFIZPvNZ6q7pUZLAIrkoiqN0IRTcuWzBtoQ1lMp20QyeTMDMRQujStRsXirj1Gfoc7nwGX8LpZaGtPwx8/P85zDnHjzlT2ra/rKXlldW19dxGfnNre2e3sLdfV1EiCXVJxCPZ9LGinAnqaqY5bcaS4tDntOEPbsd544FKxSJxr9OYeiHuCRYwgrWx3BRdo3KnULRL9kRoEZwZFCtHo9r34/Go2il8trsRSUIqNOFYqZZjx9rLsNSMcDrMtxNFY0wGuEdbBgUOqfKyybBDdGqcLgoiaZ7QaOL+7shwqFQa+qYyxLqv5rOx+V/WSnRQ9jIm4kRTQaYfBQlHOkLjzVGXSUo0Tw1gIpmZFZE+lphoc5+8OYIzv/Ii1M9LzmXpouYUKzcwVQ4O4QTOwIErqMAdVMEFAgye4AVeLWE9W2/W+7R0yZr1HMAfWR8/gTiRjA==</latexit>

y = 8

To decrypt, we compute 

<latexit sha1_base64="EhJcIZ0Ay1dbhb04Wl/bOcYTG8k=">AAAB63icbZDLSsNAFIZP6q3GW9Wlm8EiuCpJwcumWHTjsoK9QBvKZDpph04mYWYiltBXcONCEXfis7h3I76Nk7YLbf1h4OP/z2HOOX7MmdKO823llpZXVtfy6/bG5tb2TmF3r6GiRBJaJxGPZMvHinImaF0zzWkrlhSHPqdNf3iV5c07KhWLxK0exdQLcV+wgBGsM+seVcrdQtEpOROhRXBnULz4sCvx25dd6xY+O72IJCEVmnCsVNt1Yu2lWGpGOB3bnUTRGJMh7tO2QYFDqrx0MusYHRmnh4JImic0mri/O1IcKjUKfVMZYj1Q81lm/pe1Ex2ceykTcaKpINOPgoQjHaFscdRjkhLNRwYwkczMisgAS0y0OY9tjuDOr7wIjXLJPS2d3LjF6iVMlYcDOIRjcOEMqnANNagDgQE8wBM8W6H1aL1Yr9PSnDXr2Yc/st5/AJLBkPE=</latexit>

x = 2This gives which is the message, so it works!

<latexit sha1_base64="sfYlOKMrVhPaat4ZtMbDsr2MeQc=">AAACJ3icbZDLSsNAFIYnXmu9RV26GVoEQShJpdqVBN24rGAv0NQymUzaoZOLM5NiCH0LH8GNr+JGUBG79E2cXoTa+sPAz3fO4cz5nYhRIQ1jqC0tr6yurWc2sptb2zu7+t5+TYQxx6SKQxbyhoMEYTQgVUklI42IE+Q7jNSd3tWoXu8TLmgY3MokIi0fdQLqUYykQm394gHa5D6mfVi+O4V25IduapYGv7BkFhfhDGrreaNgjAUXjTk1eStnnzwOraTS1t9sN8SxTwKJGRKiaRqRbKWIS4oZGWTtWJAI4R7qkKayAfKJaKXjOwfwSBEXeiFXL5BwTGcnUuQLkfiO6vSR7Ir52gj+V2vG0iu3UhpEsSQBnizyYgZlCEehQZdygiVLlEGYU/VXiLuIIyxVtFkVgjl/8qKpFQvmWaF0Y+atSzBRBhyCHDgGJjgHFrgGFVAFGDyBF/AOPrRn7VX71L4mrUvadOYA/JH2/QPxbaco</latexit>

x ⌘ 83 (mod 15) ⌘ 512 (mod 15) ⌘ 2 (mod 15)



                           

Example: We have the keys  
and encrypt  by computing:

<latexit sha1_base64="Uup7aXcJ5IBt0OfDOiikBBjg58E=">AAAB6nicbZDLSgMxFIbP1Fsdb1WXboJFcFVmClY3xaIblxXtBdqhZNJMG5rJDElGLEMfwY0LRVzqu7h3I76N6WWhrT8EPv7/HHLO8WPOlHacbyuztLyyupZdtzc2t7Z3crt7dRUlktAaiXgkmz5WlDNBa5ppTpuxpDj0OW34g8tx3rijUrFI3OphTL0Q9wQLGMHaWDf35WInl3cKzkRoEdwZ5M8/7HL89mVXO7nPdjciSUiFJhwr1XKdWHsplpoRTkd2O1E0xmSAe7RlUOCQKi+djDpCR8bpoiCS5gmNJu7vjhSHSg1D31SGWPfVfDY2/8taiQ7OvJSJONFUkOlHQcKRjtB4b9RlkhLNhwYwkczMikgfS0y0uY5tjuDOr7wI9WLBLRVOrt185QKmysIBHMIxuHAKFbiCKtSAQA8e4AmeLW49Wi/W67Q0Y8169uGPrPcfPKGQxw==</latexit>

x = 2

so the encrypted message is          .

Encryption:
Decryption:

<latexit sha1_base64="wDGXfOb+lIvxCbFncT41tUmqtcw=">AAAB9XicbVDLSgNBEOyNrxhfUY+KDAbBQwi7hqiXQNCLxwTMA5I1zE4myZDZ2WVmVgkhR//BiwdFvHrNd3jzG/wJJ4+DJhY0FFXddHd5IWdK2/aXFVtaXlldi68nNja3tneSu3sVFUSS0DIJeCBrHlaUM0HLmmlOa6Gk2Pc4rXq967FfvadSsUDc6n5IXR93BGszgrWR7kTeyaWRzGfTSOWzzWTKztgToEXizEiqcDgqfT8ejYrN5GejFZDIp0ITjpWqO3ao3QGWmhFOh4lGpGiISQ93aN1QgX2q3MHk6iE6MUoLtQNpSmg0UX9PDLCvVN/3TKePdVfNe2PxP68e6falO2AijDQVZLqoHXGkAzSOALWYpETzviGYSGZuRaSLJSbaBJUwITjzLy+SylnGOc/kSk6qcAVTxOEAjuEUHLiAAtxAEcpAQMITvMCr9WA9W2/W+7Q1Zs1m9uEPrI8fSyKUJg==</latexit>

n = 15, r = 3, s = 3

<latexit sha1_base64="KTxQGLHzPUc8TFpgZlg521AWAzw=">AAACEnicbZDLSsNAFIYn9VbrLerSzdAiKEJJKtUug25cVrAXaGKZTKbt0MnFmUkhhD6Dm76KGxeKuHXlrm/j9CJq6w8DP985hzPndyNGhTSMsZZZWV1b38hu5ra2d3b39P2DughjjkkNhyzkTRcJwmhAapJKRpoRJ8h3GWm4/etJvTEgXNAwuJNJRBwfdQPaoRhJhdr6aQJt8hDTASzdn0M78kMvNcvDb1j5QW29YBSNqeCyMeemYOXts9HYSqpt/dP2Qhz7JJCYISFaphFJJ0VcUszIMGfHgkQI91GXtJQNkE+Ek05PGsJjRTzYCbl6gYRT+nsiRb4Qie+qTh/JnlisTeB/tVYsOxUnpUEUSxLg2aJOzKAM4SQf6FFOsGSJMghzqv4KcQ9xhKVKMadCMBdPXjb1UtG8KJZvzYJ1BWbKgiOQByfABJfAAjegCmoAg0fwBF7AqzbSnrU37X3WmtHmM4fgj7SPLwMzn28=</latexit>

y ⌘ 23 (mod 15) ⌘ 8 (mod 15)

<latexit sha1_base64="Qu00ImkjduNFupm3DPJc1xVayL4=">AAAB7HicbZDLSsNAFIZPvNZ6q7pUZLAIrkoiqN0IRTcuWzBtoQ1lMp20QyeTMDMRQujStRsXirj1Gfoc7nwGX8LpZaGtPwx8/P85zDnHjzlT2ra/rKXlldW19dxGfnNre2e3sLdfV1EiCXVJxCPZ9LGinAnqaqY5bcaS4tDntOEPbsd544FKxSJxr9OYeiHuCRYwgrWx3BRdo3KnULRL9kRoEZwZFCtHo9r34/Go2il8trsRSUIqNOFYqZZjx9rLsNSMcDrMtxNFY0wGuEdbBgUOqfKyybBDdGqcLgoiaZ7QaOL+7shwqFQa+qYyxLqv5rOx+V/WSnRQ9jIm4kRTQaYfBQlHOkLjzVGXSUo0Tw1gIpmZFZE+lphoc5+8OYIzv/Ii1M9LzmXpouYUKzcwVQ4O4QTOwIErqMAdVMEFAgye4AVeLWE9W2/W+7R0yZr1HMAfWR8/gTiRjA==</latexit>

y = 8

To decrypt, we compute 

<latexit sha1_base64="EhJcIZ0Ay1dbhb04Wl/bOcYTG8k=">AAAB63icbZDLSsNAFIZP6q3GW9Wlm8EiuCpJwcumWHTjsoK9QBvKZDpph04mYWYiltBXcONCEXfis7h3I76Nk7YLbf1h4OP/z2HOOX7MmdKO823llpZXVtfy6/bG5tb2TmF3r6GiRBJaJxGPZMvHinImaF0zzWkrlhSHPqdNf3iV5c07KhWLxK0exdQLcV+wgBGsM+seVcrdQtEpOROhRXBnULz4sCvx25dd6xY+O72IJCEVmnCsVNt1Yu2lWGpGOB3bnUTRGJMh7tO2QYFDqrx0MusYHRmnh4JImic0mri/O1IcKjUKfVMZYj1Q81lm/pe1Ex2ceykTcaKpINOPgoQjHaFscdRjkhLNRwYwkczMisgAS0y0OY9tjuDOr7wIjXLJPS2d3LjF6iVMlYcDOIRjcOEMqnANNagDgQE8wBM8W6H1aL1Yr9PSnDXr2Yc/st5/AJLBkPE=</latexit>

x = 2This gives which is the message, so it works!

<latexit sha1_base64="sfYlOKMrVhPaat4ZtMbDsr2MeQc=">AAACJ3icbZDLSsNAFIYnXmu9RV26GVoEQShJpdqVBN24rGAv0NQymUzaoZOLM5NiCH0LH8GNr+JGUBG79E2cXoTa+sPAz3fO4cz5nYhRIQ1jqC0tr6yurWc2sptb2zu7+t5+TYQxx6SKQxbyhoMEYTQgVUklI42IE+Q7jNSd3tWoXu8TLmgY3MokIi0fdQLqUYykQm394gHa5D6mfVi+O4V25IduapYGv7BkFhfhDGrreaNgjAUXjTk1eStnnzwOraTS1t9sN8SxTwKJGRKiaRqRbKWIS4oZGWTtWJAI4R7qkKayAfKJaKXjOwfwSBEXeiFXL5BwTGcnUuQLkfiO6vSR7Ir52gj+V2vG0iu3UhpEsSQBnizyYgZlCEehQZdygiVLlEGYU/VXiLuIIyxVtFkVgjl/8qKpFQvmWaF0Y+atSzBRBhyCHDgGJjgHFrgGFVAFGDyBF/AOPrRn7VX71L4mrUvadOYA/JH2/QPxbaco</latexit>

x ⌘ 83 (mod 15) ⌘ 512 (mod 15) ⌘ 2 (mod 15)



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)



Prime numbers: a positive integer is a prime 
number if the only integers that divide it (with no 
remainder) is itself and 1. 

Prime numbers

Example: 2 is a prime number 
             3 is a prime number 

  4 is not a prime number 
  5 is a prime number 
 

<latexit sha1_base64="YskZAad1rN43TPfp35T6pIed8Xg=">AAAB7XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZQV7gXYomUzaxmaSIckUytB3cONCETcufBT3bsS3MW1daOsPgY//P4ecc8KEM20878vJLSwuLa/kV9219Y3NrcL2Tk3LVBFaJZJL1QixppwJWjXMcNpIFMVxyGk97F+N8/qAKs2kuDXDhAYx7grWYQQba9Vag0ga3S4UvZI3EZoH/weKF+/uefL66VbahY9WJEkaU2EIx1o3fS8xQYaVYYTTkdtKNU0w6eMubVoUOKY6yCbTjtCBdSLUkco+YdDE/d2R4VjrYRzayhibnp7NxuZ/WTM1nbMgYyJJDRVk+lEn5chINF4dRUxRYvjQAiaK2VkR6WGFibEHcu0R/NmV56F2VPJPSsc3frF8CVPlYQ/24RB8OIUyXEMFqkDgDu7hEZ4c6Tw4z87LtDTn/PTswh85b98ulZKK</latexit>...



Prime numbers: a positive integer is a prime 
number if the only integers that divide it (with no 
remainder) is itself and 1. 

Prime numbers

Example: 2 is a prime number 
             3 is a prime number 

  4 is not a prime number 
  5 is a prime number 
 

<latexit sha1_base64="YskZAad1rN43TPfp35T6pIed8Xg=">AAAB7XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZQV7gXYomUzaxmaSIckUytB3cONCETcufBT3bsS3MW1daOsPgY//P4ecc8KEM20878vJLSwuLa/kV9219Y3NrcL2Tk3LVBFaJZJL1QixppwJWjXMcNpIFMVxyGk97F+N8/qAKs2kuDXDhAYx7grWYQQba9Vag0ga3S4UvZI3EZoH/weKF+/uefL66VbahY9WJEkaU2EIx1o3fS8xQYaVYYTTkdtKNU0w6eMubVoUOKY6yCbTjtCBdSLUkco+YdDE/d2R4VjrYRzayhibnp7NxuZ/WTM1nbMgYyJJDRVk+lEn5chINF4dRUxRYvjQAiaK2VkR6WGFibEHcu0R/NmV56F2VPJPSsc3frF8CVPlYQ/24RB8OIUyXEMFqkDgDu7hEZ4c6Tw4z87LtDTn/PTswh85b98ulZKK</latexit>...



Prime factorization: every positive integer has a 
unique factorization into prime numbers 

Examples: 77 = 7 x 11, 120 = 2 x 2 x 2 x 3 x 5

Prime factorization



Prime factorization: every positive integer has a 
unique factorization into prime numbers 

Examples: 77 = 7 x 11, 120 = 2 x 2 x 2 x 3 x 5

Prime factorization



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

Example: 
1. Choose            and  
2. Choose  
3. Choose    as any number that has no prime factors in 

common with                                  . 
8 has the prime factorization  so its only       
prime factor is 2. We can therefore choose e.g.  

4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="3YwopziarjThuu5SXCs9MrSmbUU=">AAAB/3icbZDLSgMxFIbPeG3rbVRw4yZYBFdlpqB2IxTduKxgL9iWkkkzbWgmMyQZsYxd+Bhu3bhQ1K2v4c6n0fQiaOsPgY//nMM5+b2IM6Ud59Oam19YXFpOpTMrq2vrG/bmVkWFsSS0TEIeypqHFeVM0LJmmtNaJCkOPE6rXu9sWK9eU6lYKC51P6LNAHcE8xnB2lgte6eATlC+oVlAFcqjH2jZWSfnjIRmwZ1AtpiO7q9eb75KLfuj0Q5JHFChCcdK1V0n0s0ES80Ip4NMI1Y0wqSHO7RuUGCzppmM7h+gfeO0kR9K84RGI/f3RIIDpfqBZzoDrLtqujY0/6vVY+0XmgkTUaypIONFfsyRDtEwDNRmkhLN+wYwkczcikgXS0y0iSxjQnCnvzwLlXzOPcodXrjZ4imMlYJd2IMDcOEYinAOJSgDgVt4gCd4tu6sR+vFehu3zlmTmW34I+v9GyvVmAc=</latexit>

8 = 2⇥ 2⇥ 2
<latexit sha1_base64="Ymapphxpk0xi3O59ptji116YhK0=">AAAB7HicbZDLSsNAFIZP6q3GW9Wlm8EiuCqJUnVTLLpxWcG0hTaUyXTSDp1MwsxEKKHP4MaFIq4EX8W9G/FtnF4W2vrDwMf/n8Occ4KEM6Ud59vKLS2vrK7l1+2Nza3tncLuXl3FqSTUIzGPZTPAinImqKeZ5rSZSIqjgNNGMLge5417KhWLxZ0eJtSPcE+wkBGsjeVJVEGnnULRKTkToUVwZ1C8/LAryduXXesUPtvdmKQRFZpwrFTLdRLtZ1hqRjgd2e1U0QSTAe7RlkGBI6r8bDLsCB0Zp4vCWJonNJq4vzsyHCk1jAJTGWHdV/PZ2Pwva6U6vPAzJpJUU0GmH4UpRzpG481Rl0lKNB8awEQyMysifSwx0eY+tjmCO7/yItRPSu5ZqXzrFqtXMFUeDuAQjsGFc6jCDdTAAwIMHuAJni1hPVov1uu0NGfNevbhj6z3H+F0kRY=</latexit>

r = 3
<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="Jr+j8WlN/EnV4W7Zd+5ITs+g/Hg=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmKl42QtGNyxacttAOJZNm2tBMZkgyQhm6dO3GhSJufYY+hzufwZcwvSy09YfAx/+fQ845fsyZ0rb9ZWWWlldW17LruY3Nre2d/O5eTUWJJNQlEY9kw8eKciaoq5nmtBFLikOf07rfvx3n9QcqFYvEvR7E1AtxV7CAEayN5cboGp218wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOrryUiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWqlonNRPK86hfINTJWFAziGU3DgEspwBxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB2vckX4=</latexit>

p = 3
<latexit sha1_base64="RY0ccNqhtR9Okd9Mtzc8+Q+UgdM=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmhKoboejGZQtOW2iHkkkzbWgmMyYZoQxdunbjQhG3PkOfw53P4EuYXhba+kPg4//PIeccP+ZMadv+sjJLyyura9n13Mbm1vZOfnevpqJEEuqSiEey4WNFORPU1Uxz2oglxaHPad3v34zz+gOVikXiTg9i6oW4K1jACNbGcu/RFSq18wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOLr2UiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWpnRee8WKo6hfI1TJWFAziGU3DgAspwCxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB3BskYE=</latexit>

q = 5
<latexit sha1_base64="6h74iid4gKIxo8h4gslwttmnfhU=">AAAB/HicbVDLSgMxFM3UV62v0S4VCRbBVZkRqm6EohuXLdgHtEPJpGkbmsmMyR1hKHXnd7hxoYhb6Xe48xv8CdPHQlsPBM49517uzfEjwTU4zpeVWlpeWV1Lr2c2Nre2d+zdvaoOY0VZhYYiVHWfaCa4ZBXgIFg9UowEvmA1v3899mv3TGkeyltIIuYFpCt5h1MCRmrZWYkvcYSbwAOm8Z0p3ELLzjl5ZwK8SNwZyRUPRuXvx8NRqWV/NtshjQMmgQqidcN1IvAGRAGngg0zzViziNA+6bKGoZKYXd5gcvwQHxuljTuhMk8Cnqi/JwYk0DoJfNMZEOjpeW8s/uc1YuhceAMuoxiYpNNFnVhgCPE4CdzmilEQiSGEKm5uxbRHFKFg8sqYENz5Ly+S6mnePcsXym6ueIWmSKN9dIROkIvOURHdoBKqIIoS9IRe0Kv1YD1bb9b7tDVlzWay6A+sjx+fnZaI</latexit>

n = p⇥ q = 15

<latexit sha1_base64="SgxBsLRJ4uwv47ziM4c7IOQci3g=">AAAB/XicbZDLSsNAFIYn9VbrLV52boYWoSKWRFC7EYJuXFawF2hCmUwndehkEmcmQgzFl/AB3LhQxK3v4a5v4/Sy0NYfBj7+cw7nzO/HjEplWUMjt7C4tLySXy2srW9sbpnbOw0ZJQKTOo5YJFo+koRRTuqKKkZasSAo9Blp+v2rUb35QISkEb9VaUy8EPU4DShGSlsdc68cH9uHrqIhkeV7jfACVjtmyapYY8F5sKdQcoru0fPQSWsd89vtRjgJCVeYISnbthUrL0NCUczIoOAmksQI91GPtDVypLd52fj6ATzQThcGkdCPKzh2f09kKJQyDX3dGSJ1J2drI/O/WjtRQdXLKI8TRTieLAoSBlUER1HALhUEK5ZqQFhQfSvEd0ggrHRgBR2CPfvleWicVOyzyumNXXIuwUR5sA+KoAxscA4ccA1qoA4weAQv4A28G0/Gq/FhfE5ac8Z0Zhf8kfH1A/5Zlfs=</latexit>

(p� 1)⇥ (q � 1) = 8



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

Example: 
1. Choose            and  
2. Choose  
3. Choose    as any number that has no prime factors in 

common with                                  . 
8 has the prime factorization  so its only       
prime factor is 2. We can therefore choose e.g.  

4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="3YwopziarjThuu5SXCs9MrSmbUU=">AAAB/3icbZDLSgMxFIbPeG3rbVRw4yZYBFdlpqB2IxTduKxgL9iWkkkzbWgmMyQZsYxd+Bhu3bhQ1K2v4c6n0fQiaOsPgY//nMM5+b2IM6Ud59Oam19YXFpOpTMrq2vrG/bmVkWFsSS0TEIeypqHFeVM0LJmmtNaJCkOPE6rXu9sWK9eU6lYKC51P6LNAHcE8xnB2lgte6eATlC+oVlAFcqjH2jZWSfnjIRmwZ1AtpiO7q9eb75KLfuj0Q5JHFChCcdK1V0n0s0ES80Ip4NMI1Y0wqSHO7RuUGCzppmM7h+gfeO0kR9K84RGI/f3RIIDpfqBZzoDrLtqujY0/6vVY+0XmgkTUaypIONFfsyRDtEwDNRmkhLN+wYwkczcikgXS0y0iSxjQnCnvzwLlXzOPcodXrjZ4imMlYJd2IMDcOEYinAOJSgDgVt4gCd4tu6sR+vFehu3zlmTmW34I+v9GyvVmAc=</latexit>

8 = 2⇥ 2⇥ 2
<latexit sha1_base64="Ymapphxpk0xi3O59ptji116YhK0=">AAAB7HicbZDLSsNAFIZP6q3GW9Wlm8EiuCqJUnVTLLpxWcG0hTaUyXTSDp1MwsxEKKHP4MaFIq4EX8W9G/FtnF4W2vrDwMf/n8Occ4KEM6Ud59vKLS2vrK7l1+2Nza3tncLuXl3FqSTUIzGPZTPAinImqKeZ5rSZSIqjgNNGMLge5417KhWLxZ0eJtSPcE+wkBGsjeVJVEGnnULRKTkToUVwZ1C8/LAryduXXesUPtvdmKQRFZpwrFTLdRLtZ1hqRjgd2e1U0QSTAe7RlkGBI6r8bDLsCB0Zp4vCWJonNJq4vzsyHCk1jAJTGWHdV/PZ2Pwva6U6vPAzJpJUU0GmH4UpRzpG481Rl0lKNB8awEQyMysifSwx0eY+tjmCO7/yItRPSu5ZqXzrFqtXMFUeDuAQjsGFc6jCDdTAAwIMHuAJni1hPVov1uu0NGfNevbhj6z3H+F0kRY=</latexit>

r = 3
<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="Jr+j8WlN/EnV4W7Zd+5ITs+g/Hg=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmKl42QtGNyxacttAOJZNm2tBMZkgyQhm6dO3GhSJufYY+hzufwZcwvSy09YfAx/+fQ845fsyZ0rb9ZWWWlldW17LruY3Nre2d/O5eTUWJJNQlEY9kw8eKciaoq5nmtBFLikOf07rfvx3n9QcqFYvEvR7E1AtxV7CAEayN5cboGp218wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOrryUiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWqlonNRPK86hfINTJWFAziGU3DgEspwBxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB2vckX4=</latexit>

p = 3
<latexit sha1_base64="RY0ccNqhtR9Okd9Mtzc8+Q+UgdM=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmhKoboejGZQtOW2iHkkkzbWgmMyYZoQxdunbjQhG3PkOfw53P4EuYXhba+kPg4//PIeccP+ZMadv+sjJLyyura9n13Mbm1vZOfnevpqJEEuqSiEey4WNFORPU1Uxz2oglxaHPad3v34zz+gOVikXiTg9i6oW4K1jACNbGcu/RFSq18wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOLr2UiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWpnRee8WKo6hfI1TJWFAziGU3DgAspwCxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB3BskYE=</latexit>

q = 5
<latexit sha1_base64="6h74iid4gKIxo8h4gslwttmnfhU=">AAAB/HicbVDLSgMxFM3UV62v0S4VCRbBVZkRqm6EohuXLdgHtEPJpGkbmsmMyR1hKHXnd7hxoYhb6Xe48xv8CdPHQlsPBM49517uzfEjwTU4zpeVWlpeWV1Lr2c2Nre2d+zdvaoOY0VZhYYiVHWfaCa4ZBXgIFg9UowEvmA1v3899mv3TGkeyltIIuYFpCt5h1MCRmrZWYkvcYSbwAOm8Z0p3ELLzjl5ZwK8SNwZyRUPRuXvx8NRqWV/NtshjQMmgQqidcN1IvAGRAGngg0zzViziNA+6bKGoZKYXd5gcvwQHxuljTuhMk8Cnqi/JwYk0DoJfNMZEOjpeW8s/uc1YuhceAMuoxiYpNNFnVhgCPE4CdzmilEQiSGEKm5uxbRHFKFg8sqYENz5Ly+S6mnePcsXym6ueIWmSKN9dIROkIvOURHdoBKqIIoS9IRe0Kv1YD1bb9b7tDVlzWay6A+sjx+fnZaI</latexit>

n = p⇥ q = 15

<latexit sha1_base64="SgxBsLRJ4uwv47ziM4c7IOQci3g=">AAAB/XicbZDLSsNAFIYn9VbrLV52boYWoSKWRFC7EYJuXFawF2hCmUwndehkEmcmQgzFl/AB3LhQxK3v4a5v4/Sy0NYfBj7+cw7nzO/HjEplWUMjt7C4tLySXy2srW9sbpnbOw0ZJQKTOo5YJFo+koRRTuqKKkZasSAo9Blp+v2rUb35QISkEb9VaUy8EPU4DShGSlsdc68cH9uHrqIhkeV7jfACVjtmyapYY8F5sKdQcoru0fPQSWsd89vtRjgJCVeYISnbthUrL0NCUczIoOAmksQI91GPtDVypLd52fj6ATzQThcGkdCPKzh2f09kKJQyDX3dGSJ1J2drI/O/WjtRQdXLKI8TRTieLAoSBlUER1HALhUEK5ZqQFhQfSvEd0ggrHRgBR2CPfvleWicVOyzyumNXXIuwUR5sA+KoAxscA4ccA1qoA4weAQv4A28G0/Gq/FhfE5ac8Z0Zhf8kfH1A/5Zlfs=</latexit>

(p� 1)⇥ (q � 1) = 8



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

Example: 
1. Choose            and  
2. Choose  
3. Choose    as any number that has no prime factors in 

common with                                  . 
8 has the prime factorization  so its only       
prime factor is 2. We can therefore choose e.g.  

4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="3YwopziarjThuu5SXCs9MrSmbUU=">AAAB/3icbZDLSgMxFIbPeG3rbVRw4yZYBFdlpqB2IxTduKxgL9iWkkkzbWgmMyQZsYxd+Bhu3bhQ1K2v4c6n0fQiaOsPgY//nMM5+b2IM6Ud59Oam19YXFpOpTMrq2vrG/bmVkWFsSS0TEIeypqHFeVM0LJmmtNaJCkOPE6rXu9sWK9eU6lYKC51P6LNAHcE8xnB2lgte6eATlC+oVlAFcqjH2jZWSfnjIRmwZ1AtpiO7q9eb75KLfuj0Q5JHFChCcdK1V0n0s0ES80Ip4NMI1Y0wqSHO7RuUGCzppmM7h+gfeO0kR9K84RGI/f3RIIDpfqBZzoDrLtqujY0/6vVY+0XmgkTUaypIONFfsyRDtEwDNRmkhLN+wYwkczcikgXS0y0iSxjQnCnvzwLlXzOPcodXrjZ4imMlYJd2IMDcOEYinAOJSgDgVt4gCd4tu6sR+vFehu3zlmTmW34I+v9GyvVmAc=</latexit>

8 = 2⇥ 2⇥ 2
<latexit sha1_base64="Ymapphxpk0xi3O59ptji116YhK0=">AAAB7HicbZDLSsNAFIZP6q3GW9Wlm8EiuCqJUnVTLLpxWcG0hTaUyXTSDp1MwsxEKKHP4MaFIq4EX8W9G/FtnF4W2vrDwMf/n8Occ4KEM6Ud59vKLS2vrK7l1+2Nza3tncLuXl3FqSTUIzGPZTPAinImqKeZ5rSZSIqjgNNGMLge5417KhWLxZ0eJtSPcE+wkBGsjeVJVEGnnULRKTkToUVwZ1C8/LAryduXXesUPtvdmKQRFZpwrFTLdRLtZ1hqRjgd2e1U0QSTAe7RlkGBI6r8bDLsCB0Zp4vCWJonNJq4vzsyHCk1jAJTGWHdV/PZ2Pwva6U6vPAzJpJUU0GmH4UpRzpG481Rl0lKNB8awEQyMysifSwx0eY+tjmCO7/yItRPSu5ZqXzrFqtXMFUeDuAQjsGFc6jCDdTAAwIMHuAJni1hPVov1uu0NGfNevbhj6z3H+F0kRY=</latexit>

r = 3
<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="Jr+j8WlN/EnV4W7Zd+5ITs+g/Hg=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmKl42QtGNyxacttAOJZNm2tBMZkgyQhm6dO3GhSJufYY+hzufwZcwvSy09YfAx/+fQ845fsyZ0rb9ZWWWlldW17LruY3Nre2d/O5eTUWJJNQlEY9kw8eKciaoq5nmtBFLikOf07rfvx3n9QcqFYvEvR7E1AtxV7CAEayN5cboGp218wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOrryUiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWqlonNRPK86hfINTJWFAziGU3DgEspwBxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB2vckX4=</latexit>

p = 3
<latexit sha1_base64="RY0ccNqhtR9Okd9Mtzc8+Q+UgdM=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmhKoboejGZQtOW2iHkkkzbWgmMyYZoQxdunbjQhG3PkOfw53P4EuYXhba+kPg4//PIeccP+ZMadv+sjJLyyura9n13Mbm1vZOfnevpqJEEuqSiEey4WNFORPU1Uxz2oglxaHPad3v34zz+gOVikXiTg9i6oW4K1jACNbGcu/RFSq18wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOLr2UiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWpnRee8WKo6hfI1TJWFAziGU3DgAspwCxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB3BskYE=</latexit>

q = 5
<latexit sha1_base64="6h74iid4gKIxo8h4gslwttmnfhU=">AAAB/HicbVDLSgMxFM3UV62v0S4VCRbBVZkRqm6EohuXLdgHtEPJpGkbmsmMyR1hKHXnd7hxoYhb6Xe48xv8CdPHQlsPBM49517uzfEjwTU4zpeVWlpeWV1Lr2c2Nre2d+zdvaoOY0VZhYYiVHWfaCa4ZBXgIFg9UowEvmA1v3899mv3TGkeyltIIuYFpCt5h1MCRmrZWYkvcYSbwAOm8Z0p3ELLzjl5ZwK8SNwZyRUPRuXvx8NRqWV/NtshjQMmgQqidcN1IvAGRAGngg0zzViziNA+6bKGoZKYXd5gcvwQHxuljTuhMk8Cnqi/JwYk0DoJfNMZEOjpeW8s/uc1YuhceAMuoxiYpNNFnVhgCPE4CdzmilEQiSGEKm5uxbRHFKFg8sqYENz5Ly+S6mnePcsXym6ueIWmSKN9dIROkIvOURHdoBKqIIoS9IRe0Kv1YD1bb9b7tDVlzWay6A+sjx+fnZaI</latexit>

n = p⇥ q = 15

<latexit sha1_base64="SgxBsLRJ4uwv47ziM4c7IOQci3g=">AAAB/XicbZDLSsNAFIYn9VbrLV52boYWoSKWRFC7EYJuXFawF2hCmUwndehkEmcmQgzFl/AB3LhQxK3v4a5v4/Sy0NYfBj7+cw7nzO/HjEplWUMjt7C4tLySXy2srW9sbpnbOw0ZJQKTOo5YJFo+koRRTuqKKkZasSAo9Blp+v2rUb35QISkEb9VaUy8EPU4DShGSlsdc68cH9uHrqIhkeV7jfACVjtmyapYY8F5sKdQcoru0fPQSWsd89vtRjgJCVeYISnbthUrL0NCUczIoOAmksQI91GPtDVypLd52fj6ATzQThcGkdCPKzh2f09kKJQyDX3dGSJ1J2drI/O/WjtRQdXLKI8TRTieLAoSBlUER1HALhUEK5ZqQFhQfSvEd0ggrHRgBR2CPfvleWicVOyzyumNXXIuwUR5sA+KoAxscA4ccA1qoA4weAQv4A28G0/Gq/FhfE5ac8Z0Zhf8kfH1A/5Zlfs=</latexit>

(p� 1)⇥ (q � 1) = 8



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

Example: 
1. Choose            and  
2. Choose  
3. Choose    as any number that has no prime factors in 

common with                                  . 
8 has the prime factorization  so its only       
prime factor is 2. We can therefore choose e.g.  

4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="3YwopziarjThuu5SXCs9MrSmbUU=">AAAB/3icbZDLSgMxFIbPeG3rbVRw4yZYBFdlpqB2IxTduKxgL9iWkkkzbWgmMyQZsYxd+Bhu3bhQ1K2v4c6n0fQiaOsPgY//nMM5+b2IM6Ud59Oam19YXFpOpTMrq2vrG/bmVkWFsSS0TEIeypqHFeVM0LJmmtNaJCkOPE6rXu9sWK9eU6lYKC51P6LNAHcE8xnB2lgte6eATlC+oVlAFcqjH2jZWSfnjIRmwZ1AtpiO7q9eb75KLfuj0Q5JHFChCcdK1V0n0s0ES80Ip4NMI1Y0wqSHO7RuUGCzppmM7h+gfeO0kR9K84RGI/f3RIIDpfqBZzoDrLtqujY0/6vVY+0XmgkTUaypIONFfsyRDtEwDNRmkhLN+wYwkczcikgXS0y0iSxjQnCnvzwLlXzOPcodXrjZ4imMlYJd2IMDcOEYinAOJSgDgVt4gCd4tu6sR+vFehu3zlmTmW34I+v9GyvVmAc=</latexit>

8 = 2⇥ 2⇥ 2
<latexit sha1_base64="Ymapphxpk0xi3O59ptji116YhK0=">AAAB7HicbZDLSsNAFIZP6q3GW9Wlm8EiuCqJUnVTLLpxWcG0hTaUyXTSDp1MwsxEKKHP4MaFIq4EX8W9G/FtnF4W2vrDwMf/n8Occ4KEM6Ud59vKLS2vrK7l1+2Nza3tncLuXl3FqSTUIzGPZTPAinImqKeZ5rSZSIqjgNNGMLge5417KhWLxZ0eJtSPcE+wkBGsjeVJVEGnnULRKTkToUVwZ1C8/LAryduXXesUPtvdmKQRFZpwrFTLdRLtZ1hqRjgd2e1U0QSTAe7RlkGBI6r8bDLsCB0Zp4vCWJonNJq4vzsyHCk1jAJTGWHdV/PZ2Pwva6U6vPAzJpJUU0GmH4UpRzpG481Rl0lKNB8awEQyMysifSwx0eY+tjmCO7/yItRPSu5ZqXzrFqtXMFUeDuAQjsGFc6jCDdTAAwIMHuAJni1hPVov1uu0NGfNevbhj6z3H+F0kRY=</latexit>

r = 3
<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="Jr+j8WlN/EnV4W7Zd+5ITs+g/Hg=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmKl42QtGNyxacttAOJZNm2tBMZkgyQhm6dO3GhSJufYY+hzufwZcwvSy09YfAx/+fQ845fsyZ0rb9ZWWWlldW17LruY3Nre2d/O5eTUWJJNQlEY9kw8eKciaoq5nmtBFLikOf07rfvx3n9QcqFYvEvR7E1AtxV7CAEayN5cboGp218wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOrryUiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWqlonNRPK86hfINTJWFAziGU3DgEspwBxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB2vckX4=</latexit>

p = 3
<latexit sha1_base64="RY0ccNqhtR9Okd9Mtzc8+Q+UgdM=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmhKoboejGZQtOW2iHkkkzbWgmMyYZoQxdunbjQhG3PkOfw53P4EuYXhba+kPg4//PIeccP+ZMadv+sjJLyyura9n13Mbm1vZOfnevpqJEEuqSiEey4WNFORPU1Uxz2oglxaHPad3v34zz+gOVikXiTg9i6oW4K1jACNbGcu/RFSq18wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOLr2UiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWpnRee8WKo6hfI1TJWFAziGU3DgAspwCxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB3BskYE=</latexit>

q = 5
<latexit sha1_base64="6h74iid4gKIxo8h4gslwttmnfhU=">AAAB/HicbVDLSgMxFM3UV62v0S4VCRbBVZkRqm6EohuXLdgHtEPJpGkbmsmMyR1hKHXnd7hxoYhb6Xe48xv8CdPHQlsPBM49517uzfEjwTU4zpeVWlpeWV1Lr2c2Nre2d+zdvaoOY0VZhYYiVHWfaCa4ZBXgIFg9UowEvmA1v3899mv3TGkeyltIIuYFpCt5h1MCRmrZWYkvcYSbwAOm8Z0p3ELLzjl5ZwK8SNwZyRUPRuXvx8NRqWV/NtshjQMmgQqidcN1IvAGRAGngg0zzViziNA+6bKGoZKYXd5gcvwQHxuljTuhMk8Cnqi/JwYk0DoJfNMZEOjpeW8s/uc1YuhceAMuoxiYpNNFnVhgCPE4CdzmilEQiSGEKm5uxbRHFKFg8sqYENz5Ly+S6mnePcsXym6ueIWmSKN9dIROkIvOURHdoBKqIIoS9IRe0Kv1YD1bb9b7tDVlzWay6A+sjx+fnZaI</latexit>

n = p⇥ q = 15

<latexit sha1_base64="SgxBsLRJ4uwv47ziM4c7IOQci3g=">AAAB/XicbZDLSsNAFIYn9VbrLV52boYWoSKWRFC7EYJuXFawF2hCmUwndehkEmcmQgzFl/AB3LhQxK3v4a5v4/Sy0NYfBj7+cw7nzO/HjEplWUMjt7C4tLySXy2srW9sbpnbOw0ZJQKTOo5YJFo+koRRTuqKKkZasSAo9Blp+v2rUb35QISkEb9VaUy8EPU4DShGSlsdc68cH9uHrqIhkeV7jfACVjtmyapYY8F5sKdQcoru0fPQSWsd89vtRjgJCVeYISnbthUrL0NCUczIoOAmksQI91GPtDVypLd52fj6ATzQThcGkdCPKzh2f09kKJQyDX3dGSJ1J2drI/O/WjtRQdXLKI8TRTieLAoSBlUER1HALhUEK5ZqQFhQfSvEd0ggrHRgBR2CPfvleWicVOyzyumNXXIuwUR5sA+KoAxscA4ccA1qoA4weAQv4A28G0/Gq/FhfE5ac8Z0Zhf8kfH1A/5Zlfs=</latexit>

(p� 1)⇥ (q � 1) = 8



How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

Example: 
1. Choose            and  
2. Choose  
3. Choose    as any number that has no prime factors in 

common with                                  . 
8 has the prime factorization  so its only       
prime factor is 2. We can therefore choose e.g.  

4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="3YwopziarjThuu5SXCs9MrSmbUU=">AAAB/3icbZDLSgMxFIbPeG3rbVRw4yZYBFdlpqB2IxTduKxgL9iWkkkzbWgmMyQZsYxd+Bhu3bhQ1K2v4c6n0fQiaOsPgY//nMM5+b2IM6Ud59Oam19YXFpOpTMrq2vrG/bmVkWFsSS0TEIeypqHFeVM0LJmmtNaJCkOPE6rXu9sWK9eU6lYKC51P6LNAHcE8xnB2lgte6eATlC+oVlAFcqjH2jZWSfnjIRmwZ1AtpiO7q9eb75KLfuj0Q5JHFChCcdK1V0n0s0ES80Ip4NMI1Y0wqSHO7RuUGCzppmM7h+gfeO0kR9K84RGI/f3RIIDpfqBZzoDrLtqujY0/6vVY+0XmgkTUaypIONFfsyRDtEwDNRmkhLN+wYwkczcikgXS0y0iSxjQnCnvzwLlXzOPcodXrjZ4imMlYJd2IMDcOEYinAOJSgDgVt4gCd4tu6sR+vFehu3zlmTmW34I+v9GyvVmAc=</latexit>

8 = 2⇥ 2⇥ 2
<latexit sha1_base64="Ymapphxpk0xi3O59ptji116YhK0=">AAAB7HicbZDLSsNAFIZP6q3GW9Wlm8EiuCqJUnVTLLpxWcG0hTaUyXTSDp1MwsxEKKHP4MaFIq4EX8W9G/FtnF4W2vrDwMf/n8Occ4KEM6Ud59vKLS2vrK7l1+2Nza3tncLuXl3FqSTUIzGPZTPAinImqKeZ5rSZSIqjgNNGMLge5417KhWLxZ0eJtSPcE+wkBGsjeVJVEGnnULRKTkToUVwZ1C8/LAryduXXesUPtvdmKQRFZpwrFTLdRLtZ1hqRjgd2e1U0QSTAe7RlkGBI6r8bDLsCB0Zp4vCWJonNJq4vzsyHCk1jAJTGWHdV/PZ2Pwva6U6vPAzJpJUU0GmH4UpRzpG481Rl0lKNB8awEQyMysifSwx0eY+tjmCO7/yItRPSu5ZqXzrFqtXMFUeDuAQjsGFc6jCDdTAAwIMHuAJni1hPVov1uu0NGfNevbhj6z3H+F0kRY=</latexit>

r = 3
<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="Jr+j8WlN/EnV4W7Zd+5ITs+g/Hg=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmKl42QtGNyxacttAOJZNm2tBMZkgyQhm6dO3GhSJufYY+hzufwZcwvSy09YfAx/+fQ845fsyZ0rb9ZWWWlldW17LruY3Nre2d/O5eTUWJJNQlEY9kw8eKciaoq5nmtBFLikOf07rfvx3n9QcqFYvEvR7E1AtxV7CAEayN5cboGp218wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOrryUiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWqlonNRPK86hfINTJWFAziGU3DgEspwBxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB2vckX4=</latexit>

p = 3
<latexit sha1_base64="RY0ccNqhtR9Okd9Mtzc8+Q+UgdM=">AAAB7HicbZDLSgMxFIbP1Futt6pLRYJFcFVmhKoboejGZQtOW2iHkkkzbWgmMyYZoQxdunbjQhG3PkOfw53P4EuYXhba+kPg4//PIeccP+ZMadv+sjJLyyura9n13Mbm1vZOfnevpqJEEuqSiEey4WNFORPU1Uxz2oglxaHPad3v34zz+gOVikXiTg9i6oW4K1jACNbGcu/RFSq18wW7aE+EFsGZQaF8OKp+Px6NKu38Z6sTkSSkQhOOlWo6dqy9FEvNCKfDXCtRNMakj7u0aVDgkCovnQw7RCfG6aAgkuYJjSbu744Uh0oNQt9Uhlj31Hw2Nv/LmokOLr2UiTjRVJDpR0HCkY7QeHPUYZISzQcGMJHMzIpID0tMtLlPzhzBmV95EWpnRee8WKo6hfI1TJWFAziGU3DgAspwCxVwgQCDJ3iBV0tYz9ab9T4tzViznn34I+vjB3BskYE=</latexit>

q = 5
<latexit sha1_base64="6h74iid4gKIxo8h4gslwttmnfhU=">AAAB/HicbVDLSgMxFM3UV62v0S4VCRbBVZkRqm6EohuXLdgHtEPJpGkbmsmMyR1hKHXnd7hxoYhb6Xe48xv8CdPHQlsPBM49517uzfEjwTU4zpeVWlpeWV1Lr2c2Nre2d+zdvaoOY0VZhYYiVHWfaCa4ZBXgIFg9UowEvmA1v3899mv3TGkeyltIIuYFpCt5h1MCRmrZWYkvcYSbwAOm8Z0p3ELLzjl5ZwK8SNwZyRUPRuXvx8NRqWV/NtshjQMmgQqidcN1IvAGRAGngg0zzViziNA+6bKGoZKYXd5gcvwQHxuljTuhMk8Cnqi/JwYk0DoJfNMZEOjpeW8s/uc1YuhceAMuoxiYpNNFnVhgCPE4CdzmilEQiSGEKm5uxbRHFKFg8sqYENz5Ly+S6mnePcsXym6ueIWmSKN9dIROkIvOURHdoBKqIIoS9IRe0Kv1YD1bb9b7tDVlzWay6A+sjx+fnZaI</latexit>

n = p⇥ q = 15

<latexit sha1_base64="SgxBsLRJ4uwv47ziM4c7IOQci3g=">AAAB/XicbZDLSsNAFIYn9VbrLV52boYWoSKWRFC7EYJuXFawF2hCmUwndehkEmcmQgzFl/AB3LhQxK3v4a5v4/Sy0NYfBj7+cw7nzO/HjEplWUMjt7C4tLySXy2srW9sbpnbOw0ZJQKTOo5YJFo+koRRTuqKKkZasSAo9Blp+v2rUb35QISkEb9VaUy8EPU4DShGSlsdc68cH9uHrqIhkeV7jfACVjtmyapYY8F5sKdQcoru0fPQSWsd89vtRjgJCVeYISnbthUrL0NCUczIoOAmksQI91GPtDVypLd52fj6ATzQThcGkdCPKzh2f09kKJQyDX3dGSJ1J2drI/O/WjtRQdXLKI8TRTieLAoSBlUER1HALhUEK5ZqQFhQfSvEd0ggrHRgBR2CPfvleWicVOyzyumNXXIuwUR5sA+KoAxscA4ccA1qoA4weAQv4A28G0/Gq/FhfE5ac8Z0Zhf8kfH1A/5Zlfs=</latexit>

(p� 1)⇥ (q � 1) = 8



Key generation in RSA requires two distinct 
primes  and  . To give secure encryption, they 
should be large primes (several hundred digits).

Why does this matter? 
Part of the public key is              which is the 
prime factorization of . Anyone who knows   can 
try to compute this prime factorization. If they 
could do it, they would get their hands on  and    
which lets them compute the secret key , 
breaking the encryption.

<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

Choosing the primes large enough makes it 
computationally infeasible to find  and   from 
knowledge of 

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q
<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n



Key generation in RSA requires two distinct 
primes  and  . To give secure encryption, they 
should be large primes (several hundred digits).

Why does this matter? 
Part of the public key is              which is the 
prime factorization of . Anyone who knows   can 
try to compute this prime factorization. If they 
could do it, they would get their hands on  and    
which lets them compute the secret key , 
breaking the encryption.

<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

Choosing the primes large enough makes it 
computationally infeasible to find  and   from 
knowledge of 

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q
<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n



Key generation in RSA requires two distinct 
primes  and  . To give secure encryption, they 
should be large primes (several hundred digits).

Why does this matter? 
Part of the public key is              which is the 
prime factorization of . Anyone who knows   can 
try to compute this prime factorization. If they 
could do it, they would get their hands on  and    
which lets them compute the secret key , 
breaking the encryption.

<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

Choosing the primes large enough makes it 
computationally infeasible to find  and   from 
knowledge of 

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q
<latexit sha1_base64="zjS+ZYwUl8ZhxeQ3dg4DLNxhJg4=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJFcFVmBC8bsejGZRV7gXYomTTThmaSIckIZegbuHGhiNs+jHs34tuYXhba+kPg4//PIeecMOFMG8/7dnJLyyura/l1d2Nza3unsLtX0zJVhFaJ5FI1QqwpZ4JWDTOcNhJFcRxyWg/7N+O8/kiVZlI8mEFCgxh3BYsYwcZa9wK1C0Wv5E2EFsGfQfHqw71MRl9upV34bHUkSWMqDOFY66bvJSbIsDKMcDp0W6mmCSZ93KVNiwLHVAfZZNIhOrJOB0VS2ScMmri/OzIcaz2IQ1sZY9PT89nY/C9rpia6CDImktRQQaYfRSlHRqLx2qjDFCWGDyxgopidFZEeVpgYexzXHsGfX3kRaicl/6x0eucXy9cwVR4O4BCOwYdzKMMtVKAKBCJ4ghd4dfrOs/PmvE9Lc86sZx/+yBn9AJAJkGQ=</latexit>n



RSA-250 challenge

In 2020, a team of mathematicians made the 
headlines (in the science section) because they 
factored a number with 250 digits. The 
factorization took 2700 CPU years (performed on 
many computers).



In practical RSA schemes,  has 400 or more digits.<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

21403246502407449612644230728393335630
08614715144755017797754920881418023447
14013664334551909580467961099285187247
09145876873962619215573630474547705208
05119056493106687691590019759405693457
45223058932597669747168173806936489469
9871578494975937497937

          =
64135289477071580278790190170577389084
82501474294344720811685963202453234463
02386235987526683477087376619255856946
39798853367

          x
33372027594978156556226010605355114227
94076034476755466678452098702384172921
00370802574486732968818775657189862580
36932062711



If

then

If we need to make multiple modular calculations, 
we can simplify them after each step, so that we 
won’t need to multiply or add numbers bigger than 

. This process of replacing a number with the 
remainder you get when you divide it by n is called 
reduction modulo .  

<latexit sha1_base64="i/XKYhlSp80yz4QrXTcw5JgFRPM=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBC8GHbF1zHoxWNE84BkCbOT3mTI7OwyMyuEJZ/gxYMiXv0ib/6Nk2QPmljQUFR1090VJIJr47rfztLyyuraemGjuLm1vbNb2ttv6DhVDOssFrFqBVSj4BLrhhuBrUQhjQKBzWB4O/GbT6g0j+WjGSXoR7QvecgZNVZ6kKdet1R2K+4UZJF4OSlDjlq39NXpxSyNUBomqNZtz02Mn1FlOBM4LnZSjQllQ9rHtqWSRqj9bHrqmBxbpUfCWNmShkzV3xMZjbQeRYHtjKgZ6HlvIv7ntVMTXvsZl0lqULLZojAVxMRk8jfpcYXMiJEllClubyVsQBVlxqZTtCF48y8vksZZxbusXNyfl6s3eRwFOIQjOAEPrqAKd1CDOjDowzO8wpsjnBfn3fmYtS45+cwB/IHz+QOzq41u</latexit>

n� 1

<latexit sha1_base64="zrAoX5WZl/tVsNb6yPWAMQONjzc=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVZa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB2lGM/A==</latexit>n

and

Some modular arithmetic acrobatics



Examples:



How about                             ?

But          is still a large number

Start by writing 984 as the sum of powers of 2






