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Cryptography - Part 5

Mar. 25, 2025



Which of the following numbers are prime? 

                     2,3,4,5,6,7,8,9,10,200 

For any number that is not prime, write down its prime 
factorization by finding one prime number that divides 
it. Then find a prime number that divides the quotient 
and keep going until the quotient is 1. The prime 
numbers you find in this way is the factorization. 

Recap question:

March 25, 2025



2,3,5,7 are prime. The prime factorizations of the other 
numbers are: 

 
 

 

<latexit sha1_base64="LYS4qrZanP+b3m5s+85WaAOVFpI=">AAAB9XicbVDJSgNBEK2JW4xb1KOXxiB4CjMhLhch6MVjBLNAMoaeTk/SpGehu0YJQ/7DiwdFvPov3vwbO8kcNPFBweO9KqrqebEUGm3728qtrK6tb+Q3C1vbO7t7xf2Dpo4SxXiDRTJSbY9qLkXIGyhQ8nasOA08yVve6Gbqtx650iIK73Ecczegg1D4glE00kOVXJEK6aIIuCaVXrFkl+0ZyDJxMlKCDPVe8avbj1gS8BCZpFp3HDtGN6UKBZN8UugmmseUjeiAdwwNqVnjprOrJ+TEKH3iR8pUiGSm/p5IaaD1OPBMZ0BxqBe9qfif10nQv3RTEcYJ8pDNF/mJJBiRaQSkLxRnKMeGUKaEuZWwIVWUoQmqYEJwFl9eJs1K2Tkvn91VS7XrLI48HMExnIIDF1CDW6hDAxgoeIZXeLOerBfr3fqYt+asbOYQ/sD6/AH19ZDj</latexit>

4 = 2⇥ 2
<latexit sha1_base64="+25bN39DVNv0tgJmdfSs410Tu4A=">AAAB9XicbVDLSgNBEOz1GeMr6tHLYBA8hd2o0YsQ9OIxgnlAsobZyWwyZPbBTK8SlvyHFw+KePVfvPk3TpI9aGJBQ1HVTXeXF0uh0ba/raXlldW19dxGfnNre2e3sLff0FGiGK+zSEaq5VHNpQh5HQVK3ooVp4EnedMb3kz85iNXWkThPY5i7ga0HwpfMIpGeqiQK1ImHRQB1+S0WyjaJXsKskicjBQhQ61b+Or0IpYEPEQmqdZtx47RTalCwSQf5zuJ5jFlQ9rnbUNData46fTqMTk2So/4kTIVIpmqvydSGmg9CjzTGVAc6HlvIv7ntRP0L91UhHGCPGSzRX4iCUZkEgHpCcUZypEhlClhbiVsQBVlaILKmxCc+ZcXSaNcciql87uzYvU6iyMHh3AEJ+DABVThFmpQBwYKnuEV3qwn68V6tz5mrUtWNnMAf2B9/gD6m5Dm</latexit>

6 = 2⇥ 3
<latexit sha1_base64="KaIlCDPa/ur+fLwTBcDpDTAWvHE=">AAAB/3icbZDLSsNAFIYn9VbrLSq4cTNYBFclKV66EYpuXFawF2hDmUwn7dDJJMycCCV24au4caGIW1/DnW/jtI2grT8MfPznHM6Z348F1+A4X1ZuaXlldS2/XtjY3NresXf3GjpKFGV1GolItXyimeCS1YGDYK1YMRL6gjX94fWk3rxnSvNI3sEoZl5I+pIHnBIwVtc+qOBLXO4AD5nGZfwDXbvolJyp8CK4GRRRplrX/uz0IpqETAIVROu268TgpUQBp4KNC51Es5jQIemztkFJzBovnd4/xsfG6eEgUuZJwFP390RKQq1HoW86QwIDPV+bmP/V2gkEFS/lMk6ASTpbFCQCQ4QnYeAeV4yCGBkgVHFzK6YDoggFE1nBhODOf3kRGuWSe146uz0tVq+yOPLoEB2hE+SiC1RFN6iG6oiiB/SEXtCr9Wg9W2/W+6w1Z2Uz++iPrI9vDFKUOA==</latexit>

8 = 2⇥ 2⇥ 2
<latexit sha1_base64="1uyHSE+/U2pAWreQbxsVJ5AauEk=">AAAB9HicbVDJSgNBEK2JW4xb1KOXxiB4CjPuHoSgF48RzALJEHo6PUmTnsXumkAY8h1ePCji1Y/x5t/YSeagiQ8KHu9VUVXPi6XQaNvfVm5peWV1Lb9e2Njc2t4p7u7VdZQoxmsskpFqelRzKUJeQ4GSN2PFaeBJ3vAGdxO/MeRKiyh8xFHM3YD2QuELRtFI7jW5IadtFAHX5LRTLNllewqySJyMlCBDtVP8ancjlgQ8RCap1i3HjtFNqULBJB8X2onmMWUD2uMtQ0Nq1rjp9OgxOTJKl/iRMhUimaq/J1IaaD0KPNMZUOzreW8i/ue1EvSv3FSEcYI8ZLNFfiIJRmSSAOkKxRnKkSGUKWFuJaxPFWVociqYEJz5lxdJ/aTsXJTPH85KldssjjwcwCEcgwOXUIF7qEINGDzBM7zCmzW0Xqx362PWmrOymX34A+vzB6l2kMA=</latexit>

9 = 3⇥ 3
<latexit sha1_base64="x1gNm45Qvf37nNuKpYy05TVr7Gs=">AAAB9XicbVDLSgNBEOyNrxhfUY9eBoPgKewGo16EoBePEcwDkjXMTmaTIbMPZnqVsOQ/vHhQxKv/4s2/cZLsQRMLGoqqbrq7vFgKjbb9beVWVtfWN/Kbha3tnd294v5BU0eJYrzBIhmptkc1lyLkDRQoeTtWnAae5C1vdDP1W49caRGF9ziOuRvQQSh8wSga6cGxyRWpdFEEXJNqr1iyy/YMZJk4GSlBhnqv+NXtRywJeIhMUq07jh2jm1KFgkk+KXQTzWPKRnTAO4aG1Kxx09nVE3JilD7xI2UqRDJTf0+kNNB6HHimM6A41IveVPzP6yToX7qpCOMEecjmi/xEEozINALSF4ozlGNDKFPC3ErYkCrK0ARVMCE4iy8vk2al7JyXq3dnpdp1FkcejuAYTsGBC6jBLdShAQwUPMMrvFlP1ov1bn3MW3NWNnMIf2B9/gAOrpDz</latexit>

10 = 2⇥ 5
<latexit sha1_base64="8FZ77ywSYqPN4FPgrDeI5NRrBVY=">AAACEnicbZBLS8NAEMc3Pmt9RT16WSyCXkpSrHoRil48VrAPaEPZbDft0s0m7E6EEvoZvPhVvHhQxKsnb34bt23w0Tqw7I//zDAzfz8WXIPjfFoLi0vLK6u5tfz6xubWtr2zW9dRoiir0UhEqukTzQSXrAYcBGvGipHQF6zhD67G+cYdU5pH8haGMfNC0pM84JSAkTr2cclx8AUutYGHTP/8OIPyN3TsglN0JoHnwc2ggLKoduyPdjeiScgkUEG0brlODF5KFHAq2CjfTjSLCR2QHmsZlMSM8dLJSSN8aJQuDiJlngQ8UX93pCTUehj6pjIk0NezubH4X66VQHDupVzGCTBJp4OCRGCI8Ngf3OWKURBDA4QqbnbFtE8UoWBczBsT3NmT56FeKrqnxfLNSaFymdmRQ/voAB0hF52hCrpGVVRDFN2jR/SMXqwH68l6td6mpQtW1rOH/oT1/gXK2ZsW</latexit>

200 = 2⇥ 2⇥ 2⇥ 5⇥ 5

Recap question:

March 25, 2025



Cryptography - Part 5

March 25, 2025

By the end of this lecture, you will be able to: 

1. Use the Euclidean algorithm to compute 
the private key in RSA 

2. State and use Fermat’s little theorem



1. Bob displays his public key on his website. 
2. Anyone wishing to send him a message encrypts 

the message with the public key. 
3. Bob keeps his private key secret. Using the private 

key is the only way to decrypt a message that is 
encrypted with the public key.

Asymmetric-key encryption

Hello

Alice Bob

Encrypt Decrypt
Hellokuwrykuwry kuwry

Bob’s public key Bob’s private key



RSA encryption

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)

How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s



If  and  are any numbers (prime or not) and 

we say that  is a multiplicative inverse of  
modulo 

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

<latexit sha1_base64="adOIQCTI0OqwoYiop2oX+Oy/oE0=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVg16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kDyCGM8A==</latexit>

b <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a
<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

Whenever  and  have no common factors (i.e., 
any prime appearing in the prime factorization of  
does not appear in the prime factorization of ), 
then we can always find a multiplicative inverse of 
 modulo  using the Euclidean algorithm.

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m
<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

The Euclidean algorithm



If  and  are any numbers (prime or not) and 

we say that  is a multiplicative inverse of  
modulo 

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

<latexit sha1_base64="adOIQCTI0OqwoYiop2oX+Oy/oE0=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVg16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kDyCGM8A==</latexit>

b <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a
<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

Whenever  and  have no common factors (i.e., 
any prime appearing in the prime factorization of  
does not appear in the prime factorization of ), 
then we can always find a multiplicative inverse of 
 modulo  using the Euclidean algorithm.

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m
<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

The Euclidean algorithm

Example: 2 is the multiplicative inverse of 4 
modulo 7, since

<latexit sha1_base64="01ukpt2YbdL4bDIUulcHmPtJPB4=">AAACCnicbVDLSsNAFJ34rPUVdelmtAiuQlKq7UYounFZwT6gCWUymbRDZ5I4MymU0LUbf8WNC0Xc+gXu/BunbRbaeuDC4Zx7ufceP2FUKtv+NlZW19Y3Ngtbxe2d3b198+CwJeNUYNLEMYtFx0eSMBqRpqKKkU4iCOI+I21/eDP12yMiJI2jezVOiMdRP6IhxUhpqWeeVFxFOZGwDK9gDbrkIaUj6EA34XGQVSfQ6pkl27JngMvEyUkJ5Gj0zC83iHHKSaQwQ1J2HTtRXoaEopiRSdFNJUkQHqI+6WoaIb3ey2avTOCZVgIYxkJXpOBM/T2RIS7lmPu6kyM1kIveVPzP66YqrHkZjZJUkQjPF4UpgyqG01xgQAXBio01QVhQfSvEAyQQVjq9og7BWXx5mbTKlnNpXdxVSvXrPI4COAan4Bw4oArq4BY0QBNg8AiewSt4M56MF+Pd+Ji3rhj5zBH4A+PzB6JKmFg=</latexit>

4⇥ 2 = 8 ⌘ 1 (mod 7).



If  and  are any numbers (prime or not) and 

we say that  is a multiplicative inverse of  
modulo 

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

<latexit sha1_base64="adOIQCTI0OqwoYiop2oX+Oy/oE0=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVg16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kDyCGM8A==</latexit>

b <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a
<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

Whenever  and  have no common factors (i.e., 
any prime appearing in the prime factorization of  
does not appear in the prime factorization of ), 
then we can always find a multiplicative inverse of 
 modulo  using the Euclidean algorithm.

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m
<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

The Euclidean algorithm



The Euclidean algorithm

Example: Find the multiplicative inverse of  = 
20 modulo , for  = 63, that is, find  so that

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a
<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m

<latexit sha1_base64="adOIQCTI0OqwoYiop2oX+Oy/oE0=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVg16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kDyCGM8A==</latexit>

b

Note that the prime factorizations are 20 = 2 x 
2 x 5 and 63 = 3 x 3 x 7, so they have no 
common factor, and we can always find a 
multiplicative inverse of 20 modulo 63



The Euclidean algorithm

Example: Find the multiplicative inverse of  = 
20 modulo , for  = 63, that is, find  so that

<latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a
<latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m <latexit sha1_base64="RZPk4QoybUxtcOb+t5qHV4V+jbI=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVo16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD2M2M+w==</latexit>m
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Step 2: Solve the equations for the remainders, 
starting from the last equation. Then, plug the 
expressions for the remainders into the 
subsequent equations until you reach the 
original one.

<latexit sha1_base64="QQ+08uVQF1c6lvHttJ4mqAZIICo=">AAACKnicbZDLSgMxFIYz9VbH26hLN8GiuLHMRasboerGZQV7gc5QMmmmDc1cSDJCKX0eN76Kmy6U4tYHMdOOoK0HAj/f+Q8n5/cTRoU0zalWWFldW98obupb2zu7e8b+QUPEKcekjmMW85aPBGE0InVJJSOthBMU+ow0/cF91m8+Ey5oHD3JYUK8EPUiGlCMpEId49aCpzfQgefQciUNiYA2dF3dzqhtKlzJsZNhJ8OVzO38uM2OUTLL5qzgsrByUQJ51TrGxO3GOA1JJDFDQrQtM5HeCHFJMSNj3U0FSRAeoB5pKxkhtccbzU4dwxNFujCIuXqRhDP6e2KEQiGGoa+cIZJ9sdjL4H+9diqDa29EoySVJMLzRUHKoIxhlhvsUk6wZEMlEOZU/RXiPuIIS5WurkKwFk9eFg27bFXKl48XpepdHkcRHIFjcAYscAWq4AHUQB1g8ALewDv40F61iTbVPufWgpbPHII/pX19A8canwI=</latexit>

1 = 3� 1⇥ 2

2 = 20� 6⇥ 3

3 = 63� 3⇥ 20

<latexit sha1_base64="bNG+n0V5lziYaroGqNAH1kwLG7E="></latexit>

1 = 3� 1⇥ 2 = 3� 1⇥ (20� 6⇥ 3) = 7⇥ 3� 20

= 7⇥ (63� 3⇥ 20)� 20 = 7⇥ 63� 22⇥ 20

so
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<latexit sha1_base64="QQ+08uVQF1c6lvHttJ4mqAZIICo=">AAACKnicbZDLSgMxFIYz9VbH26hLN8GiuLHMRasboerGZQV7gc5QMmmmDc1cSDJCKX0eN76Kmy6U4tYHMdOOoK0HAj/f+Q8n5/cTRoU0zalWWFldW98obupb2zu7e8b+QUPEKcekjmMW85aPBGE0InVJJSOthBMU+ow0/cF91m8+Ey5oHD3JYUK8EPUiGlCMpEId49aCpzfQgefQciUNiYA2dF3dzqhtKlzJsZNhJ8OVzO38uM2OUTLL5qzgsrByUQJ51TrGxO3GOA1JJDFDQrQtM5HeCHFJMSNj3U0FSRAeoB5pKxkhtccbzU4dwxNFujCIuXqRhDP6e2KEQiGGoa+cIZJ9sdjL4H+9diqDa29EoySVJMLzRUHKoIxhlhvsUk6wZEMlEOZU/RXiPuIIS5WurkKwFk9eFg27bFXKl48XpepdHkcRHIFjcAYscAWq4AHUQB1g8ALewDv40F61iTbVPufWgpbPHII/pX19A8canwI=</latexit>

1 = 3� 1⇥ 2

2 = 20� 6⇥ 3

3 = 63� 3⇥ 20

<latexit sha1_base64="bNG+n0V5lziYaroGqNAH1kwLG7E="></latexit>

1 = 3� 1⇥ 2 = 3� 1⇥ (20� 6⇥ 3) = 7⇥ 3� 20

= 7⇥ (63� 3⇥ 20)� 20 = 7⇥ 63� 22⇥ 20

so



Step 2: Solve the equations for the remainders, 
starting from the last equation. Then, plug the 
expressions for the remainders into the 
subsequent equations until you reach the 
original one.

<latexit sha1_base64="QQ+08uVQF1c6lvHttJ4mqAZIICo=">AAACKnicbZDLSgMxFIYz9VbH26hLN8GiuLHMRasboerGZQV7gc5QMmmmDc1cSDJCKX0eN76Kmy6U4tYHMdOOoK0HAj/f+Q8n5/cTRoU0zalWWFldW98obupb2zu7e8b+QUPEKcekjmMW85aPBGE0InVJJSOthBMU+ow0/cF91m8+Ey5oHD3JYUK8EPUiGlCMpEId49aCpzfQgefQciUNiYA2dF3dzqhtKlzJsZNhJ8OVzO38uM2OUTLL5qzgsrByUQJ51TrGxO3GOA1JJDFDQrQtM5HeCHFJMSNj3U0FSRAeoB5pKxkhtccbzU4dwxNFujCIuXqRhDP6e2KEQiGGoa+cIZJ9sdjL4H+9diqDa29EoySVJMLzRUHKoIxhlhvsUk6wZEMlEOZU/RXiPuIIS5WurkKwFk9eFg27bFXKl48XpepdHkcRHIFjcAYscAWq4AHUQB1g8ALewDv40F61iTbVPufWgpbPHII/pX19A8canwI=</latexit>

1 = 3� 1⇥ 2

2 = 20� 6⇥ 3

3 = 63� 3⇥ 20

<latexit sha1_base64="bNG+n0V5lziYaroGqNAH1kwLG7E="></latexit>

1 = 3� 1⇥ 2 = 3� 1⇥ (20� 6⇥ 3) = 7⇥ 3� 20

= 7⇥ (63� 3⇥ 20)� 20 = 7⇥ 63� 22⇥ 20

so



Recall that we were looking for a multiplicative 
inverse of 20 modulo 63, i.e., we wanted some 
number  such that

<latexit sha1_base64="adOIQCTI0OqwoYiop2oX+Oy/oE0=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVg16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kDyCGM8A==</latexit>

b

From our list, we have

so −22 is a multiplicative inverse of 20 modulo 63

If we prefer positive numbers, we can replace -22 by
<latexit sha1_base64="08LZCjto4sDVh6v4IRJr34SVOC0=">AAAB9HicbVDLSgMxFM3UV62vqks3oUUQxDJTsbocdOOygn1AZyiZNNOGJpkxyRSGoX8huHGhiFs/xl3/xvSx0NYDFw7n3Mu99wQxo0rb9sTKra1vbG7ltws7u3v7B8XDo6aKEolJA0csku0AKcKoIA1NNSPtWBLEA0ZawfBu6rdGRCoaiUedxsTnqC9oSDHSRvIvqlXoxTzqZbXLcbdYtiv2DHCVOAtSdkve+fPETevd4rfXi3DCidCYIaU6jh1rP0NSU8zIuOAlisQID1GfdAwViBPlZ7Ojx/DUKD0YRtKU0HCm/p7IEFcq5YHp5EgP1LI3Ff/zOokOb/yMijjRROD5ojBhUEdwmgDsUUmwZqkhCEtqboV4gCTC2uRUMCE4yy+vkma14tQqVw9O2b0Fc+TBCSiBM+CAa+CCe1AHDYDBE3gBb+DdGlmv1of1OW/NWYuZY/AH1tcPXVWUMA==</latexit>

�22 (mod 63)

i.e., 41, so 41 is also a multiplicative inverse of 20 modulo 63.



Recall that we were looking for a multiplicative 
inverse of 20 modulo 63, i.e., we wanted some 
number  such that

<latexit sha1_base64="adOIQCTI0OqwoYiop2oX+Oy/oE0=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVg16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kDyCGM8A==</latexit>

b

From our list, we have

so −22 is a multiplicative inverse of 20 modulo 63

If we prefer positive numbers, we can replace -22 by
<latexit sha1_base64="08LZCjto4sDVh6v4IRJr34SVOC0=">AAAB9HicbVDLSgMxFM3UV62vqks3oUUQxDJTsbocdOOygn1AZyiZNNOGJpkxyRSGoX8huHGhiFs/xl3/xvSx0NYDFw7n3Mu99wQxo0rb9sTKra1vbG7ltws7u3v7B8XDo6aKEolJA0csku0AKcKoIA1NNSPtWBLEA0ZawfBu6rdGRCoaiUedxsTnqC9oSDHSRvIvqlXoxTzqZbXLcbdYtiv2DHCVOAtSdkve+fPETevd4rfXi3DCidCYIaU6jh1rP0NSU8zIuOAlisQID1GfdAwViBPlZ7Ojx/DUKD0YRtKU0HCm/p7IEFcq5YHp5EgP1LI3Ff/zOokOb/yMijjRROD5ojBhUEdwmgDsUUmwZqkhCEtqboV4gCTC2uRUMCE4yy+vkma14tQqVw9O2b0Fc+TBCSiBM+CAa+CCe1AHDYDBE3gBb+DdGlmv1of1OW/NWYuZY/AH1tcPXVWUMA==</latexit>

�22 (mod 63)

i.e., 41, so 41 is also a multiplicative inverse of 20 modulo 63.



Recall that we were looking for a multiplicative 
inverse of 20 modulo 63, i.e., we wanted some 
number  such that

<latexit sha1_base64="adOIQCTI0OqwoYiop2oX+Oy/oE0=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVg16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kDyCGM8A==</latexit>

b

From our list, we have

so −22 is a multiplicative inverse of 20 modulo 63

If we prefer positive numbers, we can replace -22 by
<latexit sha1_base64="08LZCjto4sDVh6v4IRJr34SVOC0=">AAAB9HicbVDLSgMxFM3UV62vqks3oUUQxDJTsbocdOOygn1AZyiZNNOGJpkxyRSGoX8huHGhiFs/xl3/xvSx0NYDFw7n3Mu99wQxo0rb9sTKra1vbG7ltws7u3v7B8XDo6aKEolJA0csku0AKcKoIA1NNSPtWBLEA0ZawfBu6rdGRCoaiUedxsTnqC9oSDHSRvIvqlXoxTzqZbXLcbdYtiv2DHCVOAtSdkve+fPETevd4rfXi3DCidCYIaU6jh1rP0NSU8zIuOAlisQID1GfdAwViBPlZ7Ojx/DUKD0YRtKU0HCm/p7IEFcq5YHp5EgP1LI3Ff/zOokOb/yMijjRROD5ojBhUEdwmgDsUUmwZqkhCEtqboV4gCTC2uRUMCE4yy+vkma14tQqVw9O2b0Fc+TBCSiBM+CAa+CCe1AHDYDBE3gBb+DdGlmv1of1OW/NWYuZY/AH1tcPXVWUMA==</latexit>

�22 (mod 63)

i.e., 41, so 41 is also a multiplicative inverse of 20 modulo 63.



Verifying the result:

<latexit sha1_base64="Q22qFvI/bNOFADdY/Vp0JtvuXPk=">AAACDHicbVDLSgMxFM3UV1tfVZdugkUQhDJptXYjFN24rGAf2A4lk2ba0ExmSDJiGfoBbtz7Fd24UMStH+DOr9H0sdDWCwmHc87l3nvckDOlbfvLSiwtr6yuJVPp9Y3Nre3Mzm5NBZEktEoCHsiGixXlTNCqZprTRigp9l1O627/cqzX76hULBA3ehBSx8ddwTxGsDZUO5PN2y3NfKrgCYLnsJS3zY8KM65YgMcQGZedsycFFwGagWw5FT7dju6/K+3MZ6sTkMinQhOOlWoiO9ROjKVmhNNhuhUpGmLSx13aNFBgM8uJJ8cM4aFhOtALpHlCwwn7uyPGvlID3zVOH+uemtfG5H9aM9JeyYmZCCNNBZkO8iIOdQDHycAOk5RoPjAAE8nMrpD0sMREm/zSJgQ0f/IiqOVzqJg7vUbZ8gWYVhLsgwNwBBA4A2VwBSqgCgh4ACPwAl6tR+vZerPep9aENevZA3/K+vgB/mWa4g==</latexit>

20⇥ 41 = 820 = 13⇥ 63 + 1

so
<latexit sha1_base64="qYZc5dHiUKJrlSihyke8IpTNFbY=">AAACCXicbZDLSsNAFIYn9VbrLerSzdAiCEJIqlaXQTcuK9gLNKFMJpN26OTizKQQQrdu3PoYblwo4tY3cNe3cXpZaOsPAx//OYcz5/cSRoU0zbFWWFldW98obpa2tnd29/T9g6aIU45JA8cs5m0PCcJoRBqSSkbaCSco9BhpeYObSb01JFzQOLqXWULcEPUiGlCMpLK6OqyajqQhEfDcgg55SOkQKkjC2M9rZyNodPWKaZhTwWWw5lCxy87p89jO6l392/FjnIYkkpghITqWmUg3R1xSzMio5KSCJAgPUI90FEZILXfz6SUjeKwcHwYxVy+ScOr+nshRKEQWeqozRLIvFmsT879aJ5XBlZvTKEklifBsUZAyKGM4iQX6lBMsWaYAYU7VXyHuI46wVOGVVAjW4snL0KwaVs24uLMq9jWYqQiOQBmcAAtcAhvcgjpoAAwewQt4A+/ak/aqfWifs9aCNp85BH+kff0AX4WbOA==</latexit>

20⇥ 41 ⌘ 1 (mod 63).



RSA encryption

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)

How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s



We find  by computing the multiplicative inverse 
of  modulo                  using the Euclidean 
algorithm. In other words, we find a number  
such that 

<latexit sha1_base64="NNhp4HiCDIt6HWe1guuCXXVMPqg=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVda9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4eWNAQ==</latexit>s
<latexit sha1_base64="SoIi+tikGdI+W5/sBdimPmJGRH4=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVVa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4GGNAA==</latexit>r

<latexit sha1_base64="NNhp4HiCDIt6HWe1guuCXXVMPqg=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVda9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4eWNAQ==</latexit>s

This means that                                            for 
an integer .<latexit sha1_base64="ZulQnuAxajCQqeGX0rA170utLio=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQiwcPCZgHJEuYnXSSMbOzy8ysEJZ8gRcPinj1k7z5N06SPWhiQUNR1U13VxALro3rfju5ldW19Y38ZmFre2d3r7h/0NBRohjWWSQi1QqoRsEl1g03AluxQhoGApvB6HbqN59QaR7JBzOO0Q/pQPI+Z9RYqXbfLZbcsjsDWSZeRkqQodotfnV6EUtClIYJqnXbc2Pjp1QZzgROCp1EY0zZiA6wbamkIWo/nR06ISdW6ZF+pGxJQ2bq74mUhlqPw8B2htQM9aI3Ff/z2onpX/spl3FiULL5on4iiInI9GvS4wqZEWNLKFPc3krYkCrKjM2mYEPwFl9eJo2zsndZvqidlyo3WRx5OIJjOAUPrqACd1CFOjBAeIZXeHMenRfn3fmYt+acbOYQ/sD5/AGmyYza</latexit>

L

<latexit sha1_base64="9F+4zHoBHLf84FZkq5aEGH18AgY=">AAAB8XicbVDLTgIxFL2DL8QX6tJNIzHBhWTG+FoS3bjERB4RJqRTOtDQ6dS2Y0Im/IUbFxrj1r9x599YYBYKnqTNyTn35t57AsmZNq777eSWlldW1/LrhY3Nre2d4u5eQ8eJIrROYh6rVoA15UzQumGG05ZUFEcBp81geDPxm09UaRaLezOS1I9wX7CQEWys9FCWJ95x+dF+3WLJrbhToEXiZaQEGWrd4lenF5MkosIQjrVue640foqVYYTTcaGTaCoxGeI+bVsqcES1n043HqMjq/RQGCv7hEFT9XdHiiOtR1FgKyNsBnrem4j/ee3EhFd+yoRMDBVkNihMODIxmpyPekxRYvjIEkwUs7siMsAKE2NDKtgQvPmTF0njtOJdVM7vzkrV6yyOPBzAIZTBg0uowi3UoA4EBDzDK7w52nlx3p2PWWnOyXr24Q+czx/yMY8n</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="VRBOuJvSRz5yspAbLuhJSxWwIh8=">AAACBHicbVC7SgNBFJ2Nrxhfq5ZpBoMQEcOu+GqEoI2FRQTzgGQJs5NJMmR2dp25K4QlhY2/YmOhiK0fYeffOEm20OiBGQ7n3Mu99/iR4Boc58vKzM0vLC5ll3Mrq2vrG/bmVk2HsaKsSkMRqoZPNBNcsipwEKwRKUYCX7C6P7gc+/V7pjQP5S0MI+YFpCd5l1MCRmrbeaXxOXbxPr5uAQ+YxsXowN0r3pmvbReckjMB/kvclBRQikrb/mx1QhoHTAIVROum60TgJUQBp4KNcq1Ys4jQAemxpqGSmHleMjlihHeN0sHdUJknAU/Unx0JCbQeBr6pDAj09aw3Fv/zmjF0z7yEyygGJul0UDcWGEI8TgR3uGIUxNAQQhU3u2LaJ4pQMLnlTAju7Ml/Se2w5J6Ujm+OCuWLNI4syqMdVEQuOkVldIUqqIooekBP6AW9Wo/Ws/VmvU9LM1bas41+wfr4BqbRlOo=</latexit>

rs = 1 + L⇥ (p� 1)(q � 1)

How do we compute the private key?



Why does RSA work?

Suppose that our message is a number  
smaller than  (any text message can be turned 
into a sequence of small numbers).

<latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x
<latexit sha1_base64="zrAoX5WZl/tVsNb6yPWAMQONjzc=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVZa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB2lGM/A==</latexit>n

We compute
We say that   is the encrypted version of . 
From    , we compute

<latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x
<latexit sha1_base64="tmEvmksfb9cWDAa5xB1ckWUhUbQ=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVx71S2a24M5Bl4uWkDDlqvdJXtx+zNEJpmKBadzw3MX5GleFM4KTYTTUmlI3oADuWShqh9rPZoRNyapU+CWNlSxoyU39PZDTSehwFtjOiZqgXvan4n9dJTXjjZ1wmqUHJ5ovCVBATk+nXpM8VMiPGllCmuL2VsCFVlBmbTdGG4C2+vEya5xXvqnJZvyhXb/M4CnAMJ3AGHlxDFe6hBg1ggPAMr/DmPDovzrvzMW9dcfKZI/gD5/MH6v2NBw==</latexit>y

<latexit sha1_base64="tmEvmksfb9cWDAa5xB1ckWUhUbQ=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVx71S2a24M5Bl4uWkDDlqvdJXtx+zNEJpmKBadzw3MX5GleFM4KTYTTUmlI3oADuWShqh9rPZoRNyapU+CWNlSxoyU39PZDTSehwFtjOiZqgXvan4n9dJTXjjZ1wmqUHJ5ovCVBATk+nXpM8VMiPGllCmuL2VsCFVlBmbTdGG4C2+vEya5xXvqnJZvyhXb/M4CnAMJ3AGHlxDFe6hBg1ggPAMr/DmPDovzrvzMW9dcfKZI/gD5/MH6v2NBw==</latexit>y

We now show that  is our original  again.<latexit sha1_base64="I6lx7kJ3J2ctPwbk+TFgr5/RVcU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZk1wwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOyBjQg=</latexit>z <latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x



If p is prime, then                               for all integers . <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

Fermat’s little theorem:
<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p



Example:    = 3, 
<latexit sha1_base64="6evEIP1jFaxAKlVMDCQgbYRPSF4="></latexit>

For a = 0, a3 ⌘ 0 (mod 3) ⌘ a (mod 3)
<latexit sha1_base64="ehr6IFcg8OUTb6M5QsSDEU1szn0="></latexit>

For a = 1, a3 ⌘ 1 (mod 3) ⌘ a (mod 3)
<latexit sha1_base64="Sxhq3ef6whlJXmPgNCN9fiTeEms="></latexit>

For a = 2, a3 ⌘ 8 (mod 3) ⌘ 2 (mod 3) ⌘ a (mod 3)

<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p

If p is prime, then                               for all integers . <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

Fermat’s little theorem:
<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p



Multiplying both sides by          , we obtain 

Repeating the procedure  times, we obtain<latexit sha1_base64="l/XSGyNRrmAYMm9hx1Ot79Jh5vo=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgxbArvo5BL54konlAsoTZSScZMju7zMwKYcknePGgiFe/yJt/4yTZgyYWNBRV3XR3BbHg2rjut5NbWl5ZXcuvFzY2t7Z3irt7dR0limGNRSJSzYBqFFxizXAjsBkrpGEgsBEMbyZ+4wmV5pF8NKMY/ZD2Je9xRo2VHu5OvE6x5JbdKcgi8TJSggzVTvGr3Y1YEqI0TFCtW54bGz+lynAmcFxoJxpjyoa0jy1LJQ1R++n01DE5skqX9CJlSxoyVX9PpDTUehQGtjOkZqDnvYn4n9dKTO/KT7mME4OSzRb1EkFMRCZ/ky5XyIwYWUKZ4vZWwgZUUWZsOgUbgjf/8iKpn5a9i/L5/Vmpcp3FkYcDOIRj8OASKnALVagBgz48wyu8OcJ5cd6dj1lrzslm9uEPnM8fguuNTg==</latexit>

N � 1

or

<latexit sha1_base64="c1mock1LCYWoL9zvW6wUihphByc=">AAACE3icbVDLSgMxFM3UV62vqks3oUWoimVG8LEsunElFewDOm25k6Y1NDMTk0yhDP0HF/orblwo4taNu/6N6WOhrQcSDufcy733eIIzpW17aCUWFpeWV5KrqbX1jc2t9PZOWYWRJLREQh7KqgeKchbQkmaa06qQFHyP04rXvRr5lR6VioXBne4LWvehE7A2I6CN1EwfQiPO3Rw7BzlhvoGrmU8VhobALn2IWA8DdoUftmIxaKazdt4eA88TZ0qyhYx79DQs9IvN9LfbCknk00ATDkrVHFvoegxSM8LpIOVGigogXejQmqEBmNH1eHzTAO8bpYXboTQv0His/u6IwVeq73um0gd9r2a9kfifV4t0+6Ies0BEmgZkMqgdcaxDPAoIt5ikRPO+IUAkM7ticg8SiDYxpkwIzuzJ86R8knfO8qe3TrZwiSZIoj2UQTnkoHNUQNeoiEqIoEf0gt7Qu/VsvVof1uekNGFNe3bRH1hfP4yCn8A=</latexit>

a(N�1)(p�1) ⇥ ap ⌘ a (mod p)
<latexit sha1_base64="ABArrC87yi6AScblHRaZAe4h0II=">AAACCXicbVDLSsNAFJ3UV62vqEs3Q4tQKZZE8LEMunElFewDmlgm02k7dJKMM5NCCN26cetnuHGhiFv/wF3/xuljoa0HLhzOuZd77/E5o1JZ1sjILC2vrK5l13Mbm1vbO+buXk1GscCkiiMWiYaPJGE0JFVFFSMNLggKfEbqfv9q7NcHREgahXcq4cQLUDekHYqR0lLLhOg+vSnyY/uoZA+hSx5iOoAIujyI2ikfwnLLLFhlawK4SOwZKTh5t/Q8cpJKy/x22xGOAxIqzJCUTdviykuRUBQzMsy5sSQc4T7qkqamIQqI9NLJJ0N4qJU27ERCV6jgRP09kaJAyiTwdWeAVE/Oe2PxP68Zq86Fl9KQx4qEeLqoEzOoIjiOBbapIFixRBOEBdW3QtxDAmGlw8vpEOz5lxdJ7aRsn5VPb+2CcwmmyIIDkAdFYINz4IBrUAFVgMEjeAFv4N14Ml6ND+Nz2poxZjP74A+Mrx/aJpuK</latexit>

aN(p�1)+1 ⌘ a (mod p).

If p is prime, then                               for all integers . <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

Fermat’s little theorem:
<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p

This expression is true for any  and , which is 
the foundation of the RSA algorithm.

<latexit sha1_base64="Myr3Kcmiy/fK9XQuulchFknRygM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQiydJwDwgWcLspJOMmZ1dZmaFsOQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7glhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGpVkA1Ci6xbrgR2IoV0jAQ2AxGt1O/+YRK80g+mHGMfkgHkvc5o8ZKtftuseSW3RnIMvEyUoIM1W7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7NAJObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/2k+5jBODks0X9RNBTESmX5MeV8iMGFtCmeL2VsKGVFFmbDYFG4K3+PIyaZyVvcvyRe28VLnJ4sjDERzDKXhwBRW4gyrUgQHCM7zCm/PovDjvzse8NedkM4fwB87nD6nRjNw=</latexit>

N <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a



To show that RSA works, we first show that

Since  is the multiplicative inverse of  modulo                                      
aa                  , we have 

and

<latexit sha1_base64="NNhp4HiCDIt6HWe1guuCXXVMPqg=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVda9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4eWNAQ==</latexit>s <latexit sha1_base64="SoIi+tikGdI+W5/sBdimPmJGRH4=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVVa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4GGNAA==</latexit>r

Here we use the relation

for any  and .<latexit sha1_base64="Myr3Kcmiy/fK9XQuulchFknRygM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQiydJwDwgWcLspJOMmZ1dZmaFsOQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7glhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGpVkA1Ci6xbrgR2IoV0jAQ2AxGt1O/+YRK80g+mHGMfkgHkvc5o8ZKtftuseSW3RnIMvEyUoIM1W7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7NAJObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/2k+5jBODks0X9RNBTESmX5MeV8iMGFtCmeL2VsKGVFFmbDYFG4K3+PIyaZyVvcvyRe28VLnJ4sjDERzDKXhwBRW4gyrUgQHCM7zCm/PovDjvzse8NedkM4fwB87nD6nRjNw=</latexit>

N <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

<latexit sha1_base64="VRBOuJvSRz5yspAbLuhJSxWwIh8=">AAACBHicbVC7SgNBFJ2Nrxhfq5ZpBoMQEcOu+GqEoI2FRQTzgGQJs5NJMmR2dp25K4QlhY2/YmOhiK0fYeffOEm20OiBGQ7n3Mu99/iR4Boc58vKzM0vLC5ll3Mrq2vrG/bmVk2HsaKsSkMRqoZPNBNcsipwEKwRKUYCX7C6P7gc+/V7pjQP5S0MI+YFpCd5l1MCRmrbeaXxOXbxPr5uAQ+YxsXowN0r3pmvbReckjMB/kvclBRQikrb/mx1QhoHTAIVROum60TgJUQBp4KNcq1Ys4jQAemxpqGSmHleMjlihHeN0sHdUJknAU/Unx0JCbQeBr6pDAj09aw3Fv/zmjF0z7yEyygGJul0UDcWGEI8TgR3uGIUxNAQQhU3u2LaJ4pQMLnlTAju7Ml/Se2w5J6Ujm+OCuWLNI4syqMdVEQuOkVldIUqqIooekBP6AW9Wo/Ws/VmvU9LM1bas41+wfr4BqbRlOo=</latexit>

rs = 1 + L⇥ (p� 1)(q � 1)

<latexit sha1_base64="9F+4zHoBHLf84FZkq5aEGH18AgY=">AAAB8XicbVDLTgIxFL2DL8QX6tJNIzHBhWTG+FoS3bjERB4RJqRTOtDQ6dS2Y0Im/IUbFxrj1r9x599YYBYKnqTNyTn35t57AsmZNq777eSWlldW1/LrhY3Nre2d4u5eQ8eJIrROYh6rVoA15UzQumGG05ZUFEcBp81geDPxm09UaRaLezOS1I9wX7CQEWys9FCWJ95x+dF+3WLJrbhToEXiZaQEGWrd4lenF5MkosIQjrVue640foqVYYTTcaGTaCoxGeI+bVsqcES1n043HqMjq/RQGCv7hEFT9XdHiiOtR1FgKyNsBnrem4j/ee3EhFd+yoRMDBVkNihMODIxmpyPekxRYvjIEkwUs7siMsAKE2NDKtgQvPmTF0njtOJdVM7vzkrV6yyOPBzAIZTBg0uowi3UoA4EBDzDK7w52nlx3p2PWWnOyXr24Q+czx/yMY8n</latexit>

(p� 1)(q � 1)

                           Encryption:
Decryption:



To show that RSA works, we first show that

Since  is the multiplicative inverse of  modulo                                      
aa                  , we have 

and

<latexit sha1_base64="NNhp4HiCDIt6HWe1guuCXXVMPqg=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVda9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4eWNAQ==</latexit>s <latexit sha1_base64="SoIi+tikGdI+W5/sBdimPmJGRH4=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVVa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4GGNAA==</latexit>r

Here we use the relation

for any  and .<latexit sha1_base64="Myr3Kcmiy/fK9XQuulchFknRygM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQiydJwDwgWcLspJOMmZ1dZmaFsOQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7glhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGpVkA1Ci6xbrgR2IoV0jAQ2AxGt1O/+YRK80g+mHGMfkgHkvc5o8ZKtftuseSW3RnIMvEyUoIM1W7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7NAJObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/2k+5jBODks0X9RNBTESmX5MeV8iMGFtCmeL2VsKGVFFmbDYFG4K3+PIyaZyVvcvyRe28VLnJ4sjDERzDKXhwBRW4gyrUgQHCM7zCm/PovDjvzse8NedkM4fwB87nD6nRjNw=</latexit>

N <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

<latexit sha1_base64="VRBOuJvSRz5yspAbLuhJSxWwIh8=">AAACBHicbVC7SgNBFJ2Nrxhfq5ZpBoMQEcOu+GqEoI2FRQTzgGQJs5NJMmR2dp25K4QlhY2/YmOhiK0fYeffOEm20OiBGQ7n3Mu99/iR4Boc58vKzM0vLC5ll3Mrq2vrG/bmVk2HsaKsSkMRqoZPNBNcsipwEKwRKUYCX7C6P7gc+/V7pjQP5S0MI+YFpCd5l1MCRmrbeaXxOXbxPr5uAQ+YxsXowN0r3pmvbReckjMB/kvclBRQikrb/mx1QhoHTAIVROum60TgJUQBp4KNcq1Ys4jQAemxpqGSmHleMjlihHeN0sHdUJknAU/Unx0JCbQeBr6pDAj09aw3Fv/zmjF0z7yEyygGJul0UDcWGEI8TgR3uGIUxNAQQhU3u2LaJ4pQMLnlTAju7Ml/Se2w5J6Ujm+OCuWLNI4syqMdVEQuOkVldIUqqIooekBP6AW9Wo/Ws/VmvU9LM1bas41+wfr4BqbRlOo=</latexit>

rs = 1 + L⇥ (p� 1)(q � 1)

<latexit sha1_base64="9F+4zHoBHLf84FZkq5aEGH18AgY=">AAAB8XicbVDLTgIxFL2DL8QX6tJNIzHBhWTG+FoS3bjERB4RJqRTOtDQ6dS2Y0Im/IUbFxrj1r9x599YYBYKnqTNyTn35t57AsmZNq777eSWlldW1/LrhY3Nre2d4u5eQ8eJIrROYh6rVoA15UzQumGG05ZUFEcBp81geDPxm09UaRaLezOS1I9wX7CQEWys9FCWJ95x+dF+3WLJrbhToEXiZaQEGWrd4lenF5MkosIQjrVue640foqVYYTTcaGTaCoxGeI+bVsqcES1n043HqMjq/RQGCv7hEFT9XdHiiOtR1FgKyNsBnrem4j/ee3EhFd+yoRMDBVkNihMODIxmpyPekxRYvjIEkwUs7siMsAKE2NDKtgQvPmTF0njtOJdVM7vzkrV6yyOPBzAIZTBg0uowi3UoA4EBDzDK7w52nlx3p2PWWnOyXr24Q+czx/yMY8n</latexit>

(p� 1)(q � 1)

                           Encryption:
Decryption:



To show that RSA works, we first show that

Since  is the multiplicative inverse of  modulo                                      
aa                  , we have 

and

<latexit sha1_base64="NNhp4HiCDIt6HWe1guuCXXVMPqg=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVda9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4eWNAQ==</latexit>s <latexit sha1_base64="SoIi+tikGdI+W5/sBdimPmJGRH4=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVVa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB4GGNAA==</latexit>r

Here we use the relation

for any  and .<latexit sha1_base64="Myr3Kcmiy/fK9XQuulchFknRygM=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQiydJwDwgWcLspJOMmZ1dZmaFsOQLvHhQxKuf5M2/cZLsQRMLGoqqbrq7glhwbVz328mtrK6tb+Q3C1vbO7t7xf2Dho4SxbDOIhGpVkA1Ci6xbrgR2IoV0jAQ2AxGt1O/+YRK80g+mHGMfkgHkvc5o8ZKtftuseSW3RnIMvEyUoIM1W7xq9OLWBKiNExQrdueGxs/pcpwJnBS6CQaY8pGdIBtSyUNUfvp7NAJObFKj/QjZUsaMlN/T6Q01HocBrYzpGaoF72p+J/XTkz/2k+5jBODks0X9RNBTESmX5MeV8iMGFtCmeL2VsKGVFFmbDYFG4K3+PIyaZyVvcvyRe28VLnJ4sjDERzDKXhwBRW4gyrUgQHCM7zCm/PovDjvzse8NedkM4fwB87nD6nRjNw=</latexit>

N <latexit sha1_base64="KWzY2bLzO31lK/gWLvxnXW12sCk=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVaa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwBxp2M7w==</latexit>a

<latexit sha1_base64="VRBOuJvSRz5yspAbLuhJSxWwIh8=">AAACBHicbVC7SgNBFJ2Nrxhfq5ZpBoMQEcOu+GqEoI2FRQTzgGQJs5NJMmR2dp25K4QlhY2/YmOhiK0fYeffOEm20OiBGQ7n3Mu99/iR4Boc58vKzM0vLC5ll3Mrq2vrG/bmVk2HsaKsSkMRqoZPNBNcsipwEKwRKUYCX7C6P7gc+/V7pjQP5S0MI+YFpCd5l1MCRmrbeaXxOXbxPr5uAQ+YxsXowN0r3pmvbReckjMB/kvclBRQikrb/mx1QhoHTAIVROum60TgJUQBp4KNcq1Ys4jQAemxpqGSmHleMjlihHeN0sHdUJknAU/Unx0JCbQeBr6pDAj09aw3Fv/zmjF0z7yEyygGJul0UDcWGEI8TgR3uGIUxNAQQhU3u2LaJ4pQMLnlTAju7Ml/Se2w5J6Ujm+OCuWLNI4syqMdVEQuOkVldIUqqIooekBP6AW9Wo/Ws/VmvU9LM1bas41+wfr4BqbRlOo=</latexit>

rs = 1 + L⇥ (p� 1)(q � 1)

<latexit sha1_base64="9F+4zHoBHLf84FZkq5aEGH18AgY=">AAAB8XicbVDLTgIxFL2DL8QX6tJNIzHBhWTG+FoS3bjERB4RJqRTOtDQ6dS2Y0Im/IUbFxrj1r9x599YYBYKnqTNyTn35t57AsmZNq777eSWlldW1/LrhY3Nre2d4u5eQ8eJIrROYh6rVoA15UzQumGG05ZUFEcBp81geDPxm09UaRaLezOS1I9wX7CQEWys9FCWJ95x+dF+3WLJrbhToEXiZaQEGWrd4lenF5MkosIQjrVue640foqVYYTTcaGTaCoxGeI+bVsqcES1n043HqMjq/RQGCv7hEFT9XdHiiOtR1FgKyNsBnrem4j/ee3EhFd+yoRMDBVkNihMODIxmpyPekxRYvjIEkwUs7siMsAKE2NDKtgQvPmTF0njtOJdVM7vzkrV6yyOPBzAIZTBg0uowi3UoA4EBDzDK7w52nlx3p2PWWnOyXr24Q+czx/yMY8n</latexit>

(p� 1)(q � 1)

                           Encryption:
Decryption:



Therefore, we have

Similarly,

and we have

Since    and    are two different primes,  
can be a multiple of both    and    only if it is a 
multiple of their product                 , which implies 
that                                 

<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p <latexit sha1_base64="iVGWJjUY9T0HmMOpn/tMDZu36y8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzq4zsyZkwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/WbT6g0j+S9Gcfoh3QgeZ8zaqxUe+wWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AN7djP8=</latexit>q
<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p <latexit sha1_base64="iVGWJjUY9T0HmMOpn/tMDZu36y8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzq4zsyZkwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/WbT6g0j+S9Gcfoh3QgeZ8zaqxUe+wWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AN7djP8=</latexit>q

<latexit sha1_base64="vXmuzi6QWR2SbfxuVul7gJr4eeU=">AAAB9HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr4sQ9OIxgnlAsoTZyWwyZHZ2M9MbCCHf4cWDIl79GG/+jZNkDxotaCiquunuChIpDLrul5NbWV1b38hvFra2d3b3ivsHdROnmvEai2WsmwE1XArFayhQ8maiOY0CyRvB4G7mN0ZcGxGrRxwn3I9oT4lQMIpW8hW5IUkbRcQNGXaKJbfszkH+Ei8jJchQ7RQ/292YpRFXyCQ1puW5CfoTqlEwyaeFdmp4QtmA9njLUkXtGn8yP3pKTqzSJWGsbSkkc/XnxIRGxoyjwHZGFPtm2ZuJ/3mtFMNrfyJUkiJXbLEoTCXBmMwSIF2hOUM5toQyLeythPWppgxtTgUbgrf88l9SPyt7l+WLh/NS5TaLIw9HcAyn4MEVVOAeqlADBkN4ghd4dUbOs/PmvC9ac042cwi/4Hx8A7ipkXA=</latexit>n = p⇥ q



Therefore, we have

Similarly,

and we have

Since    and    are two different primes,  
can be a multiple of both    and    only if it is a 
multiple of their product                 , which implies 
that                                 

<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p <latexit sha1_base64="iVGWJjUY9T0HmMOpn/tMDZu36y8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzq4zsyZkwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/WbT6g0j+S9Gcfoh3QgeZ8zaqxUe+wWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AN7djP8=</latexit>q
<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p <latexit sha1_base64="iVGWJjUY9T0HmMOpn/tMDZu36y8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzq4zsyZkwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/WbT6g0j+S9Gcfoh3QgeZ8zaqxUe+wWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AN7djP8=</latexit>q

<latexit sha1_base64="vXmuzi6QWR2SbfxuVul7gJr4eeU=">AAAB9HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr4sQ9OIxgnlAsoTZyWwyZHZ2M9MbCCHf4cWDIl79GG/+jZNkDxotaCiquunuChIpDLrul5NbWV1b38hvFra2d3b3ivsHdROnmvEai2WsmwE1XArFayhQ8maiOY0CyRvB4G7mN0ZcGxGrRxwn3I9oT4lQMIpW8hW5IUkbRcQNGXaKJbfszkH+Ei8jJchQ7RQ/292YpRFXyCQ1puW5CfoTqlEwyaeFdmp4QtmA9njLUkXtGn8yP3pKTqzSJWGsbSkkc/XnxIRGxoyjwHZGFPtm2ZuJ/3mtFMNrfyJUkiJXbLEoTCXBmMwSIF2hOUM5toQyLeythPWppgxtTgUbgrf88l9SPyt7l+WLh/NS5TaLIw9HcAyn4MEVVOAeqlADBkN4ghd4dUbOs/PmvC9ac042cwi/4Hx8A7ipkXA=</latexit>n = p⇥ q



Therefore, we have

Similarly,

and we have

Since    and    are two different primes,  
can be a multiple of both    and    only if it is a 
multiple of their product                 , which implies 
that                                 

<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p <latexit sha1_base64="iVGWJjUY9T0HmMOpn/tMDZu36y8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzq4zsyZkwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/WbT6g0j+S9Gcfoh3QgeZ8zaqxUe+wWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AN7djP8=</latexit>q
<latexit sha1_base64="EKyDMDivAzzhvNxUw26QI8xg23o=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVk16p7FbcGcgy8XJShhy1Xumr249ZGqE0TFCtO56bGD+jynAmcFLsphoTykZ0gB1LJY1Q+9ns0Ak5tUqfhLGyJQ2Zqb8nMhppPY4C2xlRM9SL3lT8z+ukJrzxMy6T1KBk80VhKoiJyfRr0ucKmRFjSyhT3N5K2JAqyozNpmhD8BZfXibN84p3VbmsX5Srt3kcBTiGEzgDD66hCvdQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD3VmM/g==</latexit>p <latexit sha1_base64="iVGWJjUY9T0HmMOpn/tMDZu36y8=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzq4zsyZkwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/WbT6g0j+S9Gcfoh3QgeZ8zaqxUe+wWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AN7djP8=</latexit>q

<latexit sha1_base64="vXmuzi6QWR2SbfxuVul7gJr4eeU=">AAAB9HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKr4sQ9OIxgnlAsoTZyWwyZHZ2M9MbCCHf4cWDIl79GG/+jZNkDxotaCiquunuChIpDLrul5NbWV1b38hvFra2d3b3ivsHdROnmvEai2WsmwE1XArFayhQ8maiOY0CyRvB4G7mN0ZcGxGrRxwn3I9oT4lQMIpW8hW5IUkbRcQNGXaKJbfszkH+Ei8jJchQ7RQ/292YpRFXyCQ1puW5CfoTqlEwyaeFdmp4QtmA9njLUkXtGn8yP3pKTqzSJWGsbSkkc/XnxIRGxoyjwHZGFPtm2ZuJ/3mtFMNrfyJUkiJXbLEoTCXBmMwSIF2hOUM5toQyLeythPWppgxtTgUbgrf88l9SPyt7l+WLh/NS5TaLIw9HcAyn4MEVVOAeqlADBkN4ghd4dUbOs/PmvC9ac042cwi/4Hx8A7ipkXA=</latexit>n = p⇥ q



Since                              (encryption of RSA)

and                              (decryption of RSA), 

we can write                     

Therefore,

<latexit sha1_base64="+X6fJ2AQmr3Wov7hLuDsaEHRt9w=">AAACHXicbZDLSgMxFIYz9VbrbdSlm9AiVIQyI96WRTcuK9gL9EYmTdvQTGZMMsVhmLdw5cZXceNCERdupG9jpq2irT8Efr7/HE7OcXxGpbKskZFaWFxaXkmvZtbWNza3zO2divQCgUkZe8wTNQdJwignZUUVIzVfEOQ6jFSdwWWSV4dESOrxGxX6pOmiHqddipHSqG0ehy0JG+Q2oEOYv2tFIj5IgO96nYjH30kSyPgHt82cVbDGgvPGnppcMds4vB8Vw1Lb/Gh0PBy4hCvMkJR12/JVM0JCUcxInGkEkvgID1CP1LXlyCWyGY23i+G+Jh3Y9YR+XMEx/d0RIVfK0HV0pYtUX85mCfwvqweqe96MKPcDRTieDOoGDCoPJqeCHSoIVizUBmFB9V8h7iOBsNIHzegj2LMrz5vKUcE+LZxc27niBZgoDfZAFuSBDc5AEVyBEigDDB7AE3gBr8aj8Wy8Ge+T0pQx7dkFf2R8fgGJT6XY</latexit>

ys ⌘ (xr)s (mod n) ⌘ xrs (mod n)

This equivalence precisely means that  and  
have the same remainders when divided by .

<latexit sha1_base64="I6lx7kJ3J2ctPwbk+TFgr5/RVcU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZk1wwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOyBjQg=</latexit>z <latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x
<latexit sha1_base64="zrAoX5WZl/tVsNb6yPWAMQONjzc=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVZa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB2lGM/A==</latexit>n



Since                              (encryption of RSA)

and                              (decryption of RSA), 

we can write                     

Therefore,

<latexit sha1_base64="+X6fJ2AQmr3Wov7hLuDsaEHRt9w=">AAACHXicbZDLSgMxFIYz9VbrbdSlm9AiVIQyI96WRTcuK9gL9EYmTdvQTGZMMsVhmLdw5cZXceNCERdupG9jpq2irT8Efr7/HE7OcXxGpbKskZFaWFxaXkmvZtbWNza3zO2divQCgUkZe8wTNQdJwignZUUVIzVfEOQ6jFSdwWWSV4dESOrxGxX6pOmiHqddipHSqG0ehy0JG+Q2oEOYv2tFIj5IgO96nYjH30kSyPgHt82cVbDGgvPGnppcMds4vB8Vw1Lb/Gh0PBy4hCvMkJR12/JVM0JCUcxInGkEkvgID1CP1LXlyCWyGY23i+G+Jh3Y9YR+XMEx/d0RIVfK0HV0pYtUX85mCfwvqweqe96MKPcDRTieDOoGDCoPJqeCHSoIVizUBmFB9V8h7iOBsNIHzegj2LMrz5vKUcE+LZxc27niBZgoDfZAFuSBDc5AEVyBEigDDB7AE3gBr8aj8Wy8Ge+T0pQx7dkFf2R8fgGJT6XY</latexit>

ys ⌘ (xr)s (mod n) ⌘ xrs (mod n)

This equivalence precisely means that  and  
have the same remainders when divided by .

<latexit sha1_base64="I6lx7kJ3J2ctPwbk+TFgr5/RVcU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZk1wwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOyBjQg=</latexit>z <latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x
<latexit sha1_base64="zrAoX5WZl/tVsNb6yPWAMQONjzc=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVZa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB2lGM/A==</latexit>n



Since                              (encryption of RSA)

and                              (decryption of RSA), 

we can write                     

Therefore,

<latexit sha1_base64="+X6fJ2AQmr3Wov7hLuDsaEHRt9w=">AAACHXicbZDLSgMxFIYz9VbrbdSlm9AiVIQyI96WRTcuK9gL9EYmTdvQTGZMMsVhmLdw5cZXceNCERdupG9jpq2irT8Efr7/HE7OcXxGpbKskZFaWFxaXkmvZtbWNza3zO2divQCgUkZe8wTNQdJwignZUUVIzVfEOQ6jFSdwWWSV4dESOrxGxX6pOmiHqddipHSqG0ehy0JG+Q2oEOYv2tFIj5IgO96nYjH30kSyPgHt82cVbDGgvPGnppcMds4vB8Vw1Lb/Gh0PBy4hCvMkJR12/JVM0JCUcxInGkEkvgID1CP1LXlyCWyGY23i+G+Jh3Y9YR+XMEx/d0RIVfK0HV0pYtUX85mCfwvqweqe96MKPcDRTieDOoGDCoPJqeCHSoIVizUBmFB9V8h7iOBsNIHzegj2LMrz5vKUcE+LZxc27niBZgoDfZAFuSBDc5AEVyBEigDDB7AE3gBr8aj8Wy8Ge+T0pQx7dkFf2R8fgGJT6XY</latexit>

ys ⌘ (xr)s (mod n) ⌘ xrs (mod n)

This equivalence precisely means that  and  
have the same remainders when divided by .

<latexit sha1_base64="I6lx7kJ3J2ctPwbk+TFgr5/RVcU=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZk1wwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOyBjQg=</latexit>z <latexit sha1_base64="ZwKkaJcdU3hHlnhMyVD4tdz55QM=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaNryPRi0dI5JHAhswODYzMzm5mZo1kwxd48aAxXv0kb/6NA+xBwUo6qVR1p7sriAXXxnW/ndzK6tr6Rn6zsLW9s7tX3D9o6ChRDOssEpFqBVSj4BLrhhuBrVghDQOBzWB0O/Wbj6g0j+S9Gcfoh3QgeZ8zaqxUe+oWS27ZnYEsEy8jJchQ7Ra/Or2IJSFKwwTVuu25sfFTqgxnAieFTqIxpmxEB9i2VNIQtZ/ODp2QE6v0SD9StqQhM/X3REpDrcdhYDtDaoZ60ZuK/3ntxPSv/ZTLODEo2XxRPxHERGT6NelxhcyIsSWUKW5vJWxIFWXGZlOwIXiLLy+TxlnZuyxf1M5LlZssjjwcwTGcggdXUIE7qEIdGCA8wyu8OQ/Oi/PufMxbc042cwh/4Hz+AOl5jQY=</latexit>x
<latexit sha1_base64="zrAoX5WZl/tVsNb6yPWAMQONjzc=">AAAB6HicbVDLSgNBEOz1GeMr6tHLYBA8hV3xdQx68ZiAeUCyhNlJbzJmdnaZmRXCki/w4kERr36SN//GSbIHTSxoKKq66e4KEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6m/qtJ1Sax/LBjBP0IzqQPOSMGivVZa9UdivuDGSZeDkpQ45ar/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26IScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE974GZdJalCy+aIwFcTEZPo16XOFzIixJZQpbm8lbEgVZcZmU7QheIsvL5PmecW7qlzWL8rV2zyOAhzDCZyBB9dQhXuoQQMYIDzDK7w5j86L8+58zFtXnHzmCP7A+fwB2lGM/A==</latexit>n

Since both  and  are integers smaller than , 
this precisely means that . RSA therefore 
works!

<latexit sha1_base64="qOlCABdqDOEGaVzZsoklkFwaw/0=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RYsgTePGgiFd9GO9exLexsxw08YeGj/+voqvKTwRX2nG+rczC4tLySnbVXlvf2NzKbe9UVZxKhhUWi1jWfapQ8AgrmmuB9UQiDX2BNb93NcprdygVj6Mb3U/QC2kn4gFnVBurfN/K5Z2CMxaZB3cK+YsP+zx5/7JLrdxnsx2zNMRIM0GVarhOor0BlZozgUO7mSpMKOvRDjYMRjRE5Q3Ggw7JgXHaJIileZEmY/d3x4CGSvVD31SGVHfVbDYy/8saqQ7OvAGPklRjxCYfBakgOiajrUmbS2Ra9A1QJrmZlbAulZRpcxvbHMGdXXkeqkcF96RwXHbzxUuYKAt7sA+H4MIpFOEaSlABBggP8ATP1q31aL1Yr5PSjDXt2YU/st5+AExnkEY=</latexit>z <latexit sha1_base64="wFAdsanUU54fiaW3pSYSZZQZ/z4=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RQ8gTePGgiFd9GO9exLexsxw08YeGj/+voqvKTwRX2nG+rczC4tLySnbVXlvf2NzKbe9UVZxKhhUWi1jWfapQ8AgrmmuB9UQiDX2BNb93NcprdygVj6Mb3U/QC2kn4gFnVBurfN/K5Z2CMxaZB3cK+YsP+zx5/7JLrdxnsx2zNMRIM0GVarhOor0BlZozgUO7mSpMKOvRDjYMRjRE5Q3Ggw7JgXHaJIileZEmY/d3x4CGSvVD31SGVHfVbDYy/8saqQ7OvAGPklRjxCYfBakgOiajrUmbS2Ra9A1QJrmZlbAulZRpcxvbHMGdXXkeqkcF96RwXHbzxUuYKAt7sA+H4MIpFOEaSlABBggP8ATP1q31aL1Yr5PSjDXt2YU/st5+AElfkEQ=</latexit>x <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n
<latexit sha1_base64="eI6fFrHm05vasur/+wrzDlUIbWM=">AAAB7HicbZDLSsNAFIZP6q3GW9Wlm8EiuCqJ4GVTLLpxWcG0hTaUyXTSDp1MwsxErKHP4MaFIq4EX8W9G/FtnF4W2vrDwMf/n8Occ4KEM6Ud59vKLSwuLa/kV+219Y3NrcL2Tk3FqSTUIzGPZSPAinImqKeZ5rSRSIqjgNN60L8c5fVbKhWLxY0eJNSPcFewkBGsjeXdozK6axeKTskZC82DO4Xi+YddTt6+7Gq78NnqxCSNqNCEY6WarpNoP8NSM8Lp0G6liiaY9HGXNg0KHFHlZ+Nhh+jAOB0UxtI8odHY/d2R4UipQRSYygjrnprNRuZ/WTPV4ZmfMZGkmgoy+ShMOdIxGm2OOkxSovnAACaSmVkR6WGJiTb3sc0R3NmV56F2VHJPSsfXbrFyARPlYQ/24RBcOIUKXEEVPCDA4AGe4NkS1qP1Yr1OSnPWtGcX/sh6/wFWV5Fj</latexit>z = x



                             (encryption of RSA).

Let  be a block of “plain text” in the form of 
numbers. Given the pair of values  and  (the 
public key), the encrypted message    is given by

<latexit sha1_base64="wFAdsanUU54fiaW3pSYSZZQZ/z4=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RQ8gTePGgiFd9GO9exLexsxw08YeGj/+voqvKTwRX2nG+rczC4tLySnbVXlvf2NzKbe9UVZxKhhUWi1jWfapQ8AgrmmuB9UQiDX2BNb93NcprdygVj6Mb3U/QC2kn4gFnVBurfN/K5Z2CMxaZB3cK+YsP+zx5/7JLrdxnsx2zNMRIM0GVarhOor0BlZozgUO7mSpMKOvRDjYMRjRE5Q3Ggw7JgXHaJIileZEmY/d3x4CGSvVD31SGVHfVbDYy/8saqQ7OvAGPklRjxCYfBakgOiajrUmbS2Ra9A1QJrmZlbAulZRpcxvbHMGdXXkeqkcF96RwXHbzxUuYKAt7sA+H4MIpFOEaSlABBggP8ATP1q31aL1Yr5PSjDXt2YU/st5+AElfkEQ=</latexit>x
<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

Recap of RSA

Given the value of  (the private key), we can 
retrieve  by

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s
<latexit sha1_base64="wFAdsanUU54fiaW3pSYSZZQZ/z4=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RQ8gTePGgiFd9GO9exLexsxw08YeGj/+voqvKTwRX2nG+rczC4tLySnbVXlvf2NzKbe9UVZxKhhUWi1jWfapQ8AgrmmuB9UQiDX2BNb93NcprdygVj6Mb3U/QC2kn4gFnVBurfN/K5Z2CMxaZB3cK+YsP+zx5/7JLrdxnsx2zNMRIM0GVarhOor0BlZozgUO7mSpMKOvRDjYMRjRE5Q3Ggw7JgXHaJIileZEmY/d3x4CGSvVD31SGVHfVbDYy/8saqQ7OvAGPklRjxCYfBakgOiajrUmbS2Ra9A1QJrmZlbAulZRpcxvbHMGdXXkeqkcF96RwXHbzxUuYKAt7sA+H4MIpFOEaSlABBggP8ATP1q31aL1Yr5PSjDXt2YU/st5+AElfkEQ=</latexit>x

                             (decryption of RSA).

<latexit sha1_base64="DgsdUc19NdWxYvEYwzmALS/2QVw=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTiVp07PQ3SMMQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmR4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVxpJhlYUilA2PKhQ8wKrmWmAjkkh9T2DdG9yM8/oDSsXD4E4nEbo+7QW8yxnVxqok7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqhCz2MdBMUKWajh1pN6VScyZwmGvFCiPKBrSHTYMB9VG56WTQITkxTod0Q2leoMnE/d2RUl+pxPdMpU91X81nY/O/rBnr7pWb8iCKNQZs+lE3FkSHZLw16XCJTIvEAGWSm1kJ61NJmTa3yZkjOPMrL0LtrOhcFM8rTqF0DVNl4QCO4RQcuIQS3EIZqsAA4Qle4NW6t56tN+t9WpqxZj378EfWxw/YTJCv</latexit>y

<latexit sha1_base64="XpFC07UeaEtgqgPixABM/h4GTAc=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM7QIglASwccy6MZlBfuAJpbJZNIOnUzizKQYQsGP8AfcuFDErd/hrn/j9LHQ1gMXDufcy733+AmjUlnWyCgsLa+srhXXSxubW9s75u5eQ8apwKSOYxaLlo8kYZSTuqKKkVYiCIp8Rpp+/3rsNwdESBrzO5UlxItQl9OQYqS01DEPHqFLHlI6gNm9hG4SxUHOhx2zYlWtCeAisWek4pTdk+eRk9U65rcbxDiNCFeYISnbtpUoL0dCUczIsOSmkiQI91GXtDXlKCLSyyfnD+GRVgIYxkIXV3Ci/p7IUSRlFvm6M0KqJ+e9sfif105VeOnllCepIhxPF4UpgyqG4yxgQAXBimWaICyovhXiHhIIK51YSYdgz7+8SBqnVfu8enZrV5wrMEURHIIyOAY2uAAOuAE1UAcY5OAFvIF348l4NT6Mz2lrwZjN7IM/ML5+AEA0mK0=</latexit>

x ⌘ ys (mod n)



RSA encryption

In contrast to what we have done before, the keys should 
not be chosen randomly! ,  and  are chosen by the 
following procedure: 
1. Choose two prime numbers    and   
2. Choose  
3. Choose    as any number that has no prime factors in 

common with  
4. Compute    from    and     by the Euclidean algorithm 

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

                           Encryption:
Decryption:

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="n2Rk2hEQxf1zNuLntw8uQ+3Pqi0=">AAAB9XicbVDJSgNBEK1xjXGLelSkMQiewozgchGCXjwmYBZIYujpdJImPT1jd40SQo7+gxcPinj1mu/w5jf4E3aWgyY+KHi8V0VVPT+SwqDrfjlz8wuLS8uJleTq2vrGZmpru2jCWDNeYKEMddmnhkuheAEFSl6ONKeBL3nJ71wN/dI910aE6ga7Ea8FtKVEUzCKVrpV5IJEpIoi4Ibc1VNpN+OOQGaJNyHp7N4g//24P8jVU5/VRsjigCtkkhpT8dwIaz2qUTDJ+8lqbHhEWYe2eMVSRe2aWm90dZ8cWqVBmqG2pZCM1N8TPRoY0w182xlQbJtpbyj+51VibJ7XekJFMXLFxouasSQYkmEEpCE0Zyi7llCmhb2VsDbVlKENKmlD8KZfniXF44x3mjnJe+nsJYyRgF04gCPw4AyycA05KAADDU/wAq/Og/PsvDnv49Y5ZzKzA3/gfPwA/c+VQg==</latexit>n = p⇥ q
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

<latexit sha1_base64="rwI8tOYISyi7n4zNvTrR/yZcliI=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm6FFqIglEbwsi25cVrAXaEKZTCft0MnFmRMlxL6FWzcuFHHrk7jr2zhtXWjrDwMf/zmHc+b3YsEVWNbYyC0tr6yu5dcLG5tb2ztmcbepokRS1qCRiGTbI4oJHrIGcBCsHUtGAk+wlje8mtRb90wqHoW3kMbMDUg/5D6nBLTVNYuV+Ng+dIAHTOHKneauWbaq1lR4EewfKNdKztHTuJbWu+aX04toErAQqCBKdWwrBjcjEjgVbFRwEsViQoekzzoaQ6JXudn09BE+0E4P+5HULwQ8dX9PZCRQKg083RkQGKj52sT8r9ZJwL9wMx7GCbCQzhb5icAQ4UkOuMcloyBSDYRKrm/FdEAkoaDTKugQ7PkvL0LzpGqfVU9v7HLtEs2UR/uohCrIRueohq5RHTUQRQ/oGb2iN+PReDHejY9Za874mdlDf2R8fgOdVpVI</latexit>

(p� 1)⇥ (q � 1)

How to construct the keys ,  and ?<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r <latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s



We need to know  to decrypt. Now  is the 
multiplicative inverse of  modulo (p-1)(q-1)    . 
Any outsider knows the value of , and if they 
knew (p − 1)(q − 1), then it would be easy (with 
the Euclidean Algorithm) to compute . However, 
they does not know  (p − 1)(q    . They only 
know , which is equal to pq.

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

To find (p − 1)(q − 1), she would need to know 
the prime factors p and q of , and factoring 
large numbers is not easy. 

<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="lsYY4FBoDnbic5LsoZIovF0eavM=">AAAB6XicbZDLSgMxFIbPeK31VnWpSLAIrsqM4GVZdOOyFXuBdiiZNNOGZjIxyQhl6NKdGxeKuPUl+hzufAZfwvSy0NYfAh//fw455wSSM21c98tZWFxaXlnNrGXXNza3tnM7u1UdJ4rQCol5rOoB1pQzQSuGGU7rUlEcBZzWgt71KK89UKVZLO5MX1I/wh3BQkawsdatvG/l8m7BHQvNgzeFfPFgWP5+PByWWrnPZjsmSUSFIRxr3fBcafwUK8MIp4NsM9FUYtLDHdqwKHBEtZ+OJx2gY+u0URgr+4RBY/d3R4ojrftRYCsjbLp6NhuZ/2WNxISXfsqETAwVZPJRmHBkYjRaG7WZosTwvgVMFLOzItLFChNjj5O1R/BmV56H6mnBOy+clb188QomysA+HMEJeHABRbiBElSAQAhP8AKvTs95dt6c90npgjPt2YM/cj5+AJtPkSE=</latexit>pq

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

Why is RSA secure?



We need to know  to decrypt. Now  is the 
multiplicative inverse of  modulo (p-1)(q-1)    . 
Any outsider knows the value of , and if they 
knew (p − 1)(q − 1), then it would be easy (with 
the Euclidean Algorithm) to compute . However, 
they does not know  (p − 1)(q    . They only 
know , which is equal to pq.

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s <latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s
<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="ftz9VtQmVJCYR84MIRjsxHUB2YI=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdkpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQEeQPg==</latexit>r

<latexit sha1_base64="LdKDfqn8MlOXhTPzpjFGXKbME2c=">AAAB6HicbZDJSgNBEIZr4hbHLerRS2MQPIUZweUiBr14TMAskAyhp1OTtOlZ6O4RwpAn8OJBEa/6MN69iG9jJ/GgiT80fPx/FV1VfiK40o7zZeUWFpeWV/Kr9tr6xuZWYXunruJUMqyxWMSy6VOFgkdY01wLbCYSaegLbPiDq3HeuEOpeBzd6GGCXkh7EQ84o9pYVdUpFJ2SMxGZB/cHihfv9nny9mlXOoWPdjdmaYiRZoIq1XKdRHsZlZozgSO7nSpMKBvQHrYMRjRE5WWTQUfkwDhdEsTSvEiTifu7I6OhUsPQN5Uh1X01m43N/7JWqoMzL+NRkmqM2PSjIBVEx2S8NelyiUyLoQHKJDezEtankjJtbmObI7izK89D/ajknpSOq26xfAlT5WEP9uEQXDiFMlxDBWrAAOEeHuHJurUerGfrZVqas356duGPrNdvQcuQPw==</latexit>s

<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

To find (p − 1)(q − 1), they would need to know 
the prime factors p and q of , and factoring 
large numbers is computationally infeasible. 

<latexit sha1_base64="VmRCc4IfjGPlc6XseKKBl/AmFLM=">AAAB6HicbZDLSsNAFIZP6q3GW9Wlm2ARXJVE8LIRi25ctmAv0IYymZ60YyeTMDMRSugTuHGhiFt9GPduxLdx2rrQ1h8GPv7/HOacEyScKe26X1ZuYXFpeSW/aq+tb2xuFbZ36ipOJcUajXksmwFRyJnAmmaaYzORSKKAYyMYXI3zxh1KxWJxo4cJ+hHpCRYySrSxqqJTKLoldyJnHrwfKF682+fJ26dd6RQ+2t2YphEKTTlRquW5ifYzIjWjHEd2O1WYEDogPWwZFCRC5WeTQUfOgXG6ThhL84R2Ju7vjoxESg2jwFRGRPfVbDY2/8taqQ7P/IyJJNUo6PSjMOWOjp3x1k6XSaSaDw0QKpmZ1aF9IgnV5ja2OYI3u/I81I9K3knpuOoVy5cwVR72YB8OwYNTKMM1VKAGFBDu4RGerFvrwXq2XqalOeunZxf+yHr9Bjo3kDo=</latexit>n

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="V9IoUszXtr03NsV2b8IPlwSVPqs=">AAAB8XicbVDLSsNAFL2pr1pfVZduhhahIpZE8LEMunFZwT6wDWUynbRDJ5M4MxFC6F9040IRt/6Nu/6N09aFth64l8M593IffsyZ0rY9sXIrq2vrG/nNwtb2zu5ecf+goaJEElonEY9ky8eKciZoXTPNaSuWFIc+p01/eDv1m89UKhaJB53G1AtxX7CAEayN9FiJz5yTypNJ3WLZrtozoGXi/JCyW+qcjiduWusWvzq9iCQhFZpwrFTbsWPtZVhqRjgdFTqJojEmQ9ynbUMFDqnystnGI3RslB4KImlCaDRTf3dkOFQqDX1TGWI9UIveVPzPayc6uPYyJuJEU0Hmg4KEIx2h6fmoxyQlmqeGYCKZ2RWRAZaYaPOkgnmCs3jyMmmcV53L6sW9U3ZvYI48HEEJKuDAFbhwBzWoAwEBY3iFN0tZL9a79TEvzVk/PYfwB9bnNw05kjM=</latexit>

(p� 1)(q � 1)

<latexit sha1_base64="lsYY4FBoDnbic5LsoZIovF0eavM=">AAAB6XicbZDLSgMxFIbPeK31VnWpSLAIrsqM4GVZdOOyFXuBdiiZNNOGZjIxyQhl6NKdGxeKuPUl+hzufAZfwvSy0NYfAh//fw455wSSM21c98tZWFxaXlnNrGXXNza3tnM7u1UdJ4rQCol5rOoB1pQzQSuGGU7rUlEcBZzWgt71KK89UKVZLO5MX1I/wh3BQkawsdatvG/l8m7BHQvNgzeFfPFgWP5+PByWWrnPZjsmSUSFIRxr3fBcafwUK8MIp4NsM9FUYtLDHdqwKHBEtZ+OJx2gY+u0URgr+4RBY/d3R4ojrftRYCsjbLp6NhuZ/2WNxISXfsqETAwVZPJRmHBkYjRaG7WZosTwvgVMFLOzItLFChNjj5O1R/BmV56H6mnBOy+clb188QomysA+HMEJeHABRbiBElSAQAhP8AKvTs95dt6c90npgjPt2YM/cj5+AJtPkSE=</latexit>pq

<latexit sha1_base64="LBXsUK8+D5PdCmtWvdXze1l8P+M=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmehu0cIQ46evHhQxKtPkefw5jP4EnaWgyb+0PDx/1V0VXmx4Erb9peVWVpeWV3Lruc2Nre2d/K7ezUVJZJhlUUikg2PKhQ8xKrmWmAjlkgDT2Dd69+M8/oDSsWj8E4PYnQD2g25zxnVxqrE7XzBLtoTkUVwZlAoHY4q349Ho3I7/9nqRCwJMNRMUKWajh1rN6VScyZwmGslCmPK+rSLTYMhDVC56WTQITkxTof4kTQv1GTi/u5IaaDUIPBMZUB1T81nY/O/rJlo/8pNeRgnGkM2/chPBNERGW9NOlwi02JggDLJzayE9aikTJvb5MwRnPmVF6F2VnQuiucVp1C6hqmycADHcAoOXEIJbqEMVWCA8AQv8GrdW8/Wm/U+Lc1Ys559+CPr4wfKqJCm</latexit>p <latexit sha1_base64="CmdaKx0G2z/Pt3vSy27N1QfEtSo=">AAAB6HicbZDJSgNBEIZr4hbjFvWoSGMQPIUZweUY9OIxAbNAMoSeTk3Spmexu0cIQ46evHhQxKtPkefw5jP4EnaWg0Z/aPj4/yq6qrxYcKVt+9PKLCwuLa9kV3Nr6xubW/ntnZqKEsmwyiIRyYZHFQoeYlVzLbARS6SBJ7Du9a/Gef0epeJReKMHMboB7Ybc54xqY1Xu2vmCXbQnIn/BmUGhtD+qfD0cjMrt/EerE7EkwFAzQZVqOnas3ZRKzZnAYa6VKIwp69MuNg2GNEDlppNBh+TIOB3iR9K8UJOJ+7MjpYFSg8AzlQHVPTWfjc3/smai/Qs35WGcaAzZ9CM/EURHZLw16XCJTIuBAcokN7MS1qOSMm1ukzNHcOZX/gu1k6JzVjytOIXSJUyVhT04hGNw4BxKcA1lqAIDhEd4hhfr1nqyXq23aWnGmvXswi9Z79/MLJCn</latexit>q

Why is RSA secure?



Example (encryption and decryption in RSA):
1. Choose two primes p = 5, q = 7. 
2. Compute n = pq = 35. 
3. Choose a positive integer r that has no 

common prime factor with (p-1)(q-1) = 24. This 
has the prime factorization 24 = 2x2x2x3. We 
pick r = 5. 

4. Compute the multiplicative inverse of r modulo 
(p-1)(q-1). That is, find s such that

using the Euclidean algorithm.



Example (encryption and decryption in RSA):
The Euclidean algorithm gives: 

<latexit sha1_base64="264xji6KTxqLpkN8vPUaUwjxcRc=">AAACEnicbZDLSsNAFIYn9VbjLerSzWBRFKEkJVU3QtGNywr2Ak0ok+mkHTqZhJmJUEqfwY2v4saFIm5dufNtnLRZaOsPAz/fOYcz5w8SRqWy7W+jsLS8srpWXDc3Nre2d6zdvaaMU4FJA8csFu0AScIoJw1FFSPtRBAUBYy0guFNVm89ECFpzO/VKCF+hPqchhQjpVHXOq248PgKup6iEZGwCs+gCz3PrGbUyamrqdO1SnbZngouGic3JZCr3rW+vF6M04hwhRmSsuPYifLHSCiKGZmYXipJgvAQ9UlHW470Kn88PWkCjzTpwTAW+nEFp/T3xBhFUo6iQHdGSA3kfC2D/9U6qQov/THlSaoIx7NFYcqgimGWD+xRQbBiI20QFlT/FeIBEggrnaKpQ3DmT140zUrZOS9X79xS7TqPowgOwCE4AQ64ADVwC+qgATB4BM/gFbwZT8aL8W58zFoLRj6zD/7I+PwBdjWYVw==</latexit>

24 = 4⇥ 5 + 4

5 = 1⇥ 4 + 1

so
<latexit sha1_base64="EJg1mQp/PBBwDz+Sg4QPXBQKPTY=">AAACEnicbZDLSsNAFIYn9VbjLerSzWBRdGFJSqpuhKIblxXsBZpQJtNJO3QyCTMToZQ+gxtfxY0LRdy6cufbOGmz0NYfBn6+cw5nzh8kjEpl299GYWl5ZXWtuG5ubG5t71i7e00ZpwKTBo5ZLNoBkoRRThqKKkbaiSAoChhpBcObrN56IELSmN+rUUL8CPU5DSlGSqOuderA4ytYhWfQ8RSNiIQu9DzTzWjF1djNcbVrleyyPRVcNE5uSiBXvWt9eb0YpxHhCjMkZcexE+WPkVAUMzIxvVSSBOEh6pOOthzpNf54etIEHmnSg2Es9OMKTunviTGKpBxFge6MkBrI+VoG/6t1UhVe+mPKk1QRjmeLwpRBFcMsH9ijgmDFRtogLKj+K8QDJBBWOkVTh+DMn7xompWyc16u3rml2nUeRxEcgENwAhxwAWrgFtRBA2DwCJ7BK3gznowX4934mLUWjHxmH/yR8fkDcDGYWw==</latexit>

1 = 5� 1⇥ 4

4 = 24� 4⇥ 5

<latexit sha1_base64="wevPZNFldPo6dlvD2OTTukHVVO0=">AAACLHicbVDLSsNAFJ34rPEVdelmsCh10ZKUVN0IxW5cVrAPaEKZTCft0MmDmYlQQj/Ijb8iiAuLuPU7nLYRbOuFgXPPuYc793gxo0Ka5kRbW9/Y3NrO7ei7e/sHh8bRcVNECcekgSMW8baHBGE0JA1JJSPtmBMUeIy0vGFtqreeCBc0Ch/lKCZugPoh9SlGUlFdo2bBi1tYgUVoOZIGREAbLvaFsl20M1y5hI6jTw2/BCyW7a6RN0vmrOAqsDKQB1nVu8ab04twEpBQYoaE6FhmLN0UcUkxI2PdSQSJER6iPukoGCK1yk1nx47huWJ60I+4eqGEM/avI0WBEKPAU5MBkgOxrE3J/7ROIv0bN6VhnEgS4vkiP2FQRnCaHOxRTrBkIwUQ5lT9FeIB4ghLla+uQrCWT14FzXLJuipVHux89S6LIwdOwRkoAAtcgyq4B3XQABg8g1fwASbai/aufWpf89E1LfOcgIXSvn8A5nGgxQ==</latexit>

1 = 5� 1⇥ 4 = 5� 1⇥ (24� 4⇥ 5)

= 5⇥ 5� 24

It follows that

so  
<latexit sha1_base64="cxsgNiLYoy/XJvhzpr/pNd+EBpU=">AAACBXicbVDLSsNAFJ3UV62vqEtdDC2CIJSkWHUZdOOygn1AE8pkMmmHTiZxZlIooRs3/oAf4caFIm79B3f9G6ePhbYeuHA4517uvcdPGJXKssZGbmV1bX0jv1nY2t7Z3TP3DxoyTgUmdRyzWLR8JAmjnNQVVYy0EkFQ5DPS9Ps3E785IELSmN+rYUK8CHU5DSlGSksd87jqKhoRCavQJQ8pHUAbukkUB1nlfNQxS1bZmgIuE3tOSk7RPXseO8Nax/x2gxinEeEKMyRl27YS5WVIKIoZGRXcVJIE4T7qkramHOnNXjb9YgRPtBLAMBa6uIJT9fdEhiIph5GvOyOkenLRm4j/ee1UhVdeRnmSKsLxbFGYMqhiOIkEBlQQrNhQE4QF1bdC3EMCYaWDK+gQ7MWXl0mjUrYvytU7u+Rcgxny4AgUwSmwwSVwwC2ogTrA4BG8gDfwbjwZr8aH8TlrzRnzmUPwB8bXD6MRmmI=</latexit>

5⇥ 5 ⌘ 1 (mod 24) which means that 
<latexit sha1_base64="ZRi33qf2VAoKL0XA8AhTuCk84NU=">AAAB6nicbZDLSsNAFIZP6q3GW9Slm8EiuCqJUHVTLLpxWdFeoA1lMp20QyeTMDMRSugjuHGhiEt9F/duxLdxello6w8DH/9/DnPOCRLOlHbdbyu3tLyyupZftzc2t7Z3nN29uopTSWiNxDyWzQArypmgNc00p81EUhwFnDaCwdU4b9xTqVgs7vQwoX6Ee4KFjGBtrFtVLnWcglt0J0KL4M2gcPFhl5O3L7vacT7b3ZikERWacKxUy3MT7WdYakY4HdntVNEEkwHu0ZZBgSOq/Gwy6ggdGaeLwliaJzSauL87MhwpNYwCUxlh3Vfz2dj8L2ulOjz3MyaSVFNBph+FKUc6RuO9UZdJSjQfGsBEMjMrIn0sMdHmOrY5gje/8iLUT4reabF04xUqlzBVHg7gEI7BgzOowDVUoQYEevAAT/BscevRerFep6U5a9azD39kvf8AOY+QxQ==</latexit>

s = 5
is a multiplicative inverse of .

<latexit sha1_base64="+NCQyD29Yq+lvaFfUa8Sjx1PPf0=">AAAB6nicbZDLSsNAFIZP6q3GW9Slm8EiuCqJUHVTLLpxWdFeoA1lMp20QyeTMDMRSugjuHGhiEt9F/duxLdxello6w8DH/9/DnPOCRLOlHbdbyu3tLyyupZftzc2t7Z3nN29uopTSWiNxDyWzQArypmgNc00p81EUhwFnDaCwdU4b9xTqVgs7vQwoX6Ee4KFjGBtrFtZLnWcglt0J0KL4M2gcPFhl5O3L7vacT7b3ZikERWacKxUy3MT7WdYakY4HdntVNEEkwHu0ZZBgSOq/Gwy6ggdGaeLwliaJzSauL87MhwpNYwCUxlh3Vfz2dj8L2ulOjz3MyaSVFNBph+FKUc6RuO9UZdJSjQfGsBEMjMrIn0sMdHmOrY5gje/8iLUT4reabF04xUqlzBVHg7gEI7BgzOowDVUoQYEevAAT/BscevRerFep6U5a9azD39kvf8AOAmQxA==</latexit>

r = 5



5. The public key is (n, r) = (35, 5) and the 
private key is s = 5. 

6. In order to encrypt x = 11, we compute

and we have 

7. In order to decrypt y = 16, we compute

<latexit sha1_base64="s62x6xF2BOsv3ou3VrjlMMbHw6E=">AAACFXicbZDLSsNAFIYn9VbrLerSzdAiCEpIlFaXQTcuK9gLNLVMJpN26OTizKQQQl9CBF/FjQtF3Aru+jZOW/HS+sPAz3fO4cz53ZhRIU1zpOUWFpeWV/KrhbX1jc0tfXunLqKEY1LDEYt400WCMBqSmqSSkWbMCQpcRhpu/2JcbwwIFzQKr2Uak3aAuiH1KUZSoY5+lEKH3CZ0AC3rpgydOIi87KQ8/KaVH2Z09JJpmBPBeWN9mZJddA7vR3Za7egfjhfhJCChxAwJ0bLMWLYzxCXFjAwLTiJIjHAfdUlL2RAFRLSzyVVDuK+IB/2IqxdKOKG/JzIUCJEGruoMkOyJ2doY/ldrJdI/a2c0jBNJQjxd5CcMygiOI4Ie5QRLliqDMKfqrxD3EEdYqiALKgRr9uR5Uz82rIpRvrJK9jmYKg/2QBEcAAucAhtcgiqoAQzuwCN4Bi/ag/akvWpv09ac9jWzC/5Ie/8EdrugIA==</latexit>

y ⌘ 115 (mod 35) ⌘ 16 (mod 35).

<latexit sha1_base64="XY2qRJmJlCbeKfD+SE+tUfoKu2U=">AAAB/3icbVDLSsNAFJ34rPUVFdy4GVoEQSiJ4GMZdOOygn1AE8tkMmmHTiZxZlIMsQv/wS9w40IRt/6Gu/6N08dCWw9cOJxzL/fe4yeMSmVZQ2NhcWl5ZbWwVlzf2NzaNnd26zJOBSY1HLNYNH0kCaOc1BRVjDQTQVDkM9Lwe1cjv9EnQtKY36osIV6EOpyGFCOlpba5/wBdcp/SPszuJHSTKA5yPoBts2xVrDHgPLGnpOyU3OPnoZNV2+a3G8Q4jQhXmCEpW7aVKC9HQlHMyKDoppIkCPdQh7Q05Sgi0svH9w/goVYCGMZCF1dwrP6eyFEkZRb5ujNCqitnvZH4n9dKVXjh5ZQnqSIcTxaFKYMqhqMwYEAFwYplmiAsqL4V4i4SCCsdWVGHYM++PE/qJxX7rHJ6Y5edSzBBARyAEjgCNjgHDrgGVVADGDyCF/AG3o0n49X4MD4nrQvGdGYP/IHx9QOd+ZjX</latexit>

x ⌘ ys (mod n)
<latexit sha1_base64="EtiFvOtrzMeLTycb15c/T00skYg=">AAACE3icbZDLSsNAFIYn9VbrLerSzdAiiEJIlFaXQTcuK9gLNLVMJpN26OTizKQQQt/Bhb6KGxeKuHXjrm/jtFXU1h8Gfr5zDmfO78aMCmmaIy23sLi0vJJfLaytb2xu6ds7dRElHJMajljEmy4ShNGQ1CSVjDRjTlDgMtJw+xfjemNAuKBReC3TmLQD1A2pTzGSCnX0Q4fcJnQArcpNGTpxEHnZSXkIv6n1w4yOXjINcyI4b6wvU7KLztH9yE6rHf3D8SKcBCSUmCEhWpYZy3aGuKSYkWHBSQSJEe6jLmkpG6KAiHY2uWkI9xXxoB9x9UIJJ/T3RIYCIdLAVZ0Bkj0xWxvD/2qtRPpn7YyGcSJJiKeL/IRBGcFxQNCjnGDJUmUQ5lT9FeIe4ghLFWNBhWDNnjxv6seGVTHKV1bJPgdT5cEeKIIDYIFTYINLUAU1gMEdeATP4EV70J60V+1t2prTvmZ2wR9p758q959z</latexit>

⌘ 165 (mod 35) ⌘ 11 (mod 35).


