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Recap slides:

The idea of turning a face into a list of 
measurements is an example of an encoding. We 
are taking raw data (a picture of a face) and 
turning it into a list of measurements that represent 
it (the encoding).



Recap slides:

We can connect two RNNs end-to-end. The first 
RNN can generate the encoding that represents a 
sentence. Then the second RNN can take that 
encoding and just do the same logic in reverse to 
decode the original sentence again.
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By the end of this lecture, you will be able to: 

1. Explain what a Generative Adversarial 
Network is 

2. Explain how style transfer works 
3. Explain how to trick a neural network used 

for classification



Generative Adversarial Networks (GAN)

A GAN consists of a pair of neural networks competing to 
create more realistic outputs. 

GANs were first invented in 2014 and the techniques have 
improved substantially since.

Example: creating pictures of people who do not exist.
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https://www.whichfaceisreal.com/index.php

Generative Adversarial Networks (GAN)



Imagine that you are a counterfeiter trying to produce fake 
dollar bills. At your disposal, you have access to a few real 
dollar bills and you can use these as templates. However, 
you don’t really know what makes a convincing fake bill 
(serial numbers, material used, security strips etc) so you 
eventually get caught.
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Generative Adversarial Networks (GAN)

Once you are caught because of some detail on your bills, 
you learn to fix that detail. Through trial and error after 
being caught many times, your counterfeits start improving.
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Once you are caught because of some detail on your bills, 
you learn to fix that detail. Through trial and error after 
being caught many times, your counterfeits start improving.



Generative Adversarial Networks (GAN)

Idea: for neural networks, train both the counterfeiter and 
detective to get better counterfeits!



Generative Adversarial Networks (GAN)



Generative Adversarial Networks (GAN)

Discriminator: a classifier (dog or not dog)

As many neurons 
as pixels in image

Likelihood it 
is a dog

Likelihood it 
is not a dog



Generative Adversarial Networks (GAN)
Generator: generates a dog image from a prompt (size, 
breed, …)

As many neurons 
as pixels in image

As many neurons 
we need to describe 

the prompt



Generative Adversarial Networks (GAN)

When training the network, we find the weights of the 
discriminator to catch as many fakes as possible, and the 
weights of the generator to create images that fool the 
discriminator as much as possible.
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When training the network, we find the weights of the 
discriminator to catch as many fakes as possible, and the 
weights of the generator to create images that fool the 
discriminator as much as possible.

If the training goes perfectly, we end up at a Nash 
equilibrium between the discriminator and generator and 
can end the training, since neither network then wants to 
change their weights.



Generate handwritten digits Generate faces

It worked well for some data…

2014



Generate images of animals and vehicles

… but not as well for other data

2014



We can use a similar idea to create a network that performs 
style transfer.

Example: transform a photo into a painting in the style of 
Monet

Style transfer



We use a discriminator that looks at an image and 
outputs the probability that it was painted in Monet’s style. 
We use a generator that takes a photo as input and 
outputs a version changed to look more like Monet.

Style transfer



Style transfer



CycleGAN (2017)





https://junyanz.github.io/CycleGAN/

https://junyanz.github.io/CycleGAN/




StyleGAN (2018)



PSGAN (2018)



Deepfakes

https://www.youtube.com/watch?v=C8FO0P2a3dA


Quality improvement of GANs over the last decade



Image

Language

What has caused the improvement?



Image

Language

Transformer

2017

What has caused the improvement?

Just like recurrent neural networks were replaced by 
transformers for language and translation…



Image

Language

Transformer

2017

2020

What has caused the improvement?

… convolutional neural networks were replaced by 
transformers for images



2021













Generating images from prompts

How do DALL-E and similar tools generate images from 
prompts written in English?



For training, we use a large number of images with text 
descriptions. We train a text encoder and an image 
encoder simultaneously, to get encodings that are similar 
for both the text and images. 

Encoded image

Image Image encoder

Encoded text

Text Text encoder
0.641 
0.123 
0.975



When we get a new text prompt, we can compute its 
encoding with the text encoder, and decode the result 
with the image decoder, to get an image that closely 
resembles the text prompt.

Encoded image

Image Image encoder

Encoded text

Text Text encoder
0.641 
0.123 
0.975



Vice versa to get a text description from an image.

Encoded image

Image Image encoder

Encoded text

Text Text encoder
0.641 
0.123 
0.975















Single-View View Synthesis With Multiplane Images (2020)

https://www.youtube.com/watch?v=gnZT34DYwyE


Unsupervised Novel View Synthesis from a Single Image 
(2021)



Music instead of images

Neural network trained to compose like Mozart, or 
to change a classical piece by Chopin into the 
style of Bon Jovi.

https://openai.com/research/musenet



Neural nets as security guards

Imagine that we run an auction website like Ebay. On 
our website, we want to prevent people from selling 
prohibited items — things like live animals. We can use 
deep learning to automatically check auction photos for 
prohibited items and flag the ones that violate the rules. 

This is a typical image classification problem. To build 
this, we’ll train a deep convolutional neural network  to 
tell prohibited items apart from allowed items and then 
we’ll run all the photos on our site through it.



First, we need a dataset of thousands of images 
from past auction listings. We need images of both 
allowed and prohibited items so that we can train 
the neural network to tell them apart.





We repeat this thousands of times with thousands 
of photos until the model reliably produces the 
correct results with an acceptable accuracy. The 
end result is a neural network that can reliably 
classify images.



With a fancy model like this, we expect that small 
changes to the input photo should only cause 
small changes to the final prediction.



However, this is not always true. If you 
know exactly which pixels to change and exactly 
how much to change them, you can intentionally 
force the neural network to predict the wrong 
output for a given picture without changing the 
appearance of the picture very much.



That means we can intentionally craft a picture 
that is clearly a prohibited item but which 
completely fools our neural network.



A machine learning classifier works by finding a 
dividing line between the things it’s trying to tell 
apart.



If we add a small amount to the Y value of a red 
point right beside the boundary, we can just barely 
push it over into green territory.



In image classification with deep neural networks, 
each “point” we are classifying is an entire image 
made up of thousands of pixels. That gives 
us thousands of possible values that we can tweak 
to push the point over the decision line. And if we 
make sure that we tweak the pixels in the image in 
a way that isn’t too obvious to a human, we can 
fool the classifier without making the image look 
manipulated.







How to trick a neural network



The only problem is that by allowing any single pixel 
to be adjusted without any limitations, the changes 
to the image can be drastic enough that you’ll see 
them. To prevent these obvious distortions, we can 
add a simple constraint to our algorithm. We’ll say 
that no single pixel in the hacked image can ever 
be changed by more than a tiny amount from the 
original image — let’s say something like 0.01%. 
That forces our algorithm to tweak the image in a 
way that still fools the neural network without it 
looking too different from the original image.



There is still a big limitation with how we create 
these images — our attack requires direct access 
to the neural network itself. Because we are actually 
“training” against the neural network to fool it, we 
need a copy of it. In the real world, no company is 
going to let you download their trained neural 
network’s code, so that means we can’t attack 
them… Right?



It turns out that you can  train your own substitute 
neural network to mirror another neural network by 
probing it to see how it behaves. Then you can use 
your substitute neural network to generate hacked 
images that still often fool the original network! This 
is called a black-box attack.



The applications of black-box attacks are limitless. 
Here are some plausible examples: 
1. Trick self-driving cars into seeing a stop sign as 

a green light — this could cause car crashes! 
2. Trick content filtering systems into letting 

offensive/illegal content through. 
3. Trick ATM check scanners into thinking the 

handwriting on a check says the check is for a 
greater amount than it actually is.



https://www.youtube.com/watch?v=tgmQH_TYsWk


Lane-Keeping Assistance System

https://www.youtube.com/watch?v=pE-MaLxYm_M


Possible protections

1. Create lots of hacked images and include them in 
the training dataset. It seems to make the neural 
network more resistant to these attacks. This is 
called Adversarial Training and is probably the most 
reasonable defense to consider adopting right now. 

2. Treat ML models in your architecture like any other 
component that can potentially be bypassed. Think 
through the implications of what would happen if a 
user intentionally sets out to fool them and think of 
ways to mitigate those scenarios.


